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fOREwORD 1 
Blockchain is truly a phenomenal invention.

Since its conceptualisation in 2008 by Satoshi Nakamoto, blockchain has 
emerged as one of the leading digital technologies of the past decade, 
alongside Artificial Intelligence, Virtual Reality and Big Data. This year, the 
global value of all cryptocurrencies (which use blockchain in their technology) 
is projected to hit US$1 trillion. Propelled by the Fintech rush, global banks 
such as Citibank, J.P. Morgan and Goldman Sachs are doubling down on their 
blockchain investments. The World Economic Forum estimates that 10% of 
global GDP will be stored on blockchains by 2025.

Governments worldwide have also shown a keen interest in blockchain 
technology. Several US states have enacted legislation regulating virtual 
currencies. The digital powerhouse Estonia is leading the way in utilising 
blockchain to store public records, and even to operate its e-voting system. 
Although Malaysia has a lot of catching up to do in terms of adoption and 
regulation, seeds have been planted and growth is underway.

We are excited by the benefits that blockchain technology can bring to the 
national economy and society at large. Yet, at the same time, we are acutely 
aware that no technology is free of risks. Cryptocurrencies are notorious for 
being a money-laundering conduit and even the most robust of blockchain 
systems may still suffer from theft and fraud.

Hence, this Report is very much welcomed. Its in-depth research and 
insightful recommendations should provide much food for thought amongst 
regulators and industrial stakeholders alike. Our utmost gratitude goes to the 
authors and contributors for their impressive work thus far.

This Report is a product of a close collaboration between the Faculty of 
Law of UM, UMCoRs and QRC. Academicians should not huddle in their ivory 
towers. Corporates should not narrowly focus on near-term horizons. Both 
sides have much to gain from having a shared vision infused with a diversity of 
perspectives. Hopefully, more of such collaborative efforts between the public 
and private sectors will crystalise in future.
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Blockchain technology is still in its infancy. Growing pains are expected, 
ranging from technological flaws to regulatory barriers. Nevertheless, slowly but 
surely, we are making positive progress to overcome such challenges.

Associate Professor Dr Johan Shamsuddin Bin Sabaruddin
Dean, Faculty of Law, University of Malaya
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fOREwORD 2 
In the era of the digital revolution, the only constant is change.

Where once we had a personal computer in every household, now we have 
a smartphone in each of our hands. Where once the Internet was a wilderness 
explored under the cloak of anonymity and avatars, social networking has made 
it fashionable – if not necessary – for people to curate and circulate their public 
profiles for the world to behold.

Where once we could only store our data in centralised systems, we are 
now able to store them on a distributed ledger system controlled by no-one – 
colloquially known as “blockchain”.

The paradigm shift is truly ground-breaking. Blockchain has evolved beyond 
cryptocurrencies. It has the potential to not only enhance the security of our 
private communications and transactions, but also our public records to prevent 
tampering and fraud.

As a developing technological hub, Malaysia should invest in the blockchain 
space whilst it is still nascent. Aside from financial and technical resources, the 
government should cultivate a dynamic regulatory framework for blockchain 
applications to flourish.

And that is why we believe that this Report is timely. The prospects 
of blockchains’ use in a variety of fields is astounding. Likewise, the legal 
challenges relating to blockchain technology are multi-dimensional. Whilst this 
Report does not purport to have all the answers, it is our hope that we have 
at least provided a bird’s-eye view of the Malaysian legal landscape. May this 
Report also serve as the basic building blocks for legal reform.

That said, we are mindful that the future of blockchain is uncertain. There is 
much to explore in this new frontier – technically and legally. The way forward 
may diverge into paths unknown and unexpected. But come what may, we 
remain committed in staying abreast – if not ahead – of the blockchain curve.

Nur Husna Zakaria, Dr Sherin Kunhibava, Dr Md. Ershadul Karim, Professor Abu 
Bakar Munir, Raphael Kok 
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EXECUTIvE SUMMARY 

Chapter 1

INTRODUCTION 

• Blockchain technology has the prospect to be the catalyst of the 
Fourth Industrial Revolution and it is anticipated that blockchain will 
transform trusted transactions in the same way that the internet did for 
communications. However, alongside the various projected gains, there are 
some legal and regulatory challenges.

• The Malaysian Government is innovation friendly and Malaysia is one of the 
best jurisdictions for internet startups globally because of its multiracial and 
multicultural diversity. Thus, blockchain technology looks very promising in 
the Malaysian context. 

• Chapter 1 introduces blockchain technology and shares relevant legal 
and regulatory concerns regarding the application of the technology. The 
chapter argues that as blockchain technology goes beyond virtual or digital 
currencies, a regulatory framework from the government will assist the 
startups and technopreneurs to move, flourish and exploit the benefits of 
this technology. 

Chapter 2

PROSPECTS AND CHALLENGES

• Chapter 2 examines the potential benefits and risks in the use of blockchain 
technology in Malaysia. 

• Focusing on the attributes of blockchain, the chapter begins by suggesting 
prospects of the inclusion of blockchain technology to Malaysia’s political, 
social and economic landscape through use cases. 

• The second half of this chapter focuses on the risks associated with the 
usage of blockchain and examines test cases, while suggesting existing and 
anticipatory regulatory governance to overcome the risks. 

• Chapter 2 shows that blockchain technology has many features which can 
enhance efficiency, transparency and provide a paradigm shift away from 
centralised bodies for the public and private sectors. As for risks, it is argued 
that most are associated with blockchain-based cryptocurrencies. While 
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existing regulatory frameworks provide a certain amount of protection and 
security, regulation that specifically addresses cryptocurrencies will eventually 
need to be issued.

Chapter 3

GLOBAL REGULATORY APPROACHES 

• Chapter 3 provides an overview of the regulatory approaches of selected 
jurisdictions from Africa, America, Asia and Europe. 

• The discussions on each continent include the historical background of 
blockchain technology and the legal context of its regulation, the guidelines, 
policies and regulations relating to blockchain technology issued by the 
regulators from the selected jurisdictions as well as the viability and effects of the 
regulatory approaches adopted by the regulators in the selected jurisdictions. 

• This chapter endeavors to provide a contextual background for the 
discussions contained in this Report as a whole. 

Chapter 4A

INITIAL COIN OFFERINGS (ICOs)

• Chapter 4A begins with an overview of the legal nature of digital tokens 
before proceeding to assess the manner and extent to which such tokens 
fit within the existing capital markets regulatory framework in Malaysia, with 
particular focus on the aspects relating to “securities” in a comparative focus 
with the United States and Australia. 

• The chapter then proceeds to evaluate the viability of applying the existing 
securities regulatory framework to ICOs. The viability assessment is crucial 
given the distinctive nature of digital tokens which renders them to be sui 
generis in comparison with other investment instruments. In this regard, 
the chapter discusses whether the existing Malaysian securities regulations 
address the legitimate needs and concerns surrounding the ICO market. 

• The chapter also makes recommendations for alternative regulatory 
approaches which can be adopted by the Securities Commission in its 
endeavour to regulate ICOs. 

• Chapter 4A concludes by reiterating the importance for any regulatory 
intervention to be in line with the spirit of Malaysian securities law in 
maintaining market efficiency and investor protection.
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Chapter 4B

MONEY SERVICES BUSINESSES

• Chapter 4B addresses blockchain in Money Services Businesses. This chapter 
surveys and examines regulatory requirements for businesses which are built on 
a blockchain platform and/or deal in blockchain-based currencies that performs 
functions similar to money services businesses as traditionally defined. 

• The term “money services business” is a legislatively-defined term used 
by regulators to describe businesses that convert one currency to another, 
transfer money or cash cheques or other money related instruments. 

• The chapter examines whether digital currency exchanges fall within the 
purview of the Money Services Businesses Act 2011 of Malaysia. Two recent 
regulations issued by the Central Bank of Malaysia on digital currency and 
remittances will also be reviewed along with an overview of the approaches 
and regulations of other jurisdictions, namely Japan, New York State, 
Philippines, Gibraltar and Australia on virtual currency exchanges and digital 
currency exchanges. Issues on tax facing the trading of cryptocurrencies will 
also be raised. 

• The chapter ends with a summary of the steps taken in Malaysia in relation 
to blockchain in money services businesses and gives recommendations for 
further improvements.

Chapter 4C

DATA PROTECTION

• The allure of blockchain technology lies in its public decentralised network 
that promises to protect both security and privacy of transactions. But to 
what extent does this delicate balancing act hold up in theory and practice, 
when viewed through the lens of personal data protection laws in Malaysia 
and the European Union? 

• Chapter 4C unveils how most of blockchain’s technical characteristics sit 
uncomfortably with the core principles of data protection, and then suggests 
technical methods as to how blockchain platforms can be designed for 
greater compliance. 

• The chapter also analyses the enforcement challenges faced by 
governmental authorities, and then suggests regulatory reforms that they 
can take to enhance their supervisory role.
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• Chapter 4C aims to shed light on the compatibility of blockchain technology 
with data protection laws in Malaysia.

Chapter 4D

CONSUMER PROTECTION

• Chapter 4D describes that with blockchain technology, it is possible to 
provide an accessible, trustworthy and complete record and history of any 
goods and services transaction. These attributes of this technology may 
help both the consumers in their receipt of desired goods and services and 
manufacturers in their compliance and brand management. 

• The chapter argues that while these attributes attract technopreneurs and 
various service sectors to exploit this technology, there are some legal and 
regulatory concerns too as some of the features of blockchain technology 
are in apparent conflict with existing consumer protection law provisions.

• Some of these provisions include - full disclosure of the information of goods 
and services of service providers, rectification of error prior to confirmation, 
requirements on refund policy, rights on future services contract, right to 
receive the intended product and refunds in the case of a below quality, 
substandard or incorrect product, a right to bargain in case of unfair contract 
terms and the right to redress. 

• The chapter suggests that the competent legal forum through which 
individuals and businesses can receive intended redress in instances of 
disputes arising out of consumer dealings will remain an important concern.

• Chapter 4D recommends that in addressing these concerns, some pilot-
studies targeting some sectors such as energy can be considered in 
Malaysian context. 

Chapter 5

KEY TAKEAWAYS

• Chapter 5 records the key findings of the earlier chapters of this Report.

• The chapter also highlights recommendations on the selected topics under 
Chapter 4. 

• Chapter 5 calls for collaborative efforts from all stakeholders to develop a 
compliant blockchain eco-system in Malaysia.
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Chapter 1

INTRODUCTION 

1.1 Background 

Even before the Industrial Revolution of the 17th and 18th centuries, 
technology has been enhancing innovations which have in turn played an 
instrumental role in improving the socio-economic conditions of human 
society. While some of these innovations were introduced to provide for 
the general needs of individual societies, some other innovations have 
had groundbreaking effects. Paper currencies, along with the invention of 
the printing press, the compass, steel, the electric light bulb, transistors, 
telegraphs, antibiotics and steam engines have been identified as one of the 
eleven (11) innovations that have changed history.1 

“Blockchain technology” has emerged as part of a new phase of 
technological innovation in the aftermath of new informational and 
communication technologies particularly Information and Communication 
technology (ICT) and the internet. This latest technology offers new prospects 
alongside other innovations such as the development of artificial intelligence, 
robotics, the Internet of things, autonomous vehicles and Three-Dimensional 
(3D) printing. This technology has the potential to generate what is termed 
a “Fourth Industrial Revolution”.2 Whilst there are some theoretical and 
philosophical concerns as to whether there is anything like a “Fourth Industrial 
Revolution”,3 the transformative potentials of blockchain technology are 
tremendous since it enables technically anyone with a computer and internet 

1 Evan Andrews, “11 Innovations That Changed History,” History, December 18, 2012, available 
at: http://www.history.com/news/history-lists/11-innovations-that-changed-history.

2 Blockchain was included as an element of the “Fourth Industrial Revolution” in the theme of 
the 2016 World Economic Forum in Davos. The First Industrial Revolution (1750-1830) was 
propelled by coal, steam engines, railroads and textiles; the Second Industrial Revolution (1870-
1900) was ignited by electricity and modern communications; and the Third Industrial Revolution 
(1960-present) is driven by computers and telecommunications.

3 Satyajit Das, “Technophobes Can Relax – there’s no such thing as the fourth industrial 
revolution,” The Independent, November 27, 2016, available at: http://www.independent.co.uk/
voices/there-s-no-such-thing-as-the-fourth-industrial-revolution-a7441966.html.
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access to harness the benefits of blockchain technology, notwithstanding the 
many economic, cultural, social and legal concerns that are emerging. 

The International Business Machines Corporation's (IBM) Chief Executive 
Officer, Ginni Rometty has anticipated that blockchain will transform financial 
transactions in the same way that the internet did for communications.4 Because 
of its apparent limitless potentials in various sectors, different bodies have been 
portraying this technology in different ways from “the next big thing”,5 to the 
“most important Information Technology (IT) invention of our age”,6 a “major 
breakthrough”,7 a “game changer”,8 “an important innovation in our own 
time”,9 and “the next major disruptive technology”.10 

Whilst most of the developed countries have taken visible initiatives to 
explore the potentials of blockchain technology, developing countries or less 
developed countries are not far behind also. Malaysia is ranked 23rd in the 
recently published Global Competitiveness Index 2017-2018 of the World 
Economic Forum.11 The country is also a high human development country 
with 0.789 points (59th in the world ranking), according to the latest Human 
Development Index released by the United Nations Development Program 
(UNDP). This is based on three (3) basic dimensions of human development, a 
long and healthy life, knowledge and a decent standard of living.12 

The Malaysian Communications and Multimedia Commission's (MCMC) 

4 “IBM Blockchain,” The International Business Machines Corporation, available at: https://www.
ibm.com/blockchain/what-is-blockchain.html.

5 “Blockchain: The Next Big Thing or Is It?” The Economist, May 9, 2015, available at: https://
www.economist.com/news/special-report/21650295-or-it-next-big-thing.

6 John Naughton, “Is Blockchain the Most Important IT Invention of Our Age?” The Guardian, 
January 24, 2016, available at: https://www.theguardian.com/commentisfree/2016/jan/24/
blockchain-bitcoin-technology-most-important-tech-invention-of-our-age-sir-mark-walport.

7 European Commission, “European Commission launches the EU Blockchain Observatory and 
Forum Brussels,” February 1, 2018, available at: http://europa.eu/rapid/press-release_IP-18-
521_en.pdf.

8 Ibid.
9 The Hon Justice MJ Beazley AO, President, New South Wales Court of Appeal, "The Future 

with Blockchain-Opening Remarks,” The Future with Blockchain Forum, UNSW Continuing 
Legal Education, October 27, 2016, available at: http://www.supremecourt.justice.nsw.gov.au/
Documents/Publications/Speeches/2016%20Speeches/Beazley_20161027.pdf.

10 Melanie Swan, Blockchain: Blueprint for a New Economy (USA: O'Reilly Media, 2015), vii.
11 Klaus Schwab, The Global Competitiveness Report 2017–2018: Insight Report, World Economic 

Forum, available at: http://www3.weforum.org/docs/GCR2017-2018/05FullReport/TheGlobalCo
mpetitivenessReport2017%E2%80%932018.pdf.

12 United Nations Development Program, Human Development Report 2016: Human Development 
for Everyone, available at: http://hdr.undp.org/sites/all/themes/hdr_theme/country-notes/MYS.
pdf.
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recent survey revealed that 24.1 million or 77.6% of the entire national 
population have been using the internet. Of all users, 59.4% were male and 
40.6% were female. Most of these internet users (76.1%) are in the adult age-
group (between 20-49), whereas senior users (50 and above) were 8.4% and 
pre-teens and teens (up to 19) were 15.5%. 62.1% users were from urban areas 
and 37.9% were from rural areas.13 In another study it was found that 71.1% 
of Malaysians aged 15 years and above have been using internet, whereas 
70.1% of households had internet access, and 67.6% had computer access.14 It 
was further revealed that at least 59.0% of the total internet users have visited 
official government websites.15 This is a positive indication that citizens are 
actively looking for services or information from government sites. Blockchain 
technology offers many prospects where a favourable environment can work for 
its successful applications. Malaysia can be a lucrative place for the application 
of blockchain technology in offering government services, at least in some sectors.

Since 2001, the United Nations (UN) has been publishing e-Government 
and e-Participation Index surveys. The e-Government Index is developed 
by considering how a country is using information technologies to promote 
inclusive access to government services, and surveys a government’s role in 
providing online services, telecommunication connectivity and human capacity. 
On the other hand, the e-Participation Index is developed by calculating the use 
of online services in facilitiating the provision of information by the government 
to citizens, the interaction with stakeholders and engaging them in decision-
making processes. Though Malaysia ranked 23rd in the Global Competitive 
Index; the findings of the United Nations E-Government Survey 2016 suggests 
that Malaysia has to do a lot more. In the e-Government Development Index 
Malaysia was ranked 60th (from a rank of 52 in the 2014 survey) and in the 
e-Participation Index, 47th (from 59 in the 2014 survey).16 Though these indexes 
are not designed to cover the totality of e-government development, these 

13 Malaysian Communications and Multimedia Commission, Internet Users Survey 2016: Statistical 
Brief Number Twenty, available at: https://www.mcmc.gov.my/skmmgovmy/media/General/pdf/
IUS2016.pdf.

14 Department of Statistics Malaysia, ICT Use and Access By Individuals and Households Survey 
Report Malaysia 2015, July 29, 2016, available at: https://www.dosm.gov.my/v1/index.
php?r=column/cthemeByCat&cat=395&bul_id=Q3l3WXJFbG1PNjRwcHZQTVlSR1UrQT09&me
nu_id=amVoWU54UTl0a21NWmdhMjFMMWcyZz09.

15 Malaysian Communications and Multimedia Commission, Internet Users Survey 2016: Statistical 
Brief Number Twenty, available at: https://www.mcmc.gov.my/skmmgovmy/media/General/pdf/
IUS2016.pdf.

16 Department of Economic and Social Affairs UN, UN E-Government Knowledge Database, 
available at: https://publicadministration.un.org/egovkb/en-us/Data/Country-Information/id/103-
Malaysia.
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rankings indicate that the government can consider the use of blockchain 
technology at the municipal level in order to address many of these concerns.

The Malaysian government has been working hard on various initiatives to 
achieve its Vision 2020 goals. In addition, the government has adopted the 
National Transformation Roadmap 2050 (TN50) to prepare citizens to face the 
Fourth Industrial Revolution.17 Earlier, the Eleventh Malaysia Plan (2016-2020) 
(11MP) looked to provide a basis for Malaysia’s transition to an advanced 
economy and inclusive nation, driven by ICT in the Knowledge Economy. The 
11MP has targeted to pursue digital inclusion and to transform the economy 
to become more knowledge-driven by expanding the broadband infrastructure 
to 95% of populated areas. Strategic thrust five (5) in the 11MP outlines the 
need to strengthen infrastructure to support economic expansion for better 
connectivity and seamless integration of urban services through smart city 
development. The way blockchain technology works can assist the government 
to ensure improved connectivity. 

The Malaysian government has already adopted a number of initiatives with 
regard to automation and the building of smart cities. MCMC has approved 
the “Framework on Smart Cities Standardisation in Relations to Information 
and Communications Aspects” which was developed by the Internet of Things 
Working Group of the Malaysian Technical Standards Forum Bhd. The Kemaman 
Smart Community Initiative, launched in Kota Belud, Sabah, Lundu, Sarawak 
and Putrajaya, aimed at improving the quality of life and socio-economic 
status of the local community through the use of ICT and faster access to 
information, was recognised as among the five best projects at the World 
Summit on the Information Society Forum 2016. The government has planned 
to expand this initiative nationwide.18 The government’s policy frameworks 
and initiatives, alongside its focus on sustainable and inclusive development 
in line with the government’s commitment to implement 2030 Agenda for 
Sustainable Development, make Malaysia a wonderful place for the application 
of blockchain technology.

Blockchain technology can also be a useful tool for the Malaysian 
government in its aim for automation in various service sectors and the 
building of smart cities. Blockchain, a way to structure data, is more than just 

17 “Najib: TN50 Prepares People for Fourth Industrial Revolution,” Malay Mail Online, July 18, 2017, 
available at: http://www.themalaymailonline.com/malaysia/article/najib-tn50-prepares-people-for-
fourth-industrial-revolution#ZbPAfuskg3Hy97Ja.97.

18 “MCMC to Expand Smart Community Initiative Nationwide,” Bernama, available at: http://
www.kkmm.gov.my/index.php?option=com_content&view=article&id=10448:2016-05-13-01-18-
00&catid=233: kpkk-news&Itemid=541&lang=en.
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a decentralised database. It is the first technology that enables a distributed 
consensus on the state of a distributed ledger of transactions, enabling among 
others, the first trustless distributed currency. It can be seen as an “internet 
of value”.19 Exploitation of blockchain in different activities offers various 
advantages. Theoretically it promises to reduce transaction costs, through the 
use of a peer-to-peer (P2P) network, avoiding the need for intermediaries or 
a central authority, and promises to promote transparency through allowing 
everyone in the chain to see the details of each record.20 Even though there 
are many trust and security concerns with the blockchain technology,21 it is 
significantly more secure and trusted than other available IT systems.22 

This Chapter is an attempt to introduce the blockchain technology in a 
simple manner and to provide an overview of the legal and regulatory concerns 
around this technology. In doing so, the Chapter will first highlight how the 
technology works followed by discussion on some of the technical terms 
used in blockchain literature. After that, various types of regulations e.g. self-
regulation, principle based and outcome based regulations, and the importance 
of compliance, will be discussed. Later on, some of the legal and regulatory 
concerns around this technology will be shared and finally, the Malaysian 
government’s approaches to innovation will be discussed with a hope that 
the government can make their position clear about the application of this 
technology to allow startups and entrepreneurs to have a clear direction. 

1.2 Blockchain Basics 

Blockchain technology is thought of as a complex issue to many, at least for 
the time being, but the idea behind it is rather simple. Though the technical 
components of blockchain have been in existence for decades, blockchain is 
a novel, resilient, and ubiquitous approach to data, transaction analytics and 
networks.23 The technology was proposed in 2008 under the pseudonym of 
programmer (or group of programmers), Satoshi Nakamoto,24 as the technology 

19 Bernard Marr, “14 Things Everyone Should Know about Blockchains,” Forbes, September 21, 
2017, available at: https://www.forbes.com/sites/bernardmarr/2017/09/21/14-things-everyone-
should-know-about-blockchains/#4774ca63252a.

20 The term “record” is used to denote the transaction records in the blockchain which is also 
known as “block”.

21 Oliver Boireau, “Securing the Blockchain against Hackers,” Network Security, 1 (2018): 8-11.
22 Roman Beck, “Beyond Bitcoin: The Rise of Blockchain World,” Computer, 2, 51 (2018): 54-58.
23 David Shrier, Deven Sharma, and Alex Pentland, “Blockchain and Financial Services: The Fifth 

Horizon of Networked Innovation,” White Paper, Massachusetts Institute of Technology, April 2016.
24 Satoshi Nakamoto, “Bitcoin: A Peer-to-peer Electronic Cash System,” White Paper, 2012, 

available at: https://bitcoin.org/bitcoin.pdf, 1-9.
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behind the P2P digital or virtual or cryptocurrencies25 like Bitcoin.26 

There is no universally accepted definition of blockchain, though there are 
some common understandings of its core elements. Blockchain is “the shortcut 
for the umbrella term for purely distributed P2P systems of ledgers that utilise 
the blockchain-technology-suite”.27 At its most basic, theoretically, blockchain 
is a globally distributed ledger or database capable of running on millions of 
devices and open to anyone. There are four (4) basic technical elements of 
blockchain and these are - cryptography, consensus algorithms, P2P networks 
and contracts enforced by code. 

Anything of value i.e. information, money, titles, deeds, music, art, scientific 
discoveries, intellectual property, and even votes can theoretically be managed 
securely and privately without the help of any intermediaries such as banks, 
governments and technology companies. Blockchain works on the basis of mass 
collaboration and clever code. Besides, the use of established cryptography, the 
openness of the code, and the incentives of hacking blockchain as against the 
benefits of these hacks play instrumental role. The proof of work (POW) enables 
system security and makes it difficult to forge the blockchain.28 

Transactions i.e. a package of different kinds of data in a blockchain are 
transparent and open to everyone in the chain who can see the details of each 
record. Transactions include input data (addresses used for sharing, which 
can be done only with the private key associated to that address) and output 
data (addresses used to receive). With many transactions or records a “block” 
is created. Each block is time stamped but not encrypted. A block generally 
contains four pieces of information: the “hash” of the previous block,29 a 
summary of the included transaction, a time stamp, and the POW that went into 
creating the secure block.30 

25 Digital currencies, virtual currencies or cryptocurrencies are used interchangeably in this Report.
26 Alex Tapscott and Don Tapscott, ”How Blockchain is Changing Finance,” Harvard Business 

Review, March 1, 2017.
27 Daniel Drescher, Blockchain Basics: A Non-Technical Introduction in 25 Steps (Frankfurt, Germany: 

Apress, 2017), 35.
28 Alex Tapscott and DonTapscott, “The Impact of the Blockchain Goes Beyond Financial Services,” 

Harvard Business Review, May 10, 2016.
29 A hash is a function that takes an input string of any length and give out an output of a fixed 

length. It serves as a visually unforgivable digital fingerprint of the data. See, “A Glossary 
of Blockchain Jargon,” MIT Technology Review, available at: https://www.technologyreview.
com/s/610885/a-glossary-of-blockchain-jargon.

30 DLA Piper, “Blockchain: Background, Challenges and Legal Issues,” available at: https://www.
dlapiper.com/en/uk/insights/publications/2017/06/blockchain-background-challenges-legal-
issues.
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Blocks added to the chain are immutable, and this immutability is an 
important characteristic of a blockchain. Nobody can change a block unless 
they have more than half of the computing power of the network due to the 
POW element. What a blockchain private key protects is a public key which is 
also known as the address. Only people with the private key of a respective 
public key can sign transactions owned by the address. These transactions 
are added to the last block without modifying any previous blocks. Thus, 
blockchain technology keeps track of transactions, e.g. who owns how much of 
cryptocurrencies like Bitcoin. The coins themselves are not physical objects, nor 
even digital files, but mere entries in the blockchain ledger, and thus, owning 
cryptocurrencies is merely having a claim on a piece of information sitting on 
the blockchain. It is pertinent to mention here that the block is shared with the 
rest of the network, but network delays may occur. This delay is an important 
topic of debate around the size of the block amongst the bitcoin community. 

Blockchain algorithms enable transactions to be aggregated in “blocks” 
and these are added to a “chain” of existing blocks. The bitcoin ledger is 
constructed in a distributed and “permissionless” fashion, so that anyone 
can add a block of transactions if they can solve a new cryptographic puzzle. 
There is an incentive for doing this and some cryptocurrencies are awarded to 
the solver of the puzzle for each “block”. Anyone with access to the internet 
and the computing power to solve the cryptographic puzzles can add to the 
ledger and they are known as “miners”. The mining analogy is apt because the 
process of mining cryptocurrencies is energy intensive as it requires very large 
computing power. It has been estimated that the energy requirements to run 
bitcoin are in excess of 1GW and may be comparable to the electricity usage of 
Ireland.31 Nevertheless, energy consumption is not the primary concern in the 
development and progress of blockchain technology, rather there are various 
other technical, security, legal and regulatory issues.32 

Blockchain is a database of distributed and consensus-dependent ledgers 
that maintains a continuously growing list of ordered records. There are two (2) 
broad types of blockchain - permissioned (private) or permissionless (public). 
Permissionless or public blockchain is open to anyone for use without any 
restriction or censure. On the other hand, permissioned or private blockchain, 
also known as consortium blockchain, e.g. Ripple solutions for banks, is not 
open to all and requires permission before reading or writing to the chain. 

31 National University of Ireland Maynooth researchers found that the bitcoin mining consumes 
Ireland’s total electricity usage.

32 Harald Vranken, “Sustainability of Bitcoin and Blockchains,” Current Opinion in Environmental 
Sustainability, 28 (2017): 1-9.
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Blockchain has some important attributes, which will be discussed in 
a more detailed fashion in Chapter 2. It is distributed and decentralised. 
Distributed computing is a branch of computer science which emerged in the 
early 1980s. It is modeled on a system in which components are located on 
networked computers and these computers coordinate their actions by passing 
messages.33 Blockchain is decentralised as there is no central point of control, 
so theoretically no one can stop or alter the system. Blockchain is transparent 
as everyone can go through the past transactions. It is immutable as once a 
transaction is added to a block and then added to the blockchain, it practically 
cannot be altered; though theoretically any actor with more than half of the 
computing power of all the network can alter the block. 

Security issues are one of the major concerns in blockchain technology. 
One of the issues here is known as a “51% Attack” which can occur on a POW 
blockchain if a consortium of miners control 51% of the computing power of 
the peers. The 51% Attack is also more likely to occur in a private blockchain 
or consortium blockchain as the number of peers involved in such blockchain 
infrastructure is not robust enough to increase the difficulty of 51% Attack. The 
model of implementing side chains on public blockchain may allow more private 
and consortium blockchains to secure themselves in a public network without 
adding more data to the main network. However, the risk of a 51% Attack can 
be solved through having more miners in the network. If the overall computing 
power grows further and more peers join the network, the network will become 
more secure. It is a matter of fact that the new generation of blockchains have 
been using a proof of stake (POS) consensus algorithm which punishes malicious 
miners. Researchers and entrepreneurs have been working on various protocols, 
especially on blockchain, with sharing mechanisms which will further reduce the 
risk of 51% Attack.34 

Pseudonymity is one of the main advantages that the proponents of 
blockchain technology frequently share. As encryption technology is used to 
sign the transaction, the users can remain pseudonymous. For example, in 
the case of virtual currency, though the receipts of transactions are stored in 
blockchain, the name, address and other personal details of the users of the 
currency remain undisclosed and are maintained under a layer.  

For convenience, various activities in the blockchain study are categorised 

33 Ethereum, available at: https://ethereum.stackexchange.com/questions/7812/question-on-the-
terms-distributed-and-decentralised.

34 Junichi Kato, Managing Director, Blockchain Technology Malaysia, e-mail interview, January 28, 
2018.
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as Blockchain 1.0 (for currency), 2.0 (for contracts) and 3.0 (for applications).35 
Under Blockchain 1.0, we see the deployment of cryptocurrencies in 
applications related to cash, e.g. currency transfers, remittances, and digital 
payment systems. In Blockchain 2.0, we see blockchain used in transactions 
like stocks, bonds, futures, loans, mortgages, titles, smart property and smart 
contracts, whereas Blockchain 3.0 promises to cover remaining applications e.g. 
government, health, science, literature, culture and art.36 

It relation to blockchain, five (5) major breakthroughs were identified: 

• the innovation of Bitcoin, a digital currency which is used by millions of 
people, 

• the understanding that the underlying technology used for bitcoin can be 
used for other purposes, 

• smart contracts which are developed based on the second generation 
blockchain system like Ethereum, 

• POS system replacing the POW system of the miners, and

• blockchain scaling i.e. blocks larger than one megabyte which are 
automatically rejected by the network.37 

Blockchain and virtual currencies like “Bitcoin”, “litecoin”, or “ether” are 
perceived as synonyms in the literature. This is perhaps due to the fact that 
the entrepreneurs behind these virtual currencies have been successful in 
implementing the technology most visible to the world community.38 However, 
blockchain is more than these currencies and can be used in almost all sectors 
i.e. economic, political, humanitarian, social and scientific.39 

Blockchain technology holds the potential to address inefficiencies, reduce 
cost, unlock capital, improve trust within the societal fabric, and open new 
business models.40 It could also accelerate the growth of the informal economy 

35 Swan, Blockchain: Blueprint for a New Economy, ix.
36 Ibid.
37 Vinay Gupta, “A Brief History of Blockchain,” Harvard Business Review, February 28, 2017.
38 It was found that out of 41 papers in scientific databases, 80% of the papers are on Bitcoin 

systems and less than 20% of these papers considered blockchain applications like smart 
contracts and licensing. See, Jesse Yli-Huumo, Deokyoon Ko, Sujin Choi , Sooyon Park, , and 
Kari Smolander, “Where Is Current Research on Blockchain Technology? – A Systematic Review,” 
PloS ONE, 11, 10 (2016).

39 Swan, Blockchain: Blueprint for a New Economy, viii.
40 David Shrier, Deven Sharma, and Alex Pentland, “Blockchain and Financial Services: The Fifth 

Horizon of Networked Innovation,” White Paper, Massachusetts Institute of Technology, April 2016.
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or even criminal elements of societies, complicating the efforts of governments 
to provide security and safety for their citizens.41 Like many emerging 
technologies, it holds the potential for good and for harm, and benefits from 
an enlightened, informed, and ethical application by its users.42

Though there will remain some concerns, this technology can theoretically 
be used to bring access to two (2) billion people in developing economies 
to formal financial services.43 It can be used to save the environment,44 
fight counterfeit drugs,45 revolutionise electronic patient records,46 ensure 
food security,47 timestamp digital cultural heritage,48 solve online disputes 
in e-commerce transactions,49 and reduce the risks associated with online 
shopping for customers.50 In 2016, in Colombia, the non-profit Democracy Earth 
Foundation used blockchain to allow the expatriates a chance to vote in a Peace 
plebiscite. This was a new way of validating and authenticating electoral votes.51 

Already public perception, knowledge and understanding about digital 
currencies like Bitcoin is tested in the context of a number of countries, e.g. 
Barbados.52 Estonia is the first country in the world that has started to use 
blockchain at the national level, though there are some major legal, policy and 

41 Ibid.
42 Ibid.
43 Guillermo Jesus Larios-Hernández, “Blockchain Entrepreneurship Opportunity in the Practices 

of the Unbanked,” Business Horizons 60, 6 (2017): 865-874.
44 Guillaume Chapron, “The Environment Needs Cryptogovernance,” Nature 545, 7655 (2017): 

403; Zachary Baynham-Herd, “Technology: Enlist blockchain to Boost Conservation,” Nature 
548, 7669(2017): 523.

45 Don Gunasekera, “Counterfeit Drugs: Fight Fake Reagents with Digital Tools,” Nature 546, 
7659(2017): 474.

46 Gareth Baxendale, “Can Blockchain Revolutionise EPRs?,” ITNow 58, 1 (2016): 38-39.
47 Selena Ahmed and Noah Ten Broek, “Food Supply: Blockchain Could Boost Food Security,” 

Nature 550, 7674 (2017): 43.
48 Bela Gipp, Norman Meuschke, Joeran Beel and Corinna Breitinger, “Using the Blockchain 

of Cryptocurrencies for Timestamping Digital Cultural Heritage,” Bulletin of IEEE Technical 
Committee on Digital Libraries (TCDL) 13, 1 (2017).

49 Pietro Ortolani, “Self-Enforcing Online Dispute Resolution: Lessons from Bitcoin,” Oxford Journal 
of Legal Studies 36, 3 (2015): 595-629.

50 Yuanfeng Cai and Dan Zhu, “Fraud Detections for Online Businesses: a Perspective from 
Blockchain Technology,” Financial Innovation 2, 1 (2016): 20.

51 OECD, Embracing Innovation in Government Global Trends, Blockchain Voting for Peace – 
Colombia, February 2017, 80, available at: https://www.oecd.org/gov/innovative-government/
embracing-innovation-in-government-colombia.pdf.

52 Anthony Wood and Runako Brathwaite, “Exploring the Use of Digital Currencies as a Form of 
Payment in Barbados,” Journal of Payments Strategy & Systems 10, 3 (2016): 300-311.
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technical challenges in the whole initiative.53 Various other countries have taken 
number of initiatives, some of which will be covered in Chapter 3 of this Report.

Finally, even though blockchain technology is increasingly appearing in daily 
discussions, it is suggested that new enterprises should consider a few things 
before adopting or switching to this technology. The list of these include, the 
end use of the application, its benefits over databases, cost-effectiveness and 
validation time. It must be remembered that what blockchain technology offers 
can also be done using other available existing technologies, e.g. standard 
databases. Users should therefore consider whether or not confidentiality is 
important to them, in which case a standard database is better, or whether trust 
is important, in which case blockchain enabled applications can be considered.

1.3 Technical Terminology

Blockchain technology is gaining momentum and is applied in many sectors in 
countries around the world. Various words and definitions are frequently used in 
the literature relating to blockchain technology. While many of these words are 
purely technical in nature, a few are fundamental to comprehending blockchain 
technology. It is pertinent to mention here that the International Organization 
for Standardization (ISO) has established a Technical Committee on Blockchain 
and Distributed Ledger Technologies (ISO/TC 307) in 2017 to take blockchain 
technologies to the next level i.e. from revolutionising financial transactions to 
generating efficiencies in government, health and all areas of business.54 The 
Ad hoc group within the TC307 has been working to develop terminologies 
and concepts. As it may take up to three (3) years for the ISO to come up 
with relevant standards,55 including standards on blockchain and relevant 
terminologies, this part will be an attempt to define some of the important 
terminologies. 

1.3.1 Cryptography, Public key and Private key

The word “crypto”, has its origin in the Greek word “kruptos”, meaning hidden. 
Thus, in a simple sense, “cryptography” can be seen as the technique of hiding 
some information from others. Information is hidden by way of encryption 
and the said information is revealed by way of decryption. A cipher, a method 

53 Clare Sullivan and Eric Burger, “E-residency and Blockchain,” Computer Law & Security Review 
33, 4 (2017): 470-481.

54 ISO/TC 307, Blockchain and Distributed Ledger Technologies, available at: https://www.iso.org/
committee/6266604.html.

55 International Organization for Standardization, How We Develop Standards, available at: https://
www.iso.org/developing-standards.html.
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through which text can be given a different shape to conceal its true nature, is 
used to scramble and descramble the information encrypted and decrypted. 
The original information is known as “plaintext” and it becomes “ciphertext” 
when encrypted. One can encrypt a message only knowing the receiver’s public 
address and can additionally use their own public key to sign the message, 
though it is not needed. The example of product bar code may be shared here 
as something close of cryptography, though product bar code is used to retrieve 
machine readable codes. Cryptography has been practiced for thousands 
of years and Julius Caesar used his own cryptography known as “Caesar’s 
Cipher”.56 

Cryptography can be either symmetric or asymmetric. In symmetric 
cryptography, information or a file containing information is locked with a 
password or key; and subsequently that password or key is shared with the 
intended receiver so that the receiver can open and decrypt the message. In 
asymmetric cryptography, key pairs - a public and private key - are used.

Metaphorically, a public key is like the e-mail address we have for 
communication purposes; and the private key is like the password. Similarly, our 
e-mail address or public key can be known by or shared to anyone, whereas the 
private key or password should be kept secured and should not be disclosed 
to anyone. Public and private keys are used in asymmetric cryptography for 
the purpose of signature, encryption and decryption. Anyone using his public 
key and private key can encrypt a message in the public key for the intended 
recipient, and share the encrypted message to the public key of intended 
recipient. The intended sender can use his own public key additionally to sign 
the message, though it is not needed. The intended recipient using his private 
key can decrypt the message. 

A private key is a randomly generated number. Even though it is very difficult 
to remember a private key, it should be protected like our e-mail password so 
that it can be used privately by the owner or by anyone authorised by him. A 
private key should always be protected from any unauthorised access. Private 
keys can be of various lengths depending upon the type and class of algorithms 
used. 

1.3.2 Node

A node is usually someone who is connected to the network with a computer 
to verify the transactions they receive and then relay them to other nodes. This 
is a continuous process. Someone can be a node without being a miner, but 

56 David Salomon, Data Privacy and Security (New York, NY: Springer, 2003), 1-17
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cannot be miner or part of a mining pool without being a node. The nodes 
that are miners decide which transactions are to be included in a block and set 
the order of the transactions by following the consensus rules. If they do not 
follow the consensus rule, then all other nodes will refuse to relay their block 
and the block will simply be ignored by everyone as if it never existed.57 The 
node communication and verification process varies between public and private 
blockchain – the network architecture determines the security of the system.

Bitcoin’s health largely depends on how many people run the decentralised 
P2P network globally by participating as a “bitcoin node,” which varies in size. 
A node might represent a single individual with a laptop, a company running 
a single node for mostly symbolic purposes, or even a massive Bitcoin mining 
farm harnessing a large percentage of bitcoin’s overall hashing power. In short, 
bitcoin nodes keep the bitcoin blockchain’s peer-to-peer network running. 

In short, a full bitcoin node completely validates transactions and blocks. It 
also helps the network to accept transactions and blocks from other full nodes. 
It validates transactions and blocks, and relays them to other nodes. Perhaps 
their most useful functionality, other than helping to maintain a healthy bitcoin 
network, full nodes generally also have built-in wallet functionality.58 

1.3.3 Mining and Mining Pools

Mining is the act of validating and compiling the recent transactions in 
blockchain. It involves the attempt to solve a computationally difficult puzzle. 
Miners are instrumental in blockchain. Without miners, the blockchain network 
may not work properly and may lose its value. Miners authorise the transactions 
and make it immutable and prevent the tampering of the information in the 
blockchain. Mining is the transaction processing and the mining pool indicates 
the number of miners mining on blocks as a group. In such cases, the individual 
miners will be rewarded on the basis of the efforts given to develop the 
blockchain. 

1.3.4 Bitcoin

Bitcoin is described as a “masterpiece of technology” – a work of genius on 
par with the Mona Lisa. The beauty of it though is not outwardly apparent but 

57 Bitcoin Forum, “Differences between Miners and Nodes,” available at: https://bitcointalk.org/
index.php? topic=1734235.0.

58 Justin Connell, “How Much Does it Cost to Run a Full Bitcoin Node?,” February 23, 2017, 
available at: https://news.bitcoin.com/cost-full-bitcoin-node.
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lies at the heart of its design.59 Bitcoin is the most famous product developed 
by exploiting the blockchain technology. It combines BitTorrent peer-to-peer 
file sharing with public key cryptography.60 POW is a fundamental building 
block of bitcoin. The first block of bitcoin (genesis block) was mined on January 
3, 2009 and the first version of Bitcoin was released on January 9, 2009 that 
would create 21 million Bitcoins through the year 2040. Nakamoto transacted 
the first-ever Bitcoin currency with cryptocurrency activist Hal Finney on January 
12, 2009.61 The non-profit Bitcoin Foundation was founded in 2012. 

The terms “digital currency”, “virtual currency”, “alternative currency”, 
“internet currency” or “crypto currency” are used as synonyms of Bitcoin in 
published literature even though not all cryptocurrencies are bitcoin. There are 
also other types of digital tokens which have no elements of cryptocurrencies such 
as bitcoins.62 Each Bitcoin consists of 100 million smaller units, where each unit is 
called a satoshi. Bitcoins are traded online in broker platforms like Coinbase and 
anyone can buy them with real life currencies such as the US dollar. 

1.3.5 Ethereum and Ether

Ethereum was first proposed by Vitalik Buterin in 2013 and went live with its 
first beta version in 2015.63 Ethereum is the blockchain platform through which 
various decentralised applications can be run, e.g. digital tokens can be traded, 
bought and sold. Like Bitcoin, Ether is the currency of the Ethereum blockchain. 
After the hacking of a huge amount of Ether through ‘The DAO incident’, two 
versions of Ethereum blockchain emerged - Ethereum and Ethereum Classic. 

1.3.6 e-wallet

A wallet in relation to virtual currency is like a physical wallet. A wallet contains 
private keys with which the owner can transact the currency for goods, services 
or other currencies. Hence, it mirrors the way that we do our online banking 
where we can transact if we have a balance in our account. Wallets can be a 
software wallet or web wallet. In a software wallet, private keys are stored in the 
computer and in a web wallet, they are stored in remote servers. 

59 Joshua Doguet, “The Nature of the Form: Legal and Regulatory Issues Surrounding the Bitcoin 
Digital Currency System,” Louisiana Law Review, 73 (2012): 1119.

60 Swan, Blockchain: Blueprint for a New Economy, vii.
61 S Asharaf and S Adarsh, (eds.) Decentralized Computing Using Blockchain Technologies and 

Smart Contracts: Emerging Research and Opportunities: Emerging Research and Opportunities 
(Hershey, PA: IGI Global, 2017), 15.

62 See discussion in Chapter 4A.
63 “Is Ethereum More Important Than Bitcoin?,” Investopedia, available at: http://www.investopedia.

com/articles/investing/032216/ethereum-more-important-bitcoin.asp.
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1.3.7 Decentralised Autonomous Organisations 

Decentralised Autonomous Organisations (DAO) are like corporations which 
are involved in economic transactions — buying and selling things, hiring labor, 
negotiating deals, balancing budgets and maximising profits — without any 
human or institutional intervention. If one takes the view that corporations are 
just a complex web of contracts and obligations of varying sizes and scopes, 
then such DAOs could be coded into blockchain platform like Ethereum, at least 
theoretically. This opens the door for all sorts of new and interesting possibilities 
such as emancipated machines that literally own themselves and people being 
employed directly by pieces of software.64 It should be noted that “The DAO” 
is not the same as “DAO” technologies.65 

1.3.8 Smart Contracts

The term “smart contract” was first developed by Nick Szabo in the mid-1990s. 
Nevertheless, variations of smart contracts, e.g. transaction processing systems 
for daily payments and receipts for financial institutions using computers have 
existed for decades.66 Smart contracts are “user-defined programs that specify 
rules governing transactions”,67 and these are enforced by a network of peers. 
These smart contracts carry the promise of low legal and transaction costs.68 A 
smart contract consists of program code, a storage file, and an account balance. 
A user can usually create a contract by posting a transaction to the blockchain 
though not all blockchains support smart contracts. The program code of a 
contract is fixed when the contract is created, and cannot be changed.69 

Ethereum is a blockchain framework designed for the deployment of smart 
contracts. Ethereum developers use the programming language ‘Solidity’ 
to write the smart contracts. Nevertheless, the security aspects of the smart 
contracts are still a concern to all. Researchers studied 19,366 existing contracts 
available in Ethereum and found that 8,833 contracts had potential security bugs 

64 Ibid.
65 “The DAO” was the name of a decentralised autonomous organisation (DAO). It was founded in 

2016 with more than 18,000 stakeholders with objective to provide new decentralised business 
model. Thus, “The DAO” even though it was a DAO, should not be mixed with DAO technology 
and as such, the security issues of The DAO does not (necessarily) affect other DAOs.

66 Reggie O’Shields, “Smart Contracts: Legal Agreements for the Blockchain,” 21 North Carolina 
Banking Institute, 177 (2017): 179.

67 Kevin Delmolino et. al., “Step by Step towards Creating a Safe Smart Contract: Lessons and 
Insights from a Cryptocurrency Lab,” International Conference on Financial Cryptography and 
Data Security (Berlin, Heidelberg: Springer, 2016 ), 79-94.

68 Ibid.
69 Ibid.
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which made them vulnerable for instances like the ‘The DAO incident’.70 Other 
researchers have also reached similar findings in relation to Ethereum.71 

1.4 Regulation and Compliance 

It is undeniable that the blockchain technology is capable of introducing 
disruptive changes into various sectors. Thus, it has become a contentious issue 
from the regulatory point of view. Blockchain, as a technology, should not be 
regulated. However, various applications derived from this technology can be 
considered for regulation and ideally should not be allowed to go on without 
some kind of regulatory oversight. The term “regulation” refers to policies that 
the government uses to oversee market activity and the behavior of the private 
sector in the economy.72 The relationship between innovation and regulation is 
complex and dynamic. Regulations have direct positive and negative effects on 
the innovation process. Conversely, innovation and technological changes have 
significant impacts on regulation and compliance. 

Regulation can be economic, social and administrative in nature. Economic 
regulation intends to improve the market efficiency in delivering goods and 
services and thus, influences the innovation process; social regulation intends 
to protect the environment and the wellbeing of the society, thus its design can 
encourage or discourage innovation; while, administrative regulation establishes 
some basic conditions for technological advances and governs the practical 
functioning of the public and private sectors.73 

Regulations can be principle based or outcome based, where either broad 
principles or outcomes will structure the overall regulatory environment and 
business entities will be free to run their activities as long as they comply with 
these principles or outcomes. Regulation can be in the form of self-regulation, 
quasi-regulation, co-regulation, command and control regulation and explicit 
government regulation. These types of regulation have already been tested in 
relation to other technologies. If command and control technology is used, the 

70 Loi Luu, Duc-Hiep Chu, Hrishi Olickel, Prateek Saxena and Aquinas Hobor, "Making Smart 
Contracts Smarter,” Proceedings of the 2016 ACM SIGSAC Conference on Computer and 
Communications Security, ACM (2016): 254-269.

71 Nicola Atzei, Massimo Bartoletti, and Tiziana Cimoli, “A Survey of Attacks on Ethereum Smart 
Contracts (SoK),” International Conference on Principles of Security and Trust (Berlin, Heidelberg: 
Springer, 2017), 164-186.

72 OECD, Regulatory Reform and Innovation, 10, available at: https://www.oecd.org/sti/
inno/2102514.pdf.

73 OECD, Regulatory Reform and Innovation, 7, available at: https://www.oecd.org/sti/
inno/2102514.pdf.
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government can invite business entities that use this technology for registration 
with some of the government bodies so that this body can trace such entities in 
future in case there is any adverse incidents. As blockchain technology is in its 
nascent stage, command and control regulation may not currently be suitable. 
It seems that industry self-regulation will be the most suitable form of regulation 
for blockchain technology where the industry players will set their governing 
rules and hence, will remain accountable to the government and stakeholders. 
Various countries like Japan and South Korea have been actively considering the 
introduction of self-regulation in blockchain enabled services and applications.74 

Regulation has direct impact on innovation. In order to improve the positive 
regulatory effects on innovation without jeopardising the original regulatory 
objectives, it was suggested to do few things:

• regulatory processes must take note of the effects of technical change,

• competition amongst firms should be introduced,

• regulations should be streamlined by removing duplicative, onerous and 
inefficient regulations, 

• a technology-friendly approach should be considered, like economic 
instruments, voluntary agreements and performance rather than standards 
design; and 

• regulations should be harmonised internationally to remove uncertainties, 
inefficiencies and market barriers that may slow innovation.75 

In 1991, when the Malaysian government established its Vision 2020 it identified 
that “there can be no doubt that regulations are an essential part of the 
governance of society, of which the economy is a part. What is not required is 
over-regulation although it may not be easy to decide when the Government 
is over regulating. Wisdom lies of course in the ability to distinguish between 
those laws and regulations which are productive of our societal objectives and 
those that are not”.76 

Both regulation and compliance are concerns of the business community 

74 “Japan’s Cryptocurrency Industry to Launch Self-regulating Body – Sources,” Reuters, February 
16, 2018, available at: https://www.reuters.com/article/uk-crypto-currencies-japan/japans-
cryptocurrency-industry-to-launch-self-regulating-body-sources-idUSKCN1G006H; “Korean 
Crypto Exchanges Unveil Self-made Rules to Bolster Transparency,” The Korean Times, April 17, 
2018, available at: https://www.koreatimes.co.kr/www/tech/2018/04/133_247410.html.

75 OECD, Regulatory Reform and Innovation, 8, available at: https://www.oecd.org/sti/
inno/2102514.pdf.

76 OECD, Implementing Good Regulatory Practice in Malaysia (Paris: OECD Publishing, 2015), 30.
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and the investors who want to invest in different startups. So far most of the 
blockchain related regulatory activities of the governments around the world 
are revolving around Blockchain 1.0 i.e. on virtual currency and Blockchain 
2.0 i.e. Initial Coin Offerings (ICOs) as smart contracts, due to the fact that 
these are now in practice. These are the concerns of Malaysian regulators too 
even though Malaysian regulators have thus far only issued warning notices. 
Nevertheless, the regulators and policy makers should realize that blockchain 
is more than just virtual currencies or ICOs and therefore, they should come 
forward to make their stand clear in relation to the governance and regulation of 
blockchain based activities. While doing so the regulators should consider that 
the Malaysian understanding of “regulation” favours avoiding over-regulation. 

Good regulations are crucial for harnessing national efforts and resources 
for competitiveness and sustained economic growth. The government can start 
stakeholder consultation and regulatory impact assessments to ensure that 
“regulations are effective in addressing the desired public policy objectives”, 
recognising that the Malaysian government’s intention is to ensure the reduction 
or avoidance of cumbersome regulations that create unnecessary burdens to 
society and business, and discourage competition and innovation.77 

Once, the issue of regulation is settled, then the issue of “compliance” will 
arise. The word “compliance” varies from discipline to discipline. According to 
the Malaysia Productivity Corporation, “Compliance means acting in accordance 
with enacted regulation or conforming to guidelines for accreditation 
purposes.”78 Thus, it is evident that “compliance” is given a very limited scope 
and includes only adherence to regulations and guidelines for accreditation 
purposes. On the other hand, the Central Bank of Malaysia, Bank Negara 
Malaysia (BNM), in relation to the financial institutions i.e. banks, investment 
banks and Islamic banks, insurance, development financial institutions and 
financial holding companies, has not defined “compliance” but rather has 
defined “compliance risk”. According to BNM “compliance risk is the risk of 
legal or regulatory sanctions, financial loss or reputational damage which a 
financial institution may suffer as a result of its failure to comply with legal and 
regulatory requirements applicable to its activities”.79 Hence, compliance is the 
adherence to regulations and legislation. 

Compliance involves ensuring not only that an organisation meets the 

77 Tan Sri Dr. Ali Hamsa, Chief Secretary to the Government of Malaysia, “Foreword,” National 
Policy on the Development and Implementation of Regulations, Regulatory Review Department, 
Malaysia Productivity Corporation (MPC), July, 2013.

78 Malaysia Productivity Corporation, Glossary of Regulatory Review, 2012, 15.
79 Bank Negara Malaysia, Compliance, May 10, 2016, 3.
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requirements of regulation, legislation, and standards defined by different 
relevant agencies, but also includes the enforcement and adherence to its own 
policies, procedures, standards, best practices, and plans.80 Thus, “compliance” 
is both internal and external. For internal compliance, any organisation may 
not need to face regulatory audits normally, whereas for external compliance, 
organisations are bound to follow the requirements of regulation, legislation, 
guidelines and standards. There are three (3) major domains of compliance 
within an enterprise, 

• regulatory (governmental and legal), 

• procedural/operational (within an organisation’s business functions), 

• contractual (between an organisation and other entities).81 

Corporations adopt consolidated and harmonised sets of compliance controls to 
ensure that all necessary requirements can be met and to avoid the unnecessary 
duplication of effort and activity from resources in the future.82 Compliance to 
the regulation, legislation, guidelines and standards helps business entities to 
mitigate the risk of lawsuits and to appease regulatory agencies.

According to BNM,

A strong compliance culture reflects a corporate culture of high ethical 
standards and integrity in which the board and senior management lead by 
example. A financial institution should hold itself to high standards in carrying 
on business, and at all times observe both the spirit and the letter of the law 
and regulations. Failure to effectively manage compliance risk may result in 
adverse consequences for the financial institution’s customers, shareholders, 
officers and the financial institution itself.83 

Technological innovations or regulatory technologies have been playing an 
instrumental role in assisting the business community to comply with various 
regulation and legislation. Blockchain enabled services and solutions have great 
potential to ensure compliance due to the transparent nature of blockchain. 
Thus, as blocks containing the information about transactions are immutable 
and cannot be changed, the regulators can always go and check whether the 
various regulatory and legal provisions are complied with or not. 

80 Anuj Saxena, Enterprise Contract Management: a Practical Guide to Successfully Implementing 
an ECM Solution (Florida, USA: J. Ross Publishing, 2008), 46.

81 Ibid, 47.
82 Samuel Idowu et. al, Dictionary of Corporate Social Responsibility (Switzerland: Springer, 2015), 

97.
83 Bank Negara Malaysia, Compliance, May 10, 2016, 1.
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1.5 Legal and Regulatory Concerns in Blockchain

Blockchain is undergoing a phase of invention and experimentation. Therefore, 
it will be wise to wait for some more time to project the legal and regulatory 
concerns precisely. Nevertheless, with the huge potential of these applications, 
it can be anticipated that the blockchain technology will pose some unique 
challenges for regulators. This segment will highlight some of these concerns 
and challenges. Some specific concerns with regard to cryptocurrencies, ICOs, 
data protection and consumer protection will be discussed in later chapters. 

With Blockchain 1.0, the most important challenge for the regulators, for 
the time being, may be the status of virtual currencies like Bitcoin. There are 
debates whether the virtual currencies are currencies in the true sense or are 
just a commodity. In the recent US Bankruptcy Case, HashFast Technologies 
LLC v. Marc A. Lowe, the company HashFast Technologies paid the physician 
using Bitcoin for services and was trying to recover the currency. The Judge of 
the Northern District of California refrained from deciding whether Bitcoin is a 
currency or commodity, rather it was held that “Bitcoin are not United States 
dollars”,84 but “intangible personal property”.85 Special Advisor to Organisation 
for Economic Co-operation and Development (OECD) Secretary-General on 
Financial Markets, Adrian Blundell-Wignall is of similar opinion that Bitcoin is 
not a currency, but “a commodity which can be traded with resulting gains or 
losses and which can be used to pay for goods and services with valuations 
for tax purposes being whatever the value of the Bitcoin is on the date of the 
payment or receipt”.86 So far some countries have made their position clear 
about the status of virtual currencies like Bitcoin which will be discussed in a 
detailed fashion in Chapter 3, but most of the regulators around the world are 
in a dilemma and therefore, have been following the “wait and see” approach. 

Once the status of the virtual currencies is settled, the regulators will have 
to decide on the exact value of these virtual currencies. After the recent price 
hike of Bitcoin (where the price of 1 Bitcoin reached close to US$20,000, from 
a starting point of US$13 in 2013 and then to US$230 in April 9, 2013), it can 
be anticipated that it will be a daunting task for the regulators as the price hike 

84 The Order on Motion for Partial Summary Judgment is available at: https://www.manatt.com/
uploadedFiles/Content/4_News_and_Events/Newsletters/Corporate_Investigations_White_Collar_
Defense/Hashfastorder.pdf

85 John Rampton, “Why Bitcoin is not Regulated,” Huffington Post, March 15, 2016, https://www.
huffingtonpost.com/john-rampton/why-bitcoin-is-not-regula_b_9458864.html.

86 Adrian Blundell-Wignall, “The Bitcoin Question: Currency versus Trust-less Transfer Technology,” 
(OECD Working Papers on Finance, Insurance and Private Pensions , No. 37, OECD Publishing, 
2014), 12.
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behavior of Bitcoin cannot be explained by standard economic and financial 
theories.87 

Studies revealed that Bitcoins were used in the laundering of hundreds 
of millions of dollars from illegal transactions. Different crimes can also 
be committed, from dark markets to Bitcoin theft or tax evasion.88 The 
US Congressional Research Service has listed seven notable incidents of 
security breaches on the bitcoin network between 2012 and 2015.89 The 
law enforcement agencies in developed countries like the Federal Bureau of 
Investigation (FBI) of the US arrested crime financing using Bitcoins.90 Silk Road 
creator Ross Ulbricht was arrested and the dark net site was eventually shut 
down. In Europe, Interpol, working with the FBI and the Drug Enforcement 
Administration (DEA), very recently seized two large dark web markets 
“Alphabay” and “Hansa” as the websites were used to buy and sell drugs and 
chemicals using bitcoins.91 Unfortunately, research carried out for the British 
Broadcasting Corporation (BBC) found that trade on various dark web markets 
had boomed after these two markets “Alphabay” and “Hansa” were shut 
down.92 

A new “network investigation technique (NIT)” is recommended, allowing 
the location of the target computer or dark web to be revealed. While this 
NIT, which refers to software used to bypass security features controlling 
access to a computer, is a wonderful idea, the use of this technique actually 
raises substantial risks to international relations as it may violate the sovereign 
rights of other countries and frustrate the issue of mutual cooperation in such 
instances.93 It is pertinent to mention here that the New York State Department 
of Financial Services has introduced the BitLicense system, where people 

87 Ladisar Kristoufek, “BitCoin Meets Google Trends and Wikipedia: Quantifying the Relationship 
between Phenomena of the Internet Era,” Scientific Reports, 3 (2013): 3415.

88 Syed Taha Ali, Dylan Clarke, and Patrick McCorry, “Bitcoin: Perils of an Unregulated Global P2P 
Currency” in Bruce Christianson et. al. (ed.) Cambridge International Workshop on Security 
Protocols (Switzerland: Springer International Publishing, 2015), 283-293.

89 US Congressional Research Service, “Bitcoin: Questions, Answers, and Analysis of Legal Issues,” 
December 2, 2015, 8-9.

90 John Bohannon, “Why Criminals Can’t Hide behind Bitcoin,” Science, May 9, 2016, available at: 
http://www.sciencemag.org/news/2016/03/why-criminals-cant-hide-behind-bitcoin.

91 For information on how the operations were carried out by the law enforcement agencies, see: 
Greenberg, Andy, “Global Police Spring a Trap on Thousands of Dark Web Users,” Wired, July 
20, 2017, available at: https://www.wired.com/story/alphabay-hansa-takedown-dark-web-trap.

92 Leo Kelion, “Dark Web Markets Boom after AlphaBay and Hansa Busts,” BBC News, August 1, 
2017, available at: http://www.bbc.com/news/technology-40788266.

93 Ahmed Ghappour, “Searching Places Unknown: Law Enforcement Jurisdiction on the Dark Web,” 
Stanford Law Review 69, 107 (2017).
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need to have business licences for receiving, storing, holding, or maintaining 
custody or control, buying and selling of virtual currency like Bitcoin. Apparently, 
such an initiative may be a solution in monitoring various activities relating to 
virtual currencies for the time being, though it will be necessary to wait before 
ultimately evaluating the impacts of such initiatives.

The legal status of DAOs as an entity will be another issue of regulatory 
concern. As the DAOs are self-governing software, the regulators will need to 
consider their status i.e. whether DAOs will be treated as a corporation or not, 
or as a legal entity or not? If there arise any disputes, who will be held liable 
and responsible and against whom the remedy will be claimed? 

After the DAOs, the status and enforceability of smart contracts in different 
legal systems will be challenging for the regulators. It is yet to be settled 
whether the word “contract”, as used in the term “smart contract”, fulfills the 
legal requirements of a traditional contract i.e. offer, acceptance, intention 
to create a legally binding agreement, consideration, capacity to enter into 
a contract of one’s own free will, and proper understanding and free consent 
of the parties. It is apprehended that the smart contracts will encounter 
considerable difficulty in adapting to current legal frameworks regulating 
contracts across jurisdictions.94 

As the ICOs are offered online, ascertaining the jurisdiction in case of any 
dispute will be a major challenge for the stakeholders. This issue can be decisive 
in the progress and success of blockchain technology as there is no international 
convention or treaty on cybercrime.95 To tackle cybercrimes, mutual assistance 
between the countries is considered to be the most effective remedial tool. In 
case of blockchain, as the nodes on a blockchain can be located in any part of 
the world and identity of the parties involved are pseudonyms, it may be tough 
to get any remedy or solution in case there happens any adverse incident. As 
the servers are technically decentralised, all the jurisdictions should legally be 
applicable where the node is located. 

Managing and regulating ICOs is, for the time being, a genuine challenge 
for the policymakers. ICOs may not be used by the established organistions as 

94 Mark Giancaspro,“Is a ‘Smart Contract’ really a Smart Idea? Insights from a Legal Perspective,” 
Computer Law & Security Review 33, 6 (2017): 825-835.

95 Though there is an international convention on cybercrime i.e. Convention on Cybercrime 2001 
framed by the Council of Europe, which is also known as the Budapest Convention. This is 
more like a European regional instrument lacking the true nature of an international convention. 
Besides, the UN has developed 11 international norms for behavior in cyberspace in 2015. As 
the name suggests, these are mere norms.
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they have already partners or shareholders. But ICOs are popular among the 
cryptocurrency and blockchain startups in developed countries like the US and 
thus, can generate funds. The dilemma for the regulators in regulating the ICOs 
is that the governments need to encourage the startups and technopreuners to 
boost innovations by generating funds from various channels and at the same 
time the government needs to remain vigilant to protect the interests of the 
investors so that they can remain free from possible fraudulent activities. 

Theoretically, virtual currencies developed using blockchain technology like 
Bitcoins cannot be traced by third parties as only the public key accounts and 
transactions can be seen and not the identity of the parties and thus, it will 
remain invisible to tax authorities. Therefore, the use of virtual currencies for 
tax evasion is a significant policy concern for all governments. This concern has 
actually compelled some of the regulators to take initiatives to regulate. This 
is very much consistent with the treatment of virtual currencies as commodities 
for the purposes of taxation - it is like a currency with an exchange rate against 
a bank currency, the gains and losses from which are taxable.96 

The proponents of blockchain technology try to convince everyone that 
the technology can ensure privacy. While this is encouraging to some extent, 
blockchain enabled applications and services have to face multidimensional 
challenges in jurisdictions where the personal data protection laws are in place 
and implemented strictly. A close look at the existing personal data protection 
laws will reveal that these laws bestow some rights to the data subjects, allowing 
them access to and the ability to correct their personal data shared in relation 
to any commercial activities, which the entrepreneurs need to entertain. This is 
somehow very difficult in the blockchain platform. Thus, the developers need 
to find out ways for the different rights of the data subjects to be exercised e.g. 
the “right to be forgotten”, the right of the data subjects to erase or amend 
their personal information.97 The proponents of blockchain technology further 
claim that by adding a new block in the chain, this issue can be solved. This 
will again raise another personal data protection concern as information is 
pseudonymously maintained in the blockchain and thus, the data subject will not 
know what kind of personal data is stored. Thus, unless the data subject knows 
this, they cannot apply their right to access to personal data. 

A recent large scale survey on the experience of the users revealed that all 
security capabilities of the bitcoin management tools were not used by many 

96 Adrian Blundell-Wignall, “The Bitcoin Question: Currency versus Trust-less Transfer Technology," 
13.

97 Jude Umeh, “Blockchain Double Bubble or Double Trouble?,” ITNow 58, 1 (2016): 58-61.
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users and there were significant misconceptions as to how to remain anonymous 
and protect their privacy in the bitcoin network. 22% of 990 Bitcoin users 
surveyed have already lost money due to security breaches or self-induced 
errors.98 Studies also revealed that the users are not well-versed in how the 
bitcoin protocol functions and have misconceptions about the privacy of 
transactions even though Bitcoin satisfies properties of ideal payment systems 
except the fact that they are not issued by any central bank.99 This will be a 
challenge for the regulators and entrepreneurs to make the consumers aware 
about their various rights and obligations to enjoy the benefits of the blockchain 
enabled services and solutions.

Blockchain enabled services and solutions raise a number of consumer 
protection related legal concerns. All black letter laws on consumer protection 
have given a number of rights to the consumers, e.g. fair contract terms, 
payment security, personal information protection or the right to remedy. 
In order to be popular, blockchain based entrepreneurs must gain the trust 
of consumers. They must recognize that they operate within a competitive 
environment and that there may be a tendency for good or better currencies to 
drive out bad ones. Accordingly, cryptocurrencies and digital tokens that ensure 
consumer protection issues will logically remain in the market whilst others that 
do not consider consumer protection will likely disappear.100 

Finally, it can be said that even though there are some legal and regulatory 
concerns shared above, a prohibition on owning and using cryptocurrencies 
in the name of regulation to control criminal activities may not be the solution 
as more hand-to-hand cash transactions are used for criminal purposes also. 
Though some form of regulation is important due to the issue of anonymity, it 
is not necessary to ban their use as a private currency due to the apprehension 
of a loss of monetary control.101 Rather, as blockchain provides for a record 
of all transactions that take place on the network, this can be utilised by law 
enforcement agencies.102 

98 Katharina Krombholz,  Aljosha Judmayer,  Matthias Gusenbauer, and  Edgar Weippl,  “The other 
side of the coin: User experiences with bitcoin security and privacy” in International Conference 
on Financial Cryptography and Data Security (Berlin, Heidelberg: Springer, 2016), 555-580.

99 Xianyi Gao, Gradeigh Clark and Janne Lindqvist, “Of Two Minds, Multiple Addresses, and One 
Ledger: Characterizing Opinions, Knowledge, and Perceptions of Bitcoin Across Users and Non-
Users,” Proceedings of the 2016 CHI Conference on Human Factors in Computing Systems 
(California, USA: ACM, 2016), 1656-1668.

100 Adrian Blundell-Wignall, “The Bitcoin Question: Currency versus Trust-less Transfer Technology,” 8.
101 Ibid., 11.
102 Joshua Doguet, “The Nature of the Form: Legal and Regulatory Issues Surrounding the Bitcoin 

Digital Currency System,” Louisiana Law Review, 73 (2012): 1119.
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1.6 Malaysian Government’s Approach to Innovation and 
Startups

Due to Malaysia’s impressive economic and social development since 
independence, the OECD has recently upheld Malaysia as “one of Asia’s 
great success stories”. The government has been expanding investment on 
research and development - from 0.2% of GDP in 1996 to nearly 1.3% in 2014. 
Nevertheless, it was also reported that the rate of investment has dropped, 
productivity growth has slowed down and some export shares have declined. 
That is why Malaysia needs to rely more on innovation-driven productivity 
gains.103 

Successive governments of Malaysia have been encouraging both foreign 
and local investment by offering different kinds of incentives since the second 
half of the 1960s in four main areas - manufacturing, agriculture, biotechnology 
and principal hubs. The concept “principle hub” is used when a company is 
locally incorporated in Malaysia and uses its presence as a base for conducting 
its regional and global business operations, to control, manage and support 
its key functions. Companies serving as principal hubs receive fiscal incentives, 
making Malaysia an attractive destination for multinational companies, even 
compared to its neighbour Singapore. For various reasons like the cost of living, 
the widespread use of English, good infrastructure and a good standard of living 
for expatriates, Malaysia has been acknowledged as an attractive destination for 
investment.104 In 2015, Kuala Lumpur was listed as the second best location for 
internet startups globally, just after Beijing, for its multiracial and multicultural 
diversity.105  

In 2013, the Malaysian Global Innovation and Creativity Centre (MaGIC) 
was launched by the then US President Barack Obama and Malaysian Prime 
Minister Najib Razak with a vision to become the globally leading creativity 
and innovation Centre for entrepreneurs.106 Hence, it is evident that the 
suitable infrastructure and atmosphere for innovation are already there and the 
government is also favourable towards innovation. 

103 OECD, OECD Reviews of Innovation Policy: Malaysia 2016 (Paris: OECD Publishing), 15.
104 Carmelo Ferlito “Innovation, Growth and Incentives: The Malaysian Example,” Forbes, February 

13, 2017, available at: https://www.forbes.com/sites/realspin/2017/02/13/innovation-growth-and-
incentives-the-malaysian-example/#e7264e443f9e.

105 “KL second among top 10 cities for Internet startups,” Malay Mail Online, November 30, 2015, 
available at: http://www.themalaymailonline.com/malaysia/article/kl-second-among-top-10-cities-
for-internet-startups#1chB4sIDSq5fThkE.97.

106 Malaysian Global Innovation and Creativity Centre, available at: https://mymagic.my.
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1.7 Conclusion

Blockchain is a very promising technology and countries around the world have 
taken various initiatives to harness its power. The European Commission has 
recently established an “EU Blockchain Observatory and Forum” to highlight 
key developments of blockchain technology and promote European actors. 
Nevertheless, to some researchers, after examining the benefits and costs, at 
the current level of maturity of technology and legal frameworks, blockchain is 
not superior to existing mechanisms, except in certain niche circumstances.107 
Nevertheless, this technology, has the potential to introduce groundbreaking 
changes in a variety of sectors and thus an immediate move is needed to garner 
the benefits of this technology. 

It is in this spirit that the Malaysian government and various regulators have 
begun to take various initiatives. A special taskforce to study the potential 
of blockchain has been setup and a Malaysian national committee has been 
formed to participate in the development of ISO standard (ISO/TC 307) in 
blockchain and distributed ledger technologies. 

Malaysia is acknowledged as a lucrative place for investment and innovation. 
Even though the Malaysian Industry-Government Group for High Technology 
(MIGHT) has announced that Malaysia would be adopting blockchain by 
2025,108 the government can consider its use, at least in some sectors, such 
as land title registration, the halal industry and Islamic fintech industry, as a 
test case. The government is very supportive of start-ups, including internet 
based start-ups where the prospects of blockchain can be explored. The 
local industry players have also wholeheartedly expressed their willingness n 
different occasions to be regulated in line with the government’s clear stand 
on blockchain enabled goods and services. Some form of regulatory measures 
from the government will hopefully assist in accelerating the drive of genuine 
start-ups and protect the consumers from various types of consumer fraud. 

107 Gene Neyer, and Benjamin Geva, “Blockchain and Payment Systems: What are the Benefits and 
Costs?,” Journal of Payments Strategy & Systems, 11, 3 (2017), 215-225.

108 MIMOS Berhad, “Blockchain: 5 Things We Know So Far,” October 6, 2017, available at: http://
www.mimos.my/paper/blockchain-5-things-we-know-so-far.
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Chapter 2

PROSPECTS AND CHALLENgES 

2.1 Prospects – Use Cases around the Globe and Opportunities 
for Malaysia 

2.1.1 Introduction

Though blockchain is commonly associated with cryptocurrencies, the most 
famous of which is Bitcoin, the utility of blockchain technology transcends far 
and wide beyond that realm. Blockchain has the potential to cut across the 
boundaries of a myriad of industries. Given the wide scope of its potential 
application, the key lies in the identification of those areas which would enable 
the attributes of this technology to be deployed in the most effective manner 
so as to harness its full potential. The most frequently cited prospects presented 
below have been categorised based on the four main attributes of blockchain: 
decentralisation, immutability, security and anonymity. Some of the current 
applications of this technology are highlighted to demonstrate how Malaysia 
can seize the opportunity to leverage this technology in order to drive change 
in the Malaysian political, social and economic landscape. 

2.1.2 Decentralisation

2.1.2.1 Use Cases

Decentralisation means there is no single controlling entity in blockchain. 
Transactions are recorded in a series of blocks which are distributed over 
multiple nodes. Each new block of transactions is chained to the previous 
blocks. The nodes connected to the blockchain network will be updated 
on a new version of the ledger as new transactions are recorded. It is to be 
noted that permissioned or private blockchain is not truly decentralised. The 
elimination of third party intermediaries through decentralisation across the 
network enables an efficient digital ecosystem through speedier and lower 
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cost execution of transactions.1 Decentralisation also reduces the security risks 
which arise due to the existence of a central point of failure under conventional 
centralised systems.2 There are exciting opportunities in various sectors that 
blockchain holds for its decentralised nature as set out under Table 1.

Table 1 – Sectoral Applications of Blockchain

Sector Description Use Cases

Financial 
Services and 
Commerce

Blockchain technology enables 
the creation of a peer-to-peer 
economy through the elimination 
of intermediaries. Blockchain 
technology also enables the 
creation of a decentralised 
marketplace for trading of goods 
with lower transaction costs 
which would make electronic 
commerce trading platforms 
more attractive. 

1. Corda - digital ledger platform 
for recording, management 
and synchronisation of financial 
agreements between regulated 
financial institutions.
2. OpenBazaar - free 
e-commerce with no fees to list 
items and no fees when an item 
is sold. 

Supply Chain 
Management 

Blockchain technology enables 
a decentralised recordkeeping 
where all entities in the chain 
agree that each transaction 
is valid and with each entity 
knowing where each transaction 
came from.

1. Energy sector – LO3 Energy 
utilising blockchain for microgrid 
ecosystem that connects 
prosumer and consumer energy 
assets.
2. Healthcare sector – Five 
health care organisations in 
the US venturing into a pilot 
program applying blockchain 
to improve health care provider 
demographic data.

Government 
Services

Blockchain technology enables 
the creation of a more efficient, 
transparent and accountable 
government system. 

Dubai – Smart Dubai initiative 
to shift 100% per cent of 
government transactions to 
blockchain networks by 2020.

1 Juri Mattila, “The Blockchain Phenomenon: The Disruptive Potential of Distributed 
Consensus Architectures,” BRIE Working Paper 2016-1, University of California, 2016, 
available at: https://www.researchgate.net/profile/Juri_Mattila/publication/313477689_The_
Blockchain_Phenomenon_The_Disruptive_Potential_of_Distributed_Consensus_Architectures/
links/589c31caa6fdcc754174493a/The-Blockchain-Phenomenon-The-Disruptive-Potential-of-
Distributed-Consensus-Architectures.pdf.

2 Iuon-Chang Lin and Tzu-Chun Liao, “A Survey of Blockchain Security Issues and Challenges,” 
International Journal of Network Security 19, 5 (2017): 653-659, available at: http://ijns.jalaxy.
com.tw/contents/ijns-v19-n5/ijns-2017-v19-n5-p653-659.pdf.
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2.1.2.2 Malaysian Context

Given the relevance of blockchain technology to various sectors as illustrated by 
the use cases in Table 1, Malaysia needs to take advantage of this technology 
by exploring the potential applications within its market. As an example, 
Australia has taken the initiative by forming a data innovative group called the 
D61+ Network, comprising partners in government, industry and academia to 
create Australia’s data-driven future with blockchain technology.3 

The blending of technological innovation into business operations in Malaysia 
is not new. In March 2017, the Malaysia’s former International Trade and Industry 
(MITI) Minister Datuk Seri Mustapa Mohamed was quoted as urging local Small 
and Medium Scale Enterprises (SMEs) to adopt the usage of electronic trading 
platforms “as it is almost compulsory for every business to be part of it”.4 In line 
with the Government’s aspiration, the incorporation of blockchain technology 
in electronic trading platforms would be attractive to SMEs as the need for 
middlemen intermediaries could be reduced or in some cases eliminated and 
this in turn reduces the transaction costs of running businesses. 

Apart from leveraging the benefits in efficiency that blockchain technology 
offers, the use of blockchain technology may help solve Malaysia’s cyber security 
quandaries and alleviate the vulnerability of Malaysian organisations, both public 
and private, to cyberattacks. During the “Round Table Discussion Securing 
Critical Systems for The Protection of National Digital Assets” held in June 2016, 
Dr. Amirudin Abdul Wahab, the chief executive of CyberSecurity Malaysia, was 
quoted as saying that a worrying 65% of organisations in Malaysia are at risk 
of being victims of cyberattacks and that “government sectors are the most 
vulnerable targets, followed by the telecommunications and financial sectors”.5 
Indeed, Malaysia is ranked as the tenth (10th) most likely country in the world 
to be attacked by mobile malware in a report titled “IT Threat Evolution” issued 
in 2016 by Kaspersky Lab.6 As Dr. Amirudin rightly cautioned, local economy 

3 “Blockchain: What Does the Future Hold for Blockchain in Australia?,” available at: http://www.
data61.csiro.au/en/Our-Work/Safety-and-security/Secure-Systems-and-Platforms/Blockchain.

4 “Minister Urges Malaysian SMEs to Adopt E-commerce Platform to Strengthen Exports,” Malay 
Mail Online, March 3, 2017, available at: http://www.themalaymailonline.com/money/article/
minister-urges-malaysian-smes-to-adopt-e-commerce-platform-to-strengthen-ex.

5 Engku Shariful Azni Pix Ikhwan Hashim, “Malaysia Has High Vurnerability To Cyber Attacks, Says 
Cyber Security Expert,” University Kebangsaan Malaysia, May 17, 2016, available at: http://www.
ukm.my/news/Latest_News/malaysia-has-high-vurnerability-to-cyber-attacks-says-cyber-security-
experts.

6 Alexander Gostev, Roman Unuchek, Maria Garnaeva, Denis Makrushin, and Anton Ivanov, 
“IT Threat evolution in Q1 2016,” Kaspersky Lab, 2016, available at: https://securelist.com/
files/2016/05/Q1_2016_MW_report_FINAL_eng.pdf.
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might be paralysed and huge losses may be incurred if the cyber security threat 
is not properly dealt with. 

Blockchain technology may provide some protection against cyber security 
threats in the local scene as the decentralised feature of the technology brings 
with it certain security benefits. Firstly, the decentralised nature of blockchain 
networks affords greater protection from Distributed Denial of Service (DDoS) 
attacks, a type of hacking where hackers try to overwhelm a server with traffic 
from multiple sources to render websites or web applications unavailable.7 
The use of blockchain networks would significantly minimise the risk of DDoS 
attacks because any hacker intending to take down such networks would have 
to achieve the practically impossible task of taking down every single node.8 
Secondly, the decentralised nature of blockchain networks reduces the potential 
loss or damage, particularly in relation to personal data, in the event of any 
successful attack because even if a particular blockchain is taken down, there 
are a host of other networks holding ledger records which can serve as backups 
to rectify the situation.9

2.1.3 Immutability

2.1.3.1 Use Cases

Immutability is another key attribute of blockchain that brings the all-important 
element of stability to the blockchain ecosystem. Blockchain immutability 
consists of two facets, firstly Immutability of Process (IoP) and secondly the 
Immutability of History (IoH).10 IoP acts as a safeguard against any changes 
being made to the language script of the network and in doing so IoP plays 
a crucial role in preventing irregular transactions from being executed.11 With 
regard to IoH, it warrants the finality of any transaction which has been executed 
under any blockchain network by ensuring that the past consensus reached by 
users cannot be changed after the transactions have been completed.12 Table 

7 Roger Lee, Applied Computing & Information Technology (Switzerland: Springer Publishing, 
2015).

8 Ibid.
9 David Lee Kuo Chuen and Robert Deng, Handbook of Blockchain, Digital Finance, and Inclusion, 

Volume 2: ChinaTech, Mobile Security, and Distributed Ledger (London, UK: Academic Press, 
2017).

10 Chami Akmeemana and Evan Subbs, “Blockchain, Cryptoeconomics, and the Disintermediation 
of Trust,” White Paper, Global Risk Institute, June 9, 2016, available at: http://globalriskinstitute.
org/publications/blockchain-cryptoeconomics-disintermediation-trust.

11 Ibid.
12 Ibid.
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2 shows how the immutability feature of blockchain can be positively exploited 
in various ways.

Table 2 – Sectoral Applications of Blockchain Immutability 

Sector Description Use Cases

Data 
Management

Blockchain technology enables data records 
to be stored and processed in a secure 
and protected manner. The type of data 
which may be stored and processed using 
blockchain technology is unlimited. From 
private data such as financial and healthcare 
information to public data such as land 
ownership, the use of blockchain technology 
to protect the storage and processing of 
such data brings the security levels of data 
management to a whole new level.

Land Ownership – 
Openledger being 
utilised by Bitland 
to attach land title 
to the blockchain 
that creates a time-
stamped, immutable, 
transparent ledger of 
land ownership.

Intellectual 
Property

Blockchain technology enables the 
creation of an intellectual property rights 
management system in which such 
registrable rights can be recorded and 
enforced. In particular, the immutable nature 
of blockchain records allows any usage 
of intellectual property rights to be duly 
recorded as unscrupulous parties would not 
be able to erase or otherwise tamper with 
records which show that they have used any 
intellectual property rights.

China’s Huawei - 
Blockchain-based 
verification system 
for protection of 
intellectual property 
rights for digital 
content within a 
peer-to-peer (P2P) 
network.

Voting 
System

Blockchain technology enables the 
creation of voting systems which are more 
trustworthy by bringing much needed 
improvements to existing voting systems 
which lack transparency and accountability 
due to their close-ended nature and lack 
of independent verification resulting in 
difficulties properly auditing the results. 
In addition, blockchain technology also 
enables the creation of electronic voting 
systems which would enhance the rights 
of eligible voters by dispensing with the 
need for their physical presence for them to 
exercise their right to vote.

Estonia - 
e-government system 
which enables almost 
instant tax filing and 
vote casting
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2.1.3.2 Malaysian Context

Since the information stored on a blockchain is immutable, any operational 
systems in Malaysia, be it in the public or private sectors, where central 
databases, records or registries are being used can adopt blockchain 
technology. The implementation of blockchain technology would not only echo 
many national initiatives that enhance transparency and accountability, it would 
also drive the country’s economic growth. 

One example of a local initiative is the Malaysia Economic Monitor (MEM) 
launched in June 2017. MEM’s remit is to provide quality and effective data 
management to enable more informed policy-making and better public service 
delivery. During MEM’s launch a Minister in the Prime Minister’s Department, 
was quoted as saying,

the benefits far outweigh the risks. The more people talk about data, and 
with the government agencies processing these data, we will have a better 
understanding of the economy. With more data available to public, they will 
be able to create new businesses.13 

Accordingly, the improvements to data storage and processing brought about 
by blockchain technology would in turn lead to wider public access to data in 
line with the government’s policy of increasing data availability to the public.

Further, during the launch of the IP Funtastic Programme Module in August 
2016, the then Prime Minister Najib Razak, noted that Malaysia is embarking 
on a path to enhance the degree of protection afforded to intellectual property 
rights (IPR) by providing more conducive avenues for the enforcement of such 
rights.14 In this regard, blockchain technology may play a crucial role as the 
immutable nature of its ledger records enables the proper documentation of any 
usage of IPR related content. Additionally, the immutable nature of blockchains 
would also be of great utility in relation to the establishment of an intellectual 
property payment system through smart contracts as royalties can be imposed 
based on the extent of usage as recorded in the ledger records and real time 
payments can be arranged to the IPR owner. 

The private sector can also take the lead in taking advantage of the 
immutable nature of blockchain. For instance, in the “Malaysian Code on 

13 Ee Ann Nee, “Good Data Management Boon for Economic Growth, World Bank Tells Malaysia,” 
The Sun Daily, June 13, 2017, available at: http://www.thesundaily.my/news/2017/06/ 14/good-
data-management-boon-economic-growth-world-bank-tells-malaysia.

14 Rahimy Rahim, “Najib: Malaysia Tightening IP laws,” The Star, 2 August 2016, available at: 
https://www.thestar.com.my/news/nation/2016/08/02/najib-malaysia-tightening-ip-laws.
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Corporate Governance 2017”, the Malaysian Securities Commission (SC) 
encourages electronic voting as it promotes shareholder participation in general 
meetings as it does away with the need for shareholders to be physically present 
at general meetings to vote.15 Given that the SC is proposing to embrace 
electronic voting, the immutable nature of blockchain ledger records would 
point towards Malaysian companies using blockchain to develop electronic 
voting systems. 

Blockchain technology may also provide a solution to the issue of the proper 
monitoring of campaign funding during the election process, by providing a 
mechanism to trace the sources of such funds and how they are spent. One 
of the critical issues in Malaysia relates to the manner in which the Malaysian 
Election Commission (EC) ascertains the source of campaign funds and how 
the EC monitors the expenditure of such funds.16 The EC could put in place 
a blockchain-based monitoring system which would record all receipts of 
campaign funds and usage by the election candidates. Blockchain's automated 
and immutable nature would be convenient and cost-saving for the EC. In 
addition, if the blockchain is made public, citizens and others could see the 
information and this would greatly enhance public confidence in the monitoring 
system given the resulting elements of transparency and accountability.

2.1.4 Security

2.1.4.1 Use Cases

Blockchain technology can potentially be used to enhance the levels of systemic 
security as compared to conventional technology through the application 
of up-to-date asymmetrical encryption methods referred to as “public” and 
“private” keys.17 Using the example of bitcoin which epitomises the use 
of blockchain, the Elliptic Curve Digital Signature Algorithm cryptographic 
standard uses a combination of private and public keys whereby the private 
key that works similar to a password is held by the user while the public key is 
the user’s addresses within the blockchain mathematically generated from the 

15 Securities Commission Malaysia, Malaysian Code on Corporate Governance 2017, available at: 
https://www.sc.com.my/wp-content/uploads/eng/html/cg/mccg2017.pdf.

16 Bersih, “Political Finance Booklet,” Bersih, 2015, available at: http://www.bersih.org/wp-content/
uploads/2016/04/Political-Financing-Reforms.pdf.

17 Stephen Clayton, “Bitcoin: A New Internet Currency,” Presentation at Federal Reserve 
Bank of Dallas, 2014, available at: https://www.dallasfed.org/~/media/documents/educate/
events/2014/14summitclayton.pdf.
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private key.18 The point to note is that the public key is structured in such a 
manner that makes it almost impossible for it to be traced back to the private 
key by unscrupulous parties. Table 3 sets out how the high degree of security 
in blockchain can deliver better protection to various parties, in particular 
consumers.

Table 3 - Sectoral Applications of Blockchain Security

Sector Description Use Cases

Digital 
Assets 
Ownership 
and 
Trading

Blockchain technology may bring 
about a paradigm shift with regard 
to the manner in which digital assets 
are traded and held. In particular, the 
cryptographic security provided by the 
technology would significantly enhance 
the degree of protection afforded to 
digital assets transactions.

Symbiont Assembly – 
blockchain platform that 
facilitates asset digitisation, 
mortgages and syndicated 
loans.

Proof of 
Identity

Blockchain technology may prove 
invaluable for issues relating 
to identity management in an 
increasingly digitised global economy 
as the cryptographic security under 
blockchain technology would 
significantly enhance the degree of 
protection afforded to any transfer 
and storage of personal and sensitive 
information. Blockchain has particular 
application to the area of identity 
authentication in general and Know 
Your Customer (KYC) in particular.

Blockpass – a shared 
regulatory compliance services 
for humans, companies, 
objects and devices where a 
pool of pre-verified users is 
shared between businesses.

Internet 
of Things 
(IoT)

Blockchain technology facilitates 
the mass use of IoT by providing 
a mechanism to track the data of 
individual devices. The data can then 
be used to enable interoperability 
between various devices and the data 
exchanged under such interoperations 
can in turn be recorded in a data 
exchange ledger. 

Filament – Blocklet application 
software and Blocklet Chip 
hardware solutions enable 
connected machines and 
devices to transact and 
exchange value against a 
blockchain.

18 Gerald P Dwyer, “The Economics of Bitcoin and Similar Private Digital Currencies,” MPRPA 
Paper No. 57360, July 2017, available at: https://mpra.ub.uni-muenchen.de/57360/3/MPRA_
paper_57360.pdf.
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2.1.4.2 Malaysian Context

Malaysia can learn from previous cyberattack and cybercrime incidents. As 
technologies become increasingly advanced, the time is apt for the use of 
blockchain technology for higher security implementation. For instance, in July 
2017, the websites of several local brokerage firms which offer online trading 
services were hacked disrupting service to its customers. It was reported 
that the attacks were aimed particularly at Malaysian brokerage firms.19 
Although customers’ data was not compromised, the danger to the privacy 
and confidentiality of such data could have been avoided if a digital securities 
trading system based on blockchain technology was used instead. 

That case was not new in Malaysia. The Security Intelligence Report (SIR), 
Volume 21, which was released by Microsoft in December 2016, listed Malaysia 
as the eleventh most vulnerable nation in the Asia-Pacific Region in terms of 
exposure to cybercrimes.20 Phishing scams are one of the most common forms 
of cybercrime in Malaysia. According to data collated by the Royal Malaysian 
Police, a total of RM1.9 million was lost due to such scams in 2016.21 The 
submission of information by customers during the KYC process to financial 
service providers in Malaysia became the target of phishing attacks due to the 
sensitive nature of the information which would enable the phishers to have 
access to the financial assets of its owner. As such, blockchain technology 
may be the answer to the information transfer conundrum as information just 
needs to be given once and third parties do not need to hold such information. 
As blockchain technology enables the storage and transfer of personal and 
sensitive information in cryptographically secured data packets, this would 
mitigate the potential implications to phishing victims. Unless the customers 
share their private keys and passwords, the information transferred using 
blockchain networks would not be accessible. 

Malaysia has committed to comply with the “Common Reporting Standard 
for the Automatic Exchange of Financial Account Information” by 2018 
which includes ensuring that the transmission of any information as part of 
its obligations is done in a secured manner. Failure to do so might make 

19 Aruna Pakirisamy, “MCMC Probing Cyber Attacks on Online Trading Platforms,” The Star, July 7, 
2017, available at: http://www.thestar.com.my/business/business-news/2017/07/07/authorities-
probe-cyber-attacks-on-online-trading-platforms.

20 “Malaysia is Among the Country Most Vulnerable to Malware Threat,” MalaysiaInternet, February 
13, 2017, available at: Staples, M. et. al., Risk and Opportunities for Systems Using Block.

21 “Express is Honoured at Cyber Security Event,” Daily Express, February 13, 2017, available at: 
http://www.dailyexpress.com.my/news.cfm?NewsID=119003.
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organisations liable to the persons to whom the information relates.22 Blockchain 
technology may be the right choice to ensure the secure transmission of 
information. Further, as Malaysia aims to take the lead in IoT infrastructure 
development through the launch of the “National IoT Strategic Roadmap” in 
July 2015,23 blockchain technology may enable Malaysia to embrace IoT while 
minimising the increased security risks as a result of greater interconnectivity 
between devices. 

2.1.5 Anonymity

2.1.5.1 Use Cases

The most controversial feature of blockchain technology is perhaps the degree 
of anonymity it allows its users, particularly in regards to financial transactions 
that use cryptocurrencies. Using the example of Bitcoin, the prime example 
of cryptocurrencies, whilst Bitcoin has often been described as an anonymous 
currency it is in fact only pseudo-anonymous.24 Although it may be possible 
to attain a certain degree of anonymity by taking the appropriate steps, it is 
practically impossible to attain absolute anonymity given the relation between 
users and wallets where the chain of transactions in and out of wallets, and from 
wallet to wallet, are visible to all, and can be traced and tracked in public for 
Bitcoin transactions.25 However there are now hierarchical deterministic (HD) 
wallets that generate a new public address each time they are used so that 
the transactions cannot be linked. In addition, there are other cryptocurrencies 
which offer greater levels of anonymity as set out in Table 4.

22 Pathma Subramaniam, “Regulatory Issues: Financial Account Information Exchange for Increased 
Tax Compliance,” The Edge, May 11, 2017, available at: http://www.theedgemarkets.com/article/
regulatory-issues-financial-account-information-exchange-increased-tax-compliance.

23 Goh Thean Eu, “Malaysia Unveils IoT Roadmap, Expects US$11bil Income Boost,” Digital News 
Asia, July 9, 2015, available at: https://www.digitalnewsasia.com/digital-economy/malaysia-
unveils-iot-roadmap-expects-US$11bil-income-boost.

24 Philip Koshy, Diana Koshy and Patrick McDaniel, “An Analysis of Anonymity in Bitcoin Using 
P2P Network Traffic,” Working Paper, 2014, available at: https://www.ifca.ai/fc14/papers/fc14_
submission_71.pdf.

25 Ibid.
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Table 4 – Cryptocurrency Anonymity

Sector Description Use Cases

Cryptocurrencies Blockchain technology enables 
the propagation and distribution 
of cryptocurrencies to be taken 
to a whole new level. Although 
not all cryptocurrencies are 
based on blockchain, almost all 
are. However, the anonymous 
possibilities rendered possible 
by blockchain technology which 
in turn results in the possibility 
of cryptocurrencies being 
anonymous as well, results in 
such currencies being a thorny 
issue in the context of Anti-
Money Laundering regulations. 
Nonetheless, the advent of 
sovereign backed and regulated 
cryptocurrencies may provide a 
solution to this conundrum.

RSCoin - a cryptocurrency 
framework in which central 
banks maintain complete 
control over the monetary 
supply, but rely on a 
distributed set of authorities 
called mintettes, to prevent 
double-spending which 
makes monetary policy 
transparent, allows direct 
access to payments and 
value transfers, supports 
pseudonymity, and benefits 
from innovative uses of 
blockchains and digital 
money.

2.1.5.2 Malaysian Context

Washington-based think tank Global Financial Integrity (GFI), in its report 
titled “Illicit Financial Flows to and from Developing Countries: 2005-2014”26 
published in April 2017, found that Malaysia suffered losses of US$44.32 
billion (equivalent to RM144.93 billion) in 2014 due to illicit financial outflow. 
To put such losses into perspective, it is equivalent to a staggering 66% of the 
government’s revenue for that year.27

The pseudonymous and sometimes anonymous nature of blockchain-based 
cryptocurrencies means that they could be used for money laundering activities. 
In this regard, in 2015 the Commonwealth Virtual Currencies Working Group 
recommended that “member states should consider the applicability of their 
existing legal frameworks to virtual currencies and where appropriate they 

26 GFI, Illicit Financial Flows to and from Developing Countries: 2005-2014, Global Financial 
Integrity, April 2017, available at: http://www.gfintegrity.org/wp-content/uploads/2017/04/GFI-
IFF-Report-2017_final.pdf.

27 Ganeshwaran Kana, “Negative Impact of Trade Misinvoicing,” The Star, May 20, 2017, available 
at: http://www.thestar.com.my/business/business-news/2017/05/20/the-negative-impact-of-trade-
misinvoicing.
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should consider adapting them or enacting new legislation to regulate virtual 
currencies”.28 Any regulation of virtual currencies by Malaysia would, to a certain 
extent, mitigate the use of such currencies for money laundering purposes 
thereby reducing the degree of illicit financial outflows. 

More importantly, the introduction of virtual currency regulations would 
open the door for the BNM to introduce its own sovereign backed and 
regulated cryptocurrency which may be an additional tool that BNM can use 
to have greater control over the fluctuations of the ringgit exchange rate. For 
example, the United Kingdom’s Bank of England in 2016 trialled the use of a 
cryptocurrency known as RSCoin (as described in Table 4, above) which would 
act as a form of reserve currency to strengthen the country’s economy.29

2.1.6 Conclusion

Based on the above-mentioned possibilities for the use of blockchain technology, 
all stakeholders ought to properly evaluate and consider the opportunities and 
prospects which this potentially revolutionary technology may bring about to 
their respective areas. In sum, the futuristic possibilities of blockchain technology 
stretches from the domain of administrative governance to that of the financial 
services industry or in the form of Fintech (financial technology) and Regtech 
(regulatory technology) as well as the business operations of commercial entities 
all the way down to the daily transactions of individual citizens. The potential of 
this ground breaking technology are indeed all-encompassing. It is also hoped 
that the applications of the blockchain technology can be compliant with the 
regulatory objectives recommended throughout this report. 

2.2 Challenges - Risks, Limitations and Obstacles

2.2.1 Introduction

With the introduction of blockchain technology challenges in terms of cost and 
technical difficulties can be foreseen.30 The successful adoption of blockchain 

28 Commonwealth Virtual Working Group, “Conclusion on Meeting in London, United Kingdom: 
August 24-26, 2015,” The Commonwealth, available at: http://thecommonwealth.org/sites/
default/files/press-release/documents/Conclusion%20VCWG%2024%2026%20Aug%202015.pdf.

29 Lester Coleman, “Bank of England’s RSCoin: A Hybrid Digital Currency to Improve Global 
Trade,” Cryptocoinews, August 11, 2016, accessed at: https://www.cryptocoinsnews.com/bank-
of-englands-rscoin-a-hybrid-digital-currency-to-improve-global-trade.

30 Joanna Diane Caytas, “Blockchain in the U.S. Regulatory Setting: Evidentiary Use in Vermont, 
Delaware, and Elsewhere,” Columbia Science & Technology Law Review, May 30, 2017, available 
at: http://stlr.org/2017/05/30/blockchain-in-the-u-s-regulatory-setting-evidentiary-use-in-vermont-
delaware-and-elsewhere.
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may require overhauling existing IT systems, and this process may pose 
substantial operational challenges.31 The cost and technical complexities are 
something to be expected from a technological advancement like blockchain 
which has been described as a possible “backbone to many core platforms of 
the future”.32 However there are other less obvious risks. Recognition of the 
risks posed by implementing blockchain is paramount in ensuring the correct 
regulatory and technical approaches. 

Blockchain also has its technical limitations. Identifying the limitations can 
help to ensure that blockchain is used for purposes that maximise its benefits. 
Obstacles can be overcome as long as they are correctly detected. 

This section will outline some of the downside risks, limitations and obstacles 
of the usage of blockchain technology. The position and implication of these 
challenges to Malaysia will also be discussed. 

Beginning with risks, use cases where blockchain technology has been used 
for illegal activity is next explored. 

2.2.2 Blockchain in Risky ventures 

2.2.2.1 Blockchain’s Attributes that “Facilitate” Illegal Activity

Two key attributes of blockchain are the partial anonymity of the user33 and 
decentralisation. These are both crucial for blockchain’s use as a medium of 
exchange, enabling blockchain-based currencies alongside fiat currencies, 
especially cash, to be used for a number of illegal activities, such as money 
laundering, illegal trading, investor scams, and extortion where computer 
systems have been hijacked through ransomware.

Before moving on it is important to explore in greater detail two attributes 
of blockchain technology. Firstly, how blockchain records transactions whilst at 
the same time providing semi-anonymity to users.34 Secondly, the decentralised 
nature of blockchain and its use as a medium of exchange.

31 KPMG, Missing Link - Navigating the Disruption Risks of Blockchain, 2016, available at: https://
assets.kpmg. com/content/dam/kpmg/sg/pdf/2016/11/block-chain-case-study-web.pdf.

32 Deloitte, Blockchain Risk Management Risk Functions Need to Play an Active Role in Shaping 
Blockchain Strategy, 2017, accessed at: https://www2.deloitte.com/content/dam/Deloitte/us/
Documents/financial-services/us-fsi-blockchain-risk-management.pdf.

33 Joanna Diane Caytas, “Blockchain in the U.S. Regulatory Setting: Evidentiary Use in Vermont, 
Delaware, and Elsewhere”.

34 A user is a person or entity that acquires virtual currency and who uses virtual currencies to buy 
goods or services or transfers the virtual currency or who invests in it. See FATF, Virtual Currencies 
- Key Definitions and Potential AML/CFT Risks (Paris, France: Financial Action Task Force, 2014), 7.
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A blockchain is a ledger where every transaction is publicly35 (or privately, in 
the case of private blockchain) logged. The blockchain is distributed to nodes 
and miners around the world (if it is public). Any person can see the sequence of 
the transaction from public address to public address. A public address is similar 
to a bank account number, payments can be made to that bank account number 
by others, but a person who has someone else’s bank account number cannot 
make a payment from that particular account. One difference though between 
cryptocurrenices and fiat currencies is that with a traditional bank account you 
cannot see the transactions to and from that bank account, only the bank and 
the person that owns that bank account has that information. 

A blockchain is therefore a record of each transaction and hashes that 
occurred from the very beginning of the blockchain’s existence. It is in a way 
a historical document. If there is any attempt to change anything, the “hash 
values will change and verification will fail”.36 Thus, a blockchain is described as 
an immutable record. It does not allow anonymity, since the addresses of each 
transaction is recorded; however addresses are random numbers which cannot 
actually identify a person. A blockchain therefore provides “pseudonymity”37 
or “quasi-anonymity”.38 What this means is that a person can create any 
address, and there is no way to connect that address to a person unless there 
is information from another source from which the identity of the person can 
be attained.39 

35 A public blockchain like bitcoin is decentralised because anyone can read the chain, anyone 
can write a new block and anyone can make changes, and anonymity is ensured. However there 
are permissioned blockchains where, as the name suggests there are limits as to who can read, 
the blockchain or write a new block or make changes. Here anonymity would be compromised 
and thus would not be relevant in the case of illegal activities. Private blockchains are operated 
by one entity and naturally would not be a medium of exchange for the general public. Nolan 
Bauerle, “What is the Difference Between Public and Permissioned Blockchains?,” Coindesk, 
available at: https://www.coindesk.com/information/what-is-the-difference-between-open-and-
permissioned-blockchains and Brett Noyes, “Public, Permissioned, and Private Blockchains,” 
Medium.com, November 29, 2016, available at https://medium.com/@BrettNoyes/public-
permissioned-and-private-blockchains-3c32965e33c9.

36 Henry Berg, “How Is Blockchain Verifiable by Public and yet Anonymous?,” Quora, November 
28, 2015, available at: https://www.quora.com/How-is-blockchain-verifiable-by-public-and-yet-
anonymous.

37 Ibid.
38 Jesse H Rigsby, “Virtual Currency, Blockchain Technology, and EU Law: The 'Next Internet' in 

Aml/Cft Regulation’s Shadow,” Masters Degree, Lund University, 2016.
39 There are actually newer cryptocurrencies that make it even more untraceable for example 

Monero. See, Samee Zafar, “A Bitcoin and Blockchain Payment System,” FinExtra, August 14, 
2017, accessed at: https://www.finextra.com/blogposting/14403/a-bitcoin-and-blockchain-
payment-system.
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As for its use as a medium of exchange, blockchain based currencies have 
been defined by the Financial Action Task Force (FATF),40 Financial Crimes 
Enforcement Network (FinCEN),41 and New York State Department of Financial 
Services42 as virtual currencies that have a store of value and can be converted 
to real money (fiat currency). It is a medium of exchange but does not have 
legal tender, as it is not issued or guaranteed by any jurisdiction, but is accepted 
by agreement within the community of users of the virtual currency.43 These 
blockchain based currencies are also known as cryptocurrencies since they are 
based on maths and are protected by cryptography, that is, “it incorporates 
principles of cryptography to implement a distributed, decentralised, secure 
information economy.”44 

It is the relative anonymity, usability as a medium of exchange, coupled 
with ease and swiftness of transactions, that allow blockchain based currencies 
to be used for illegal activity. The following are a few recent cases illustrating 
the use of blockchain technology for risky ventures. It must be borne in mind, 
however, that most money laundering and other illegal activities occur within 
the traditional banking system. Indeed, cash, in the form of bank notes, are a 
major source of money laundering and other illegal activities, removing cash 
from circulation would greatly reduce the amount of illegal activities. 

2.2.2.2 Money Laundering

Convertible virtual currencies are vulnerable to money laundering because they 
have a store of value and are mediums of exchange, they can be converted 
to fiat currency, real money, and can be easily traded on the internet. More 
importantly the exchange is not face-to-face, which means the source of the 
virtual currency may not be identified. Virtual currencies enable covert transfers 
and trading to take place.

In July 2017 a US jury charged Alexander Vinnik, a Russian national, with 
money laundering. Vinnik was accused of operating BTC-e, a digital Bitcoin 
currency exchange from 2011, to launder more than US$4 billion for people 

40 Financial Action Task Force, Virtual Currencies - Key Definitions and Potential AML/CFT Risks.
41 FinCEN, “Application of Fincen’s Regulations to Persons Administering, Exchanging, or Using 

Virtual Currencies,” Department of the Treasury Financial Crimes Enforcement Network, March 
2013, available at: https://www.fincen.gov/resources/statutes-regulations/guidance/application-
fincens-regulations-persons-administering.

42 New York State Department of Financial Services, “New York Codes, Rules and Regulation Title 
23 Chapter I Part 200. Virtual Currencies,” Department of Financial Services, 2015, available at: 
https://www.dfs.ny.gov/legal/regulations/adoptions/dfsp200t.pdf.

43 Financial Action Task Force, Virtual Currencies - Key Definitions and Potential AML/CFT Risks.
44 Ibid.
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involved in a range of illegal activity. The US authorities believe that Vinnick 
laundered money, through BTC-e and another exchange Tradehill, obtained 
from the hacking of Mt. Gox (a Bitcoin exchange based in Japan that collapsed 
in 2014 due to hacking).45 BTC-e was one of the pioneers in virtual currency 
exchanges. It allowed the anonymous trading of Bitcoins with fiat money 
and other cryptocurrencies. Anonymity was ensured by relaxed standards on 
checking users’ identity and poor collaboration with law enforcement.46 The 
laundering of US$4 billion of illegal money may have been prevented had KYC 
requirements been required through licensing of the exchange. Thus it was the 
failure to perform KYC properly that led to the illegal activity, rather than the 
medium of exchange itself. 

Malaysia has clear laws that attempt to prevent money laundering. The 
Anti-Money Laundering, Anti-Terrorism Financing and Proceeds of Unlawful 
Activities Act 2001 (AMLA) is the primary statute governing, inter alia, anti-
money laundering. AMLA provides wide-ranging investigation powers, including 
powers for law enforcement agencies to freeze and seize property involved or 
suspected to be involved in money laundering offences, and the power of the 
court to forfeit property derived from the proceeds of serious crimes.47 Based 
on this law BNM has issued a new regulation where digital exchanges are now 
considered to be “reporting institutions”48 under AMLA. This will be discussed 
in greater detail in subsequent chapters.

2.2.2.3 Illegal Trading

Online illegal trading is another vice activity, Bitcoin, a blockchain currency, has 
been used for. A case example would be the “Silk Road”. The Silk Road was 
an online market place launched on the dark web in 2011 by Ross Ulbricht. 
The dark web is part of the deep web (and part of the internet) where users 

45 Jack Stubbs, Karolina Tagaris, and Anna Irrera, “U.S. Indicts Suspected Russian ‘Mastermind’ of 
$4 Billion Bitcoin Laundering Scheme,” Reuters, July 26, 2017, available at: http://www.reuters.
com/article/us-greece-russia-arrest-idUSKBN1AB1OP.

46 Samuel Gibbs, “’Criminal Mastermind‘ of $4bn Bitcoin Laundering Scheme Arrested,” The 
Guardian, July 27, 2017, available at: https://www.theguardian.com/technology/2017/jul/27/
russian-criminal-mastermind-4bn-bitcoin-laundering-scheme-arrested-mt-gox-exchange-
alexander-vinnik.

47 Bank Negara Malaysia, Malaysia Anti-Money Laundering & Counter Financing of Terrorism 
Regime, 2017, available at: http://amlcft.bnm.gov.my/AMLCFT02bi.html.

48 Bank Negara Malaysia, “Anti-Money Laundering and Counter Financing of Terrorism (AML/CFT) 
– Digital Currencies (Sector 6),” BNM/RH/PD 030-2, available at: http://www.bnm.gov.my/index.
php?ch=57&pg=538&ac=680&bb=file
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intentionally bury data with passwords and protocols.49 To access the hidden 
websites, Tor, a special browser has to be used which hides the real IP addresses 
of the network users and those hosting websites on the network.50 The privacy 
of the source, destination and those who access it are maintained by Tor, making 
the dark web a haven for vice activity. It is here that the Silk Road was launched. 
Originally intended as a space to sell generic drugs, the Silk Road expanded 
to become in two (2) years a notorious trading place for illegal substances, 
weapons, poison, and even body parts.51 The online market was making millions 
of dollars in profit.52 The trading was facilitated by cryptocurrency – in this 
case Bitcoin. Bitcoin’s relative anonymity and its ability to be traded outside 
of formal banking channels has made it an ideal currency to trade in illegal 
goods. Eventually the operations of the Silk Road was stopped as Ulbricht 
was apprehended and jailed for life. However, other similar sites have since 
emerged.53 It must also be recognised that trading in illegal substances will 
carry on whether or not cryptocurrencies exits, however cryptocurrencies have 
made it easier to run activities on the dark web.

2.2.2.4 Extortion

Cryptocurrencies are also used in cases of ransom or “cyber-extortion”, where 
malware introduced into a network or computer locks files making them 
impossible to access unless ransom is paid by virtual currency.54 This form of 
program is known as ransomware. Using ransomware for extortion is gaining 
momentum and the cases are numerous. Globally cases of ransomware attacks 
numbered 340,665 in 2015, rising to 463,841 in 2016.55 Statistics also show that 

49 Wil Nicol, “A Beginner’s Guide to Tor: How to Navigate through the Underground Internet,” 
Digital Trends, January 2016, available at: https://www.digitaltrends.com/computing/a-beginners-
guide-to-tor-how-to-navigate-through-the-underground-internet.

50 Nathan Chandler, “How the Deep Web Works,” Howstuffworks.com, December 23, 2013, 
available at: http://computer.howstuffworks.com/internet/basics/how-the-deep-web-works.html

51 Sherryl Connelly, “Silk Road Kingpin Ross Ulbricht Sought Assassins to Protect his Blackmarket 
Drug, Gun Empire,” New York Daily News, April 22, 2017, available at: http://www.
nydailynews.com/news/crime/silk-road-kingpin-sought-assassins-protect-black-market-empire-
article-1.3089387.

52 Joanna Diane Caytas, “Blockchain in the U.S. Regulatory Setting: Evidentiary Use in Vermont, 
Delaware, and Elsewhere”.

53 Hope Reese, “How the Founder of the Silk Road Made Millions on His Illegal Startup on the 
Dark Web,” Tech Republic, May 10, 2017, accessed at: http://www.techrepublic.com/article/
how-online-marketplace-silk-road-became-the-craigslist-for-illegal-drugs.

54 Note that ransomware was used before Bitcoin and other cryptocurrencies were invented.
55 Rashvin Jeet, “Wannacry Strikes Two Malaysian Companies,” The Star, May 16, 2017, available 

at: http://www.thestar.com.my/news/nation/2017/05/16/wannacry-strikes-two-msian-companies-
expert-first-organisation-infected-last-saturday.
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total payments globally in 2016 for ransoms by malware totalled approximately 
US$1 billion.56 An example of a case in 2016 is when Presbyterian Medical 
Center in Hollywood paid a US$17,000 ransom in Bitcoins to a hacker that 
seized the hospital’s computer system through ransomware.57 

More recently, in mid-2017 a ransomware known as WannaCry affected 
computers in more than 150 countries.58 In Malaysia sixteen (16) cases were 
reported by May 18, 2017,59 it is believed however, that many more cases 
occurred but were unreported. Most of the infection came through email 
attachments, where usually a sum of US$300 was demanded to restore access 
to computers. Wannacry was also a worm, a program that not only infected the 
original source but infiltrated and seized other computers in the system, which 
explains how it spread so rapidly. Victims of ransomware extortions usually have 
no choice but to pay up in Bitcoin or disconnect the infected computer from the 
network and relinquish the data. 

Malaysia’s policy and strategy on cyber-threats is found in the Dasar 
Keselamatan Negara (National Security Policy). The National Security Policy 
was approved by the Malaysian Cabinet on January 11, 2017 and is in line 
with the National Security Council Act 2016. It aims to maintain Malaysia as an 
independent, sovereign, secure country and strives to defend national interests 
through 9 core values and 20 key strategies. The core values include, national 
integrity (core value 3), good governance (core value 4), economic integrity 
(core value 5), and citizen’s security (core value 8), all require freedom from 
cyber threats. Thus strategy 18 of the National Security Policy provides for 
the strengthening of security and resilience of the cyber world. This includes 
ensuring that the cyber environment is safe through comprehensive risk 
management strategies.60 

56 Herb Weisbaum, “Ransomware: Now a Billion Dollar a Year Crime and Growing,” NBC News, 
January 9, 2017, available at: https://www.nbcnews.com/tech/security/ransomware-now-billion-
dollar-year-crime-growing-n704646

57 Richard Winton, “Hollywood Hospital Pays $17,000 in Bitcoin to Hackers; FBI Investigating,” The 
LA Times, February 17, 2017, available at: http://www.latimes.com/business/technology/la-me-
ln-hollywood-hospital-bitcoin-20160217-story.html.

58 Rashvin Jeet, “Wannacry Strikes Two Malaysian Companies”.
59 “More Ransomware Cases Detected in Malaysia; Unreported Cases Likely,” The Malaysian 

Reserve, May 18, 2017, available at: https://themalaysianreserve.com/2017/05/18/more-
ransomware-cases-detected-in-malaysia-unreported-cases-likely.

60 Majlis Keselamatan Negara, Dasar Keselamatan Negara, 2017, accessed at: https://www.mkn.gov.
my/media/story/page/Dasar-Keselamatan-Negara.pdf and Azura Abas, “Prime Minister unveils 
National Security Policy book,” The New Straits Times, July 19, 2017, available at: https://www.
nst.com.my/news/nation/2017/07/258698/prime-minister-unveils-national-security-policy-book.
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In line with this policy in Malaysia under the Ministry of Science Technology 
and Innovation (MOSTI) an agency known as CyberSecurity provides a public 
service through the Malaysian Computer Emergency Response Team (MyCERT) 
which consists of specialists in IT related emergencies including malware 
attacks. MyCERT operates a Cyber999 Help Centre which “provides emergency 
response to computer security related emergencies as well as assistance 
in handling incidents such as computer abuses, hack attempts and other 
information security breaches.”61 The public were asked to contact this agency 
in cases involving the malware Wannacry. Statistics from CyberSecurity records 
that there were 570 incidents of malicious code attacks from January to August 
2017. Whereas for the whole of 2016 there were only 435 incidences.62 This 
shows the increase in cyberattacks through malware.

From a legal perspective, recent developments63 are poised to boost the 
enforcement of cyber threats in Malaysia. Mid 2017 saw the tabling of the 
Cyber Security Bill by the Home Ministry to the Attorney General’s office for 
scrutiny. The former Deputy Prime Minister Zahid Hamidi said “the tabling of the 
proposed act reflected the government’s seriousness in tackling issues related 
to cyber security. He said the act would allow for law enforcement to be carried 
out on matters related to cybercrime.”64 

2.2.2.5 Get-rich-quick Scams

Pyramid schemes (also high-yield investment programmes (HYIP) or Ponzi 
schemes) involving cryptocurrencies are also prevalent.65 Victims are promised 

61 CyberSecurity Malaysia, “MyCERT - The Malaysian Computer Emergency Response Team,” 
available at: http://www.cybersecurity.my/en/services/mycert/about/main/detail/44/index.html.

62 CyberSecurity Malaysia, “Reported Incidents based on General Incident Classification Statistics 
2017,” available at: https://www.mycert.org.my/assets/graph/pdf/2017-1.pdf.

63 Enforcement agencies like CyberSecurity, currently rely on existing legislation, such as the 
Computer Crimes Act 1997, Communication and Multimedia Act 1998, the Defamation Act 
1957, Penal Code, and the Sedition Act 1948, to combat cyber threats. Under the Computer 
Crimes Act 1997, s.5 might apply to infection of IT systems through malware. According to s.5, 
Computer Crimes Act 1997 it is a crime to modify without authorisation the contents of any 
computer. See ICLG, Cybersecurity Laws and Regulations 2018 (London, UK: ICLG, 2018), also 
available at: https://iclg.com/practice-areas/cybersecurity-laws-and-regulations/malaysia and 
Kherk Ying Chew, “Malaysia: New Cybersecurity Law in the Making,” Global Compliance News, 
June 26, 2017, available at: https://globalcompliancenews.com/malaysia-new-cybersecurity-
law-20170626.

64 Ahmad Fairuz Othman, “Cyber Security Act Could be Tabled in Next Parliament Session,” The 
New Straits Times, June 9, 2017, available at: https://www.nst.com.my/news/government-public-
policy/2017/06/247266/cyber-security-act-could-be-tabled-next-parliament.

65 Note that pyramid schemes and other scams are not limited to the use of cryptocurrencies.



50

high returns for an initial entrance investment and are encouraged or required 
to “recruit” others. After the entry fees have been collected the scheme folds 
and the culprits abscond leaving investors with huge losses.66 

In Malaysia cryptocurrency scams have been reported as being “severe and 
mainstream” and have involved hundreds of millions of dollars regionally.67 For 
example an investment scheme known as “Lara With Me” in 2016, guaranteed 
a daily return of 3% with a minimum investment of US$100. The “Lara With Me” 
website described its business as legitimate trading in different cryptocurrencies. 
Initially investors in Malaysia received their 3% returns and daily emails from the 
website, the investors then usually added more funds and invited family and 
friends to join, however soon after, the emails discontinued and the website 
disappeared. The investors tracked those responsible to two (2) shell companies 
registered in US and UK, but could not find the owners of the scheme. Victims 
included those from Vietnam and China. 

Another famous international cryptocurrency pyramid scheme UFun Club also 
scammed people and victims included those from Malaysia. It is reported that 
more than a quarter billion US$ was invested in UFun Club and it had 15,000 
participants.68 

While these get-quick-rich schemes are not regulated by BNM, BNM does 
alert investments that are high risk in a Financial Consumer Alert List. Currently 
there are 394 companies listed on BNM’s Financial Consumer Alert List.69 

2.2.2.6 Online Gambling

One popular activity involving cryptocurrencies and in particular Bitcoins is 
online gambling. Research by Juniper Research70 has speculated that online 
wagers will increase from US$550 billion in 2016 to nearly US$950 billion by 
2021. The research also reported that gambling activities were increasingly 
moving to online services. Again, the attributes of greater anonymity, ease and 

66 Richard Howlett, “Blockchain Fraudsters: Cryptocurrency Scams and Digital Fraud,” SC Media, 
July 14, 2017, available at: https://www.scmagazineuk.com/blockchain-fraudsters-cryptocurrency-
scams-and-digital-fraud/article/671262.

67 Kuek Ser Kwang Zhe, “Cover Story: Detecting Cryptocurrency Scams,” The Edge, April 26, 2017, 
available at: http://www.theedgemarkets.com/article/cover-story-detecting-cryptocurrency-scams.

68 Ibid.
69 See http://www.bnm.gov.my/documents/2017/20170828_FCA_EN.pdf.
70 “Global Online Gambling Wagers to Approach $1 Trillion by 2021,” Juniper Research, Press 

Release, September 14, 2016, available at: https://www.juniperresearch.com/press/press-
releases/global-online-gambling-wagers-to-approach-$1trill?utm_source=juniperpr&utm_
medium=email&utm_campaign=gambling_16_pr1_juniperpr.
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speed of use, makes Bitcoins an easy tool to use for online gambling. Online 
gambling are online versions of casinos, where nearly all games can be played, 
such as blackjack, roulette, poker and even slot machines.71 

Jurisdictions have differing views on the legality of online gambling. Some 
like Costa Rica, Curacao, Gibraltar, Isle of Man, and UK, allow online gambling 
through licenses.72 While jurisdictions such as Australia, China, Israel, Indian 
State of Maharashtra, Turkey, Russia and the US, have in some form restricted 
online gambling, either by making it illegal for companies to offer online 
gambling, and/or restricting their citizens from gambling online or by imposing 
other forms of restrictions, like making it illegal for banks and credit card 
providers to have financial transactions with online gambling websites.73 

Malaysia’s stance on online gambling falls within the latter jurisdictions’ 
approach. Malaysia has a dual legal system, formed of the common law system 
and Shariah or Islamic law system. Shariah applies to Muslims in Malaysia. 
Under Shariah gambling is prohibited, and since over 60% of the population in 
Malaysia are Muslims, gambling for the majority of the population is prohibited. 
As for non-Muslims, under the Betting Act 1953 gambling is illegal in public 
or at home unless a license or permit has been obtained from the relevant 
authorities, such as the Betting Control Unit of the Ministry of Finance. Under 
the Common Gaming Houses Act 1953 it is illegal to operate a gaming house 
or be caught in one. As for casinos, only one legal casino, known as Casino de 
Genting, has been given a license in Malaysia.74 In relation to online gambling 
the neither the Betting Act 1953 nor the Common Gaming Houses Act 1953 
expressly mentions online gambling, however, the provisions in both statutes 
are widely worded75 and can be interpreted to outlaw online gambling. It is 
therefore safe to say that in Malaysia gambling online with Bitcoins is illegal. 
In fact updating the Common Gaming Houses Act 1953 to cater for online 

71 “Online Gambling with Bitcoin: Is It Legal?,” Fintech News, September 17, 2016, available at: 
http://fintechnews.sg/5504/blockchain/online-gambling-bitcoin-legal.

72 Ibid.
73 “Legality of Bitcoin Gambling,” Gambling Bitcoin, 2016, available at: https://gamblingbitcoin.

com/bitcoin-gambling-legal.
74 Jasmine M. Y Loo and Kai Lit Phua, “Gambling Participation and Policies in Malaysia,” Asian 

Journal of Gambling Issues in Public Health 6, 1 (2016).
75 Betting Act 1953 s.2 - “betting information centre” means any place kept or used for receiving 

or transmitting by telephone or other means any information relating to any horse race or other 
sporting event for the purpose of betting or wagering in contravention of this Act; and “sporting 
event” includes any race, fight, game, sport or exercise; Common Gaming Houses Act 1953 – s.2 
“gaming” includes - the playing of any game of chance or of mixed chance and skill for money or 
money’s worth... and “gaming machine” means any mechanical, electrical or electronic machine 
or device.
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gambling is in the pipeline. In the first quarter of 2017, then Deputy Prime 
Minister Zahid Hamidi announced that a draft of the amendment to the 
Common Gaming Houses Act 1953 had been submitted to the Attorney-
General’s Chambers and would be tabled at the upcoming session of 
Parliament.76 

2.2.2.7 Terrorist Financing

The pseudo-anonymity offered by cryptocurrencies has raised fears that it 
is being used to fund terrorist activity. The transfer of cryptocurrencies to 
destinations that cannot easily be traced and the buying of illegal weapons 
on the dark web are definite possibilities with the advent of the internet and 
cryptocurrencies.77 

However, during a recent conference on Counter Terrorism in Kuala Lumpur78 
the FBI reported that through their investigations tracking the movement 
of money, people and materials they have not observed massive terrorist 
financing through cryptocurrencies. They reported that traditional methods 
are still prevalent. This of course may change in the future, and to counter this 
risk regulatory bodies around the world are venturing into regtech and artificial 
intelligence to detect threats.79 

2.2.3 Technical Limitations of Blockchain

Other challenges distinct from the high profile activities illustrated above also 
exist with the use of blockchain, the challenges exist in the form of limitations 

76 Bernama, “Law to be Amended to Tackle Online Gambling,” Free Malaysia Today, February 14, 
2017, available at: http://www.freemalaysiatoday.com/category/nation/2017/02/14/law-to-be-
amended-to-tackle-online-gambling.

77 Joanna Diane Caytas, “Blockchain in the U.S. Regulatory Setting: Evidentiary Use in Vermont, 
Delaware, and Elsewhere”.

78 See 3rd Counter Terrorist Financing Summit, November 20-21, 2017, Sasana Kijang Bank Negara 
Malaysia. See also UK Treasury, National risk assessment of money laundering and terrorist 
financing 2017, October 2017, available at: https://assets.publishing.service.gov.uk/government/
uploads/system/uploads/attachment_data/file/655198/National_risk_assessment_of_money_
laundering_and_terrorist_financing_2017_pdf_web.pdf

79 Ibid. For example there advances in this area by the Australian financial government intelligence 
agency with regulatory responsibility for anti-money laundering and counter-terrorism financing 
– AUSTRAC where regtech and smart contracts are being developed, among other things, to 
report suspicious transfers. See Jackson, Kate Maynes and Warren, Claire, “Technology and law: 
the future of regulation?” Conference Paper at 3rd Counter Terrorist Financing Summit, Sasana 
Kijang Bank Negara Malaysia, 20–21 November 2017, & Leanne Fry, “AUSTRAC National Manager 
Innovation, Information and Analytics”, Chief Innovation Officer (CIO) speaker at 3rd Counter 
Terrorist Financing Summit, Sasana Kijang Bank Negara Malaysia, November 20-21, 2017.
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and obstacles. Identifying and then navigating the limitations and obstacles will 
ensure better application of blockchain technology. This section will highlight 
some limitations and obstacles to the use of blockchain.

Blockchains are not currently suitable for storing large data, that is, large 
volumes of data. Instead it has been suggested that for large data only a hash 
or meta-data be stored on the block chain, and the real data stored in another 
safe destination which can be matched to the hash or meta-data.80 

Public blockchains cannot be used as a ledger for all types of data since the 
transaction history is available on the blockchain for anyone to view and trace. 
Possible breaches in privacy and confidentiality may occur where confidential 
data is not protected accordingly e.g. through means of further encryption. 
Instead private blockchains may be more suitable for private sensitive 
information. 

Blockchains while cheaper and faster to use than traditional solutions, 
especially for remittance activities, require solutions to ensure KYC requirements 
are achieved. These solutions have to be acceptable to regulators in different 
jurisdictions. 

Uncertainty about regulatory approaches and the future stance of the 
regulators in various jurisdictions also affect the adoption of blockchain 
technology.81 

Public blockchains like bitcoin, require high energy consumption to be 
sustainable. Here two issues exist. One, the high energy required to sustain the 
blockchain technology and second, the “wasted” resources used by miners who 
are unsuccessful. To cut down the high energy usage in verifying a transaction 
and cut-down on inefficiencies, other ways of verifying the transaction on public 
ledgers are being developed known as the POS.82 This method is supposedly 
more energy efficient though it is reported that this sort of verification may be 
more susceptible to cyberattacks.83 

The above challenges are not insurmountable. In Malaysia with proper 

80 Mark Staples et. al., Risk and Opportunities for Systems Using Block Chain and Smart Contracts, 
(Sydney: Data61 (CSIRO), 2017).

81 Chris Berg, Sinclair Davidson and Jason Potts, “The Blockchain Economy: What Should the 
Government Do?,” Medium.com, November 11, 2017, available at: https://medium.com/@
cryptoeconomics/the-blockchain-economy-what-should-the-government-do-c69cbdab7c3c.

82 Madeleine Cuff, “Businessgreen. Businessgreen Blockchain Briefing - Part Three: The 
Challenges,” Business Green, August 2017, available at: https://www.businessgreen.com/bg/
analysis/3015423/blockchain-briefing-part-three-the-challenges.

83 Ibid.
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planning and further research on the application and usage of blockchain, better 
solutions to existing limitations can be created and obstacles can be overcome. 

2.2.4 The Malaysian Context

The risky ventures discussed above show how the unique attributes of 
blockchain technology have been exploited. In all the cases discussed 
cryptocurrencies have been used to facilitate vice activities. There are a few 
countries in the world that have banned cryptocurrencies, for example - 
Bangladesh, Bolivia, Ecuador, and Kyrgyzstan.84 In Malaysia, Bitcoin is not 
recognised as legal tender, at the same time it has not been made illegal either. 
Currently, BNM is studying cryptocurrencies and has issued guidelines on digital 
exchanges and digital currency. The guidelines focus on issues relating to anti-
money laundering and terrorist financing, and from 2018, all parties acting as 
digital exchanges in digital currency are deemed as “reporting institutions” 
under the AMLA.85 This means that businesses involved in converting 
cryptocurrencies to fiat money and vice versa are required to provide detailed 
information on buyers and sellers of such currencies. More on this is discussed 
in subsequent chapters.

At the recent “Money Services Business Asia Pacific Conference”,86 Aznan 
Abdul Aziz, Director of Financial Sector Development at BNM, stated that 
while Bitcoin has its advantages, there are also abuses in its use. Thus, good 
regulation and enforcement is necessary. Aznan Abdul Aziz further stated that 
blockchain based products do not necessarily need new regulations to be 
issued specifically addressing it. He remarked that if the blockchain product had 
qualities of a remittance activity then the existing regulations on remittances 
should apply. If blockchain based ICOs had qualities that were like Initial Public 
Offerings (IPOs) then the regulation on IPOs should apply to ICOs. In other 
words, existing rules and regulations should be applied to blockchain based 
products. This would seem to be the current approach taken by Malaysia. 

Another point to keep in mind is that blockchain technology can be applied 

84 Antonio Madeira, “Bitcoin Is Still Illegal in These 6 Countries,” Bitcoinist.com, May 18, 2017, 
accessed at: http://bitcoinist.com/bitcoin-still-illegal-six-countries.

85 See Bank Negara Malaysia, “Anti-Money Laundering and Counter Financing of Terrorism (AML/
CFT) – Digital Currencies (Sector 6)”, BNM/RH/PD 030-2, available at: http://www.bnm.gov.my/
index.php?ch=57&pg=538&ac=680&bb=file and Kok, Cecelia “Digital Currencies Set to go 
Mainstream,” The Star, November 25, 2017, available at: https://www.thestar.com.my/business/
business-news/2017/11/25/digital-currencies-set-to-go-mainstream/#AeW6kmsZmzeRD6yt.99.

86 Jessica Chew Cheng Lian, “Harnessing Innovation for the Sustainability of the MSB Industry”, 
Speech at Money Services Businesses Asia Pacific Conference, Sasana Kijang Bank Negara, 
September 5-6, 2017, available at: https://www.bis.org/review/r170906c.pdf.
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to more than just money, numerous types of transaction involving information, 
goods, assets and property can benefit from its use. It is due to this reason that 
the World Bank is studying cryptocurrencies separately from blockchain. The 
World Bank has not however made any decision on its stance on either.87 

Thus, in summary, this Report believes that although there are many cases of 
risky ventures using blockchain, illegalising cryptocurrencies is unlikely to be part 
of Malaysia’s future agenda. Existing laws and regulations, which may or may 
not require amendment would appear capable of providing a certain amount of 
protection against the use of cryptocurrencies for illegal activity. 

As for regulation of the use of blockchain in other areas involving 
information, goods, assets and property, it would seem that the approach of 
Malaysia is to apply existing regulation and laws to such uses of blockchain. 
Further research is required to investigate the existing loopholes, only then can 
amendments be recommended. 

2.2.5 Conclusion

The risks associated with blockchain technology are mostly related to 
cryptocurrencies. Making cryptocurrencies illegal will not make such risks 
disappear. The internet is borderless, and banning cryptocurrencies will not 
be effective; however measures to mitigate risks are necessary. Malaysia has 
recently issued regulation addressing the risks associated with cryptocurrencies 
in relation to money laundering and terrorist financing, there are however 
ongoing efforts to research and study its nature. It is an exciting time for those 
who are pro-regulation for blockchain technology. Ongoing research is needed 
in this nascent and rapidly developing technology. 

87 This is from a statement made by Djauhan Sitorus of World Bank at the Harnessing Innovation 
for the Sustainability of the MSB Industry, Money Services Businesses Asia Pacific Conference, 
September 5-6, 2017, Sasana Kijang, Bank Negara.
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Chapter 3

gLOBAL REgULATORY 
APPROACHES 

3.1 Introduction 

The discussions in this chapter revolve around the global regulatory approaches 
to blockchain technology enabled applications. To begin, this chapter will 
discuss the historical development of blockchain technology, followed by the 
legal context which establishes the background for the regulations. Following 
thereon, the regulatory approaches adopted by regulators from different 
jurisdictions will be set out, contextualising the discussion based on the 
prevailing political, social and economic conditions in the respective jurisdictions 
and the continent in which it is located.

The discussions in this chapter endeavour to discern the general attitude 
adopted by the regulators in selected jurisdictions from the four main continents 
of Africa, America, Asia and Europe, as it is understood that the choice of 
approach to the regulation of blockchain technology enabled applications 
will have an inevitable effect on the extent to which the potentialities of the 
technology can come to fruition in that jurisdiction. In this manner, this chapter 
aims to provide a contextual background of blockchain-related regulations to 
help the reader put discussions in the other chapters into perspective. 

3.2 Historical Background and Legal Context

The history of blockchain can be traced through three major versions along its 
evolutionary path. It may be relevant to share here that different scholars have 
different opinions in terms of the major versions of blockchain. Some have 
identified three versions as discussed in Chapter 1, while others have identified 
four (4) versions. Nevertheless, these differences in classification have no impact 
on the discussion of blockchain in a legal context. 

Beginning with Blockchain 1.0, this version of blockchain entails the use of 
blockchain technology for arguably the most fundamental and perhaps the most 
interesting use, managing financial transactions in particular those involving 
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virtual currencies. The evolution of Blockchain 1.0 was premised on the use of 
blockchain technology to enable the establishment of the “internet of money” 
platform as epitomised by the development of the virtual currency Bitcoin.1 

The progressive development of blockchain technology subsequently led to 
the evolution of Blockchain 2.0 which entailed the advent of smart contracts, 
self-executing computer programs operating in an automated manner under 
predefined conditions to facilitate, verify and enforce contractual performance 
without the need for any human intervention. Smart contracts are a functional 
representation of the intermediary-free characteristic of blockchain technology.2 

As the development of blockchain technology has continued the world has 
borne witness to the diversification of blockchain in the form of decentralized 
applications (DApps). In essence, DApps put into practice the decentralisation 
characteristic of blockchain technology by having a backend code which 
operates in a decentralised manner on a peer-to-peer network in contrast with 
conventional applications where backend code runs on centralised servers.3 
Up to this point of technological development, the applications of blockchain 
technology have been contextually limited in the sense that the evolution of 
Blockchains 1.0 and 2.0 have been developed in the absence of any overarching 
framework. 

As with any newfound technology, blockchain can only maximise its potential 
to the fullest if it can be utilised by the relevant industries in an integrated and 
complementary manner. This subsequently led to the evolution of Blockchain 
3.0 whereby the engineering of blockchain technology was restructured so 
as to enable its application to meet the needs of business operations. In this 
regard, the term Industry 4.0 refers to the automation of industries whereby 
blockchains play a pivotal role in the integration of the various aspects of 
business operations across a wide spectrum of industries ranging from electronic 
commerce to financial technology, or health management and renewable 
energy.4 In short, Blockchain 3.0 is the platform which brought blockchain to life 
by rendering it practicable for industrial application and use.

Moving forward, though it is yet to be known whether the development 

1 Christian Muller and Dalmir Hasic, “Blockchain: Technology and Applications,” Seminar Paper, 
Department of Computer Sciences University of Salzburg, July 29, 2016, available at: http://www.
softwareresearch.net/fileadmin/src/docs/teaching/SS16/Seminar/Seminar_Paper_Hasic_Mueller.
pdf.

2 Ibid.
3 Don Tapscott and Alex Tapscott, Blockchain Revolution: How the Technology Behind Bitcoin is 

Changing Money, Business, and the World (New York: Penguin Random House, 2016).
4 Ibid.
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of blockchain technology will lead to Blockchain 4.0 or further, the forms in 
which the technology may be recognised and adopted by countries located in 
different parts of the world may hinge on the form of legal system being used 
in the relevant country. In this regard, legal systems can generally be classified 
into civil law and common law systems. However, this simplistic distinction does 
not tell the whole story as the legal systems of some countries, such as those of 
Cyprus, Malta, Mauritius, the Philippines and Scotland,5 possess characteristics 
encompassing both civil and common law systems, falling somewhere in 
between the two systems. 

Nonetheless, as a matter of classification it is estimated that about 65% of 
legal jurisdictions in the world can be classified as civil law systems whereas 
the remaining 35% can be classified as common law systems.6 The primary 
distinguishing factor between common law and civil law systems is that the 
former relies mainly on reported judicial opinions as its source of legal authority 
whereas the latter’s main source of legal authority is in the form of codified 
statutes.7 The difference in the sources of legal authority between the two (2)
systems stems from their respective historical development. 

For blockchain technology enabled applications, the type of law used in the 
legal system of a jurisdiction may play a material role in the manner in which 
they will be regulated and implemented in the jurisdiction. From the perspective 
of the functional roles of judges, it can be noted that although the judges in 
civil law systems play a more inquisitorial role as compared to their common 
law counterparts, the inquisitorial role of civil law judges only entails finding the 
facts of the case and applying the relevant legal code, whereby their decisions 
are merely of persuasive precedent.8 In the context of regulation of blockchain 
technology enabled applications, it is submitted that this functional limitation 
renders civil law judges to be less equipped, as compared to their common 
law counterparts, to deal with the regulatory issues brought about by the use 
of such applications, particularly in circumstances where it is necessary to fill in 
any legislative gaps which may arise due to the development of new technology 
subsequent to the enactment of relevant laws. On the contrary, common law 

5 University of Ottawa, “Mixed Legal Systems,” available at: http://www.juriglobe.ca/eng/sys-juri/
class-poli/sys-mixtes.php.

6 Piyali Syam, “What is the Difference Between Common Law and Civil Law?,” Washington 
University Law, January 28, 2014, available at: https://onlinelaw.wustl.edu/blog/common-law-vs-
civil-law/.

7 Ibid.
8 John Anthony Jolowicz, “Adversarial and Inquisitorial Models of Civil Procedure,” The 

International and Comparative Law Quarterly, 52, 2 (2003): 281-295, available at: http://www.
jstor.org/stable/3663110?read-now=1&seq=15.
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judges have a certain degree of law-making power as their decisions may form 
binding precedents for future cases thereby enabling such judges to fill in any 
gaps in existing statutory legislation.9 It can be surmised that the law-making 
role of common law judges would render common law jurisdictions more 
conducive to the development of blockchain technology regulation. However 
the same cannot be said in the context of legislative approaches to blockchain 
technology enabled applications.

With regard to legislative approaches, it is noteworthy that civil law systems 
generally adopt a prescriptive approach in devising their legal codes whereas 
common law systems generally adopt a descriptive approach in devising 
their statutory legislation.10 In this regard, it is submitted that the prescriptive 
approach of civil law codes would be more suitable as the legislative 
approach of choice for devising regulations for blockchain technology enabled 
applications, as the newfound nature of the underlying blockchain technology 
would most likely result in the arising of legislative gaps whereby the descriptive 
approach of common law statutes may turn out to be wanting. This is because 
the flexibility engendered under the prescriptive civil law codes enables the 
precise interpretation and application of the provisions of such codes to be 
moulded and shaped based on the manner in which the technology develops, 
allowing civil law judges, notwithstanding their lack of law-making powers, 
to make the necessary adjustments based on the prevailing development of 
blockchain technology at that time. On the other hand judges in common law 
jurisdictions will find that their hands are practically tied due to the descriptive 
approach of statutory legislation. In short, the functional roles of common law 
judges coupled with the prescriptive approach of civil law codes represents the 
ideal combination in regulating blockchain technology enabled applications. 

Nevertheless the lack of current legislation enacted specifically for the 
purposes of regulating blockchain technology enabled applications in general, 
and virtual currency in particular, may render it slightly premature to attempt 
any rigid categorisation of the regulatory approaches adopted by different 
jurisdictions based on the civil and common law systems dichotomy.

Instead it will be more fruitful for the discussions in this chapter to delve 
into the current regulatory initiatives which have been adopted by regulators 
from different parts of the world, ranging from amendments to existing laws, 

9 Ibid.
10 “The Common Law and Civil Law Traditions,” The Robbins Collection, School of Law, 

University of California at Berkeley, available at: https://www.law.berkeley.edu/library/robbins/
CommonLawCivilLawTraditions.html.
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particularly those relating to KYC compliance, to the issuance of regulatory 
guidance as well as the implementation of policy-based initiatives. In this 
regard, it is noteworthy that some countries such as Bangladesh, Bolivia, 
China, Ecuador, Morocco and Nepal11 have adopted a prohibitionary 
regulatory approach by outlawing virtual currencies altogether. In this scenario 
the particular context of China’s ban on virtual currencies and ICOs will be 
discussed below, taking note of the global effects thereof as a result of China’s 
considerable financial power. 

As for the regulatory approaches adopted by countries which have 
accommodated blockchain technology as part of their jurisdiction, the 
approaches adopted by those countries which (a) have considerable political 
influence and economic standing and whose regulatory policies have an 
inevitable effect on the rest of the world, (b) are at the forefront of the regulation 
of this technology or (c) have devised innovative uses for the technology, will be 
discussed in this chapter, based on the list of countries in Table 1. 

Notwithstanding the fact that blockchain technology has reached the 
developmental threshold of version 4.0, the regulatory approaches in the 
context of virtual currencies which epitomise version 1.0 of the technology will 
be the focal point of the discussions in this chapter as such currencies represent 
the most widely used application of this technology and have therefore become 
the target of most regulators. 

Table 1 - List of Selected Countries*

Continent Country

Africa • Ghana
• Kenya
• South Africa

America • Canada
• United States 

• Arizona
• New York
• Vermont

• Venezuela

11 Brad Stephenson, “5 Countries Where Bitcoin is Illegal,” Lifewire, December 22, 2017, available 
at: https://www.lifewire.com/where-is-bitcoin-illegal-4156601.
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Asia East Asia
• China
• Japan
• South Korea

Middle East Asia
• Bahrain
• Dubai
• Qatar

Southeast Asia
• Singapore
• Vietnam

Europe European Union

Western Europe
• France
• United Kingdom

• Bermuda
• Gibraltar
• Great Britain
• Isle of Man

Central Europe
• Germany
• Switzerland

Eastern Europe
• Estonia

* Qualitative research methodology was employed in data collection and a content analysis method was 
employed in the course of the evaluation of the blockchain technology regulations of the countries set out 
in the list above.

3.3 Regulatory Approaches

3.3.1 Africa

Despite the African continent being one which is blessed with natural resources, 
Africa faces serious social issues due to the persistence of poverty which 
plagues most parts of the continent. A 2016 World Bank study found that a 
staggering 43% of Africans are living in ”extreme poverty”.12 Back in 1820, the 

12 Kathleen Beegle, Luc Christiaensen, Andrew Dabalen, and Isis Gaddis, Poverty in a Rising Africa 
(Washington DC: World Bank Group, 2016), available at: https://openknowledge.worldbank.org/
bitstream/handle/10986/22575/9781464807237.pdf.
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average income per capita in Europe was thrice that in Africa.13 Fast forward 
to our day and age, the average European is earning a staggering twenty 
(20) times more than the average African.14 While Europe has undergone 
unprecedented advancement in social, cultural and technological development 
placing it at the forefront of humanity’s development, Africa continues its 
struggle on its path towards economic development.

From the lack of clean potable water to the spreading of diseases such as 
malaria, tuberculosis and dysentery,15 the lack of basic sanitary provisions and 
healthcare amenities for Africans living under the poverty line is particularly 
problematic and worsened by the mismanagement of public funds due to 
widespread corruption which has a crippling effect on the public administration 
systems in Africa.16 Additionally, African countries also appear to have trouble 
establishing reliable land and property registration systems17 which is a big 
turn-off for potential foreign investors. In order to have any chance of rising 
from the ashes of its suffering, Africa is in need of a tool which enables it to 
effect paradigmatic change to solve its social woes and chart its own path of 
development moving forward.

One African country which has begun using blockchain technology to turn 
its fortunes around is Ghana, where the government is working together with 
a non-profit organisation under an initiative known as Bitland to establish 
a blockchain-based system which enables the recording of all land-related 
transactions on distributed ledgers so as to improve the levels of efficiency 
and transparency of the land registration process in addition to increasing 
governmental revenue.18 At this juncture, it suffices to note that the Bitland 
initiative, through establishing a reliable and trustworthy land registration 
system, is essential in making a country appealing to foreign investors. This is 
most certainly a step in the right direction.

Other than facilitating the establishment of a land registration system, the 

13 Jeffrey Sachs, A New Partnership for Growth in Africa (Harvard Institute for International 
Development (HIID), Cambridge, Massachusetts, February 28, 1997).

14  Ibid.
15 “Water,” World Health Organization, available at: http://www.afro.who.int/health-topics/water
16 Godwin Onuoha and Mzukisi Cobo, Africa and Twenty-First Century Development Challenges: 

The North South Development Agenda Reconsidered, The Wilson Center, 2012, available at: 
https://www.wilsoncenter.org/sites/default/files/HSRC-CPR.pdf.

17 Camila Toulmin, “Securing Land and Property Rights in Sub-Saharan Africa: The Role of Local 
Institutions,” Land Use Policy, 26, 1 (2009): 10-19.

18 “Blockchain Technology in Africa,” Concept Note, United Nations Economic Commission for 
Africa, 2017, available at: https://www.uneca.org/sites/default/files/images/e1701284_concept_
note_egm_22_november_2017.pdf.
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Bitland initiative also aims to empower the Ghanaian public by educating them 
about land rights and property ownership by providing them with access to 
information relating to such matters.19 It has been estimated that the Bitland 
initiative will result in savings of trillions of dollars which can be used to support 
other development projects such as healthcare provision.20 With regard to other 
African countries, there appears to be a light at the end of the tunnel as there 
are expansion plans in place to spread the Bitland initiative to other parts of 
Africa.21 

On a more conventional front, the South Africa Reserve Bank (SARB) has 
launched a Financial Technology Programme to study developments related 
to financial technology as part of its efforts to devise a regulatory framework 
for such technology.22 One of the objectives of the programme is to utilise the 
POW concept under blockchain technology to replicate the interbank clearing 
and settlement process.23 As the ease and speed of clearing funds and payment 
settlement plays a crucial role in the considerations of foreign investors, it is 
submitted that this blockchain friendly approach adopted by the regulatory 
authorities of South Africa represents a step in the right direction in the country’s 
efforts to woo foreign investors to its shores so as to enhance its economic 
development thereby improving the quality of life of its citizens. Another African 
country which has embraced blockchain technology is Kenya which has set up 
a task force to study the use of the technology in areas relating to education 
and land management.24 On the financial front, the World Bank has expressed 
support for Kenya’s blockchain-based bonds issuance process which entails the 
issuance of tokenised bonds as part of efforts to enhance financial inclusion 
among Kenya’s population.25 

For the African continent in general, the adoption by the regulatory 
authorities of a pragmatic approach to blockchain technology enabled 
applications has most certainly paved the way for their adoption as part of 

19 Ibid.
20 Ibid.
21 Ibid.
22 Kerri Crawford, “SARB Announces Establishment of Fintech Programme,” Norton Rose Fulbright, 

February 20, 2018, available at: https://www.financialinstitutionslegalsnapshot.com/2018/02/
sarb-announces-establishment-of-fintech-programme/.

23 Ibid.
24 David Hollerith, “Kenya’s Government Task Force to Explore Blockchains for Land and Education” 

Bitcoin Magazine, March 7, 2018, available at: https://bitcoinmagazine.com/articles/kenyas-
government-task-force-explore-blockchains-land-and-education/.

25 Stan Higgins, “World Bank to Support Blockchain Bonds Trial in Kenya,” CoinDesk, May 2, 2017, 
available at: https://www.coindesk.com/world-bank-to-support-blockchain-bonds-trial-in-kenya/.
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efforts to combat the menacing scourge of corruption which is a significant 
cause of Africa’s countless social issues, with Transparency International 
reporting that a shocking 75 million Africans paid bribes in 2014 alone and 
that 18 out of 28 African governments are perceived by the majority of their 
populations as failing to address corruption.26 In this regard, it is notable that 
one of the key characteristics of blockchain technology, particularly in relation 
to the use of public ledgers, is that of transparency which, in tandem with the 
immutable nature of such ledgers, renders blockchain to be the technology of 
choice for combating corruption.27 

3.3.2 America

The American continent is generally divided into two parts, North and South 
America. With regard to our discussions, the US and Canada are the focal 
point due to their highly developed status. The US as the global political and 
economic powerhouse will inevitably be leading the way with regard to the 
proper manner for regulating the use of blockchain technology. The US has a 
dual-system legislative structure consisting of the federal and state legislatures. 
In this regard, the frequent debate over the consistency of the laws passed 
by the state legislatures has resulted in the establishment of the Uniform Law 
Commission (ULC) which has the objective of bringing clarity and stability to the 
laws passed by the various US state legislatures, in particular those relating to 
critical areas such as financial banking and investment securities.28 Accordingly, it 
is unsurprising that the use of blockchain technology in relation to the domain of 
financial investments has been subjected to much consideration which resulted 
in the ULC issuing the Uniform Regulation of Virtual Currency Business Act 
(VCBA)29 which serves as a model legislation which can be adopted by state 
legislatures in the US. 

The underlying idea of the VCBA is to establish a statutory framework for 
the regulation of virtual-currency business activities whereby any person who 
assumes or maintains any form of control over a client’s virtual currency will 

26 Coraline Pring, People and Corruption: Africa Survey 2015 - Global Corruption Barometer (Berlin, 
Germany: Transparency International, 2015), available at: http://files.transparency.org/content/
download/1941/12775/file/2015_GCB_SubSaharanAfrica_EN.pdf.

27 Jeffrey Dinham, “A Practical Guide to How Blockchain Could End Corruption in South Africa,” 
Quartz Africa, March 27, 2018, available at: https://qz.com/1238247/corruption-in-south-africa-
blockchains-open-ledger-could-bring-transparency/.

28 “About Us,” Uniform Law Commission, available at: http://www.uniformlaws.org/Narrative.
aspx?title=About%20the%20ULC.

29 See: http://www.uniformlaws.org/shared/docs/regulation%20of%20virtual%20currencies/
URVCBA_Final_2017oct9.pdf.
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have to comply with the requirements set out in the VCBA.30 In this regard, 
the VCBA provides for anti-money laundering provisions which are similar to 
those provided for under FinCEN regulations. It is notable that licensing under 
the VCBA would only be required for businesses which have the “power to 
execute unilaterally or prevent indefinitely a virtual currency transaction” thereby 
excluding virtual wallets which are merely holding virtual currencies or where the 
processing of such currencies were merely carried out on behalf of its owners.31 

Building on the topic of virtual currency regulations, in 2015 the New York 
State Department of Financial Services (NYSDFS) issued “Part 200 of the 
Regulations of the Superintendent of Financial Services”32 which requires 
businesses engaged in any virtual currency related activity to obtain what is 
commonly known as the “BitLicense” which will be discussed further in Chapter 
4B in the context of regulations relating to the use of blockchain technology in 
money services business. At this juncture, it suffices to note that the requirement 
for the obtaining of a BitLicense is geographically specific as it is only applicable 
to businesses registered in or operating within New York and persons who are 
residing in New York.33 

With regard to blockchain technology enabled applications, Arizona has 
passed House Bill 241734 which amended the Arizona Electronic Transactions 
Act (AETA) in order to provide clarification that electronic signatures and 
contractual terms forming part of any blockchain-based smart contract will 
be recognised as legally effective, valid and enforceable under the AETA. 
In this regard, the AETA subsequent to its amendment defines “blockchain 
technology” as “distributed, decentralised, shared and replicated ledger, 
which may be public or private, permissioned or permissionless, or driven by 
tokenised crypto economics or tokenless” and a “smart contract” as an “event 
driven program, with state, that runs on a distributed, decentralized, shared and 
replicated ledger that can take custody over and instruct transfer of assets on 
that ledger.” 

Other than Arizona, another US state which has granted legal recognition 
to blockchain technology enabled applications is Vermont which has passed its 

30 Uniform Law Commission, “Regulation of Virtual-Currency Businesses Act (Description),” 
available at: http://www.uniformlaws.org/Act.aspx?title=Regulation%20of%20Virtual-Currency%20
Businesses%20Act.

31 See: Ibid., 21 fn. 23.
32 See: https://www.dfs.ny.gov/legal/regulations/adoptions/dfsp200t.pdf.
33 Ibid.
34 See: https://legiscan.com/AZ/text/HB2417/id/1588180.
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Bill No. 157 of 201635 whereby blockchain-based digital records are deemed 
as regularly conducted business records for the purposes of the Vermont Rules 
of Evidence (VROE)36 thereby rendering such records to be admissible as 
evidence in the state courts of Vermont. Additionally, the VROE subsequent 
to its amendment provides that blockchain-based digital records shall be 
deemed as self-authenticating, provided the records are accompanied by a 
written declaration of a qualified person which is made under oath stating, (a) 
the qualification of the said person making the certification, (b) the details of 
the blockchain such as date and time and c) that the blockchain records were 
maintained as a regularly conducted activity made in the course of a regular 
practice.37 

It can be surmised therefore that the regulatory authorities in the US adopt a 
binary approach to blockchain technology enabled applications whereby there 
are two layers of legislation consisting of federal and state laws and regulations. 
In this regard, the provisions of the VCBA illustrate the fact that the regulatory 
authorities in the US adopt a selective regulatory approach to blockchain 
technology enabled applications whereby regulations are only imposed on 
certain type of activities, i.e., those which involve “exchanging, transferring, or 
storing virtual currency or engaging in virtual currency administration, whether 
directly or through an agreement with a virtual currency control-services vendor” 
whereby the service provider has autonomy to act in an unilateral manner.38 As 
for the state level, state legislatures such as those of Arizona and Vermont have 
adopted a proactive approach to blockchain technology enabled applications 
by recognising the legal validity of smart contracts and the digital signatures 
contained therein as well as blockchain-based ledger records which were made 
in a legally-compliant manner.

Moving across the border to Canada, the Proceeds of Crime (Money 
Laundering) and Terrorist Financing Act (POCTFA)39 has been amended to 
provide for the regulation of virtual currencies by requiring companies which 
deal with such currencies to duly register with the Financial Transactions and 
Reports Analysis Centre of Canada (Fintrac). Additionally these companies 
are also required to properly implement compliance programs across their 
organisational board as well as to maintain prescribed records whereby any 

35 See: https://legislature.vermont.gov/assets/Documents/2016/Docs/ACTS/ACT157/ACT157%20
As%20Enacted.pdf.

36 Ibid., 18.
37 Ibid., 117 fn. 30.
38 See the definitions of “control” and “virtual-currency business activity” in the VCBA.
39 See: http://laws-lois.justice.gc.ca/PDF/P-24.501.pdf.
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indication of suspicious or terrorism-related elements in any property transaction 
are required to be duly reported to Fintrac. In terms of territorial jurisdiction 
which is particularly pertinent in the context of internet-based blockchain 
technology enabled applications, it can be noted that an extra-territorial 
dimension has been incorporated as part of the POCTFA by providing for the 
application of the provisions to virtual currency exchanges which operate from 
outside Canada but are “services that [are] directed at persons or entities in 
Canada”.40 It can be surmised that, similar to the EU, the regulatory authorities 
in Canada adopt a risk-based approach to blockchain technology enabled 
applications by putting in place regulations to prohibit the outflow of funds 
which are suspected to be utilised for the financing of terrorism-related 
activities. 

Unlike the “rich man problems” which countries in North America are dealing 
with, countries in South America have to deal with more mundane bread 
and butter issues with a country such as Venezuela struggling with economic 
instability due in part to its highly unstable national currency, the Bolivar.41 
Notwithstanding the fact that Venezuela has the world’s largest proven oil 
reserves back in 2014,42 it appears to be plagued by the resource curse as it 
has been engulfed in a socioeconomic crisis since 2012 which has persisted till 
the present. Perhaps out of desperation more than anything, the Venezuelan 
government decided to resort to blockchain technology in an alternative 
attempt to save its crippled economy by issuing the El Petro cryptocurrency 
which is backed by its national oil reserves.43 The whitepaper for El Petro claims 
that it “will be an instrument for Venezuela’s economic stability and financial 
independence”.44 However the El Petro has been plagued by a string of issues 
most notably when the issuance of the virtual currency was declared illegal by 

40 Ibid., 98.
41 Darius McQuaid, “Venezuela Currency Crisis: Bolivar is Weaker Than Previously Thought as Value 

Plummets,” Daily Express (UK), April 5, 2018, available at: https://www.express.co.uk/finance/
city/941930/venezuela-currency-bolivar-value.

42 British Petroleum, BP Statistical Review of World Energy June 2014, June 2014, available at: 
https://www.bp.com/content/dam/bp-country/de_de/PDFs/brochures/BP-statistical-review-of-
world-energy-2014-full-report.pdf.

43 Kevin Helms, “Venezuela Announces the Creation of Oil-Backed National Cryptocurrency – the 
Petro,” NewsBitcoin, December 4, 2017, available at: https://news.bitcoin.com/venezuela-oil-
backed-national-cryptocurrency-petro/.

44 “Venezuela Petro Cryptocurrency (PTR),” White Paper, 2018, available at https://
whitepaperdatabase.com/venezuela-petro-cryptocurrency-ptr-english-whitepaper/.
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a group of aberrant lawmakers.45 

From a regulatory perspective, the Venezuelan government through the 
issuance of an order dated April 9, 2018, which was published in the Official 
Gazette, has mandated the acceptance of El Petro as legal tender for all 
government-related transactions such as those relating to taxes within 120 
days of the date of proclamation.46 Additionally, the order also provided for the 
establishment of a Cryptocurrency Treasury which will be responsible for matters 
relating to the issuance, distribution and trading of El Petro.47 

Leaving aside the political fiasco surrounding the issuance of El Petro, it is 
submitted that there is something to be learnt from the idea underlying the 
issuance of this cryptocurrency. In this regard, it can be noted that El Petro forms 
part of the Venezuelan government’s strategy to be liberated from the effects of 
sanctions imposed on it by the US government which has, whether directly or 
indirectly, caused the Venezuelan economy to be in a state of hyperinflation.48 
As part of its efforts to mitigate the effects of hyperinflation and the rapid 
depreciation of the Bolivar, the issuance of El Petro may offer some sort of a 
saving grace to the people of Venezuela. 

It can be surmised therefore that the regulatory authorities in Venezuela 
adopt an out-of-the-box approach in regulating blockchain technology 
enabled applications. In this connection, it can be noted that the underlying 
issuance structure of El Petro entails the devising of a mechanism which would 
allow the Venezuelan government to resort to the use of the technology as a 
fundraising platform with its natural oil reserves as financial asset backing. From 
the perspective of political economy, the ultimate goal behind the issuance of 
El Petro by the Venezuelan government is to circumvent the limitations and 
restrictions arising from the sanctions imposed on its local economy by the US 
government. 

Notwithstanding the deficiencies in its implementation, the underlying idea 

45 Pete Rizzo, “Venezuelan Lawmakers Declare Petro Crypto Illegal,” CoinDesk, March 7, 
2018, available at: https://www.coindesk.com/venezuelas-national-assembly-declares-petro-
cryptocurrency-illegal/.

46 Thomas Delahunty, “Petro: Within 120 Days the Token Will Become Legal Tender for All 
Government Transactions,” NewsBTC, April 12, 2018, available at: https://www.newsbtc.
com/2018/04/12/petro-within-120-days-the-digital-token-will-become-legal-tender-for-all-
transactions-involving-government-institutions/.

47 Ibid.
48 Fabiola Zerpa, “Venezuelan Hyperinflation Explodes, Soaring Over 440,000 Percent,” Bloomberg, 

January 18, 2018, available at: https://www.bloomberg.com/news/articles/2018-01-18/
venezuelan-hyperinflation-explodes-soaring-over-440-000-percent.
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of a national asset-backed cryptocurrency is theoretically sound, though perhaps 
the absence of the element of exchangeability from the purported asset-backing 
mechanism of the El Petro leaves the cryptocurrency lacking an important 
element of trust. Yet, the emergence of El Petro is a thought provoking catalyst 
as it has highlighted the plausible use of blockchain technology for the purposes 
of issuing national cryptocurrencies to circumvent the limitations and restrictions 
of the conventional global economy.

3.3.3 Asia

From a geographical perspective, Asia is the largest continent in the world. 
Historically, the economic development of Asia has been eclipsed by America 
and Europe leading to a phenomenon commonly referred to as the “Great 
Divergence”, though in the last few decades Asia has emerged as a global 
economic player with powerhouses such as China and Japan leading the way.49 
In terms of financial infrastructure, a pertinent issue is that of financial inclusion 
which is increasingly being prioritised by developing Asian economies though 
in mega countries such as India and China, the challenge of enhancing financial 
inclusion is rendered all the more challenging by the sheer geographical scale 
of coverage in addition to the massive size of the population. 

Nonetheless, as has been noted by the Asian Development Bank, financial 
inclusion is a prerequisite for financial stability and growth as part of a country’s 
efforts to sustain social and economic development.50 In this regard, the World 
Bank has opined that the dual elements of depth and efficiency are the key 
to securing financial inclusion as the presence of these elements encourages 
greater competition amongst the country’s financial services providers, thereby 
resulting in more sophisticated financial network infrastructures which in turn will 
result in the increased availability and quality of financial services.51 

From an economic perspective, Asia is the world’s manufacturing hub52 
and the continued development of Asia’s economy hinges on sustaining the 
manufacturing sectors of major developing Asian countries. Countries which 

49 Kenneth Pomeranz, The Great Divergence: China, Europe and the Making of the Modern World 
Economy (Princeton, USA: Princeton University Press, 2000).

50 Asian Development Bank Institute, Financial Inclusion in Asia (Country Surveys), 2014, available 
at: https://www.adb.org/sites/default/files/publication/159308/adbi-financial-inclusion-asia.pdf.

51 World Bank, 2014 Global Financial Development Report: Financial Inclusion (Washington, DC: 
World Bank, 2014), available at: http://siteresources.worldbank.org/EXTGLOBALFINREPORT/Re
sources/8816096-1361888425203/9062080-1364927957721/GFDR-2014_Complete_Report.pdf.

52 Peter Pham, “How Asia Has Become the World‘s Manufacturing Hub,” Forbes, November 13, 
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are manufacturing economies will generally try to manage the exchange rate 
fluctuations of their currencies due to the need to balance their importation 
costs of raw materials with their income revenue from the export of 
manufactured goods.53 An example of such a country is China which exercises 
tight capital control measures as part of its efforts to control the value of its 
national currency, the Renminbi.54 In the context of our discussions related to 
blockchain technology, it is submitted that the technology may prove to be a 
useful tool for Asia in its efforts to enhance financial inclusion and as an out-of-
the-box capital control measure.

Beginning with Southeast Asia, the two selected countries of Singapore 
and Vietnam are considered to be leading the way in terms of the regulatory 
development of blockchain technology enabled applications in this part of the 
world. With regard to Singapore, although the Monetary Authority Singapore 
(MAS) has issued a regulatory paper titled “A Guide to Digital Token Offering”55 
which provides guidance as to the manner in which Singapore’s securities laws 
may be applicable to digital tokens, there is currently no outright prohibition 
of such tokens in Singapore. It can be surmised therefore that the regulatory 
authorities in Singapore adopt a “do no harm” approach to blockchain 
technology enabled applications by allowing such applications to develop freely 
so long as they do not fall under existing regulations. 

In fact the Singaporean government appears to have embraced blockchain 
technology by launching an industrial collaborative endeavour known as Project 
Ubin under which the government will work together with industry players to 
explore the manner in which blockchain technology can be utilised for the 
purposes of clearing and settling payments and securities.56 Project Ubin aptly 
exemplifies the possible use of blockchain technology enabled applications for 
the purposes of enhancing financial inclusion. In this regard, although Singapore 

53 Chun Chang, Zheng Liu, and Mark Spiegel, Capital Controls and Optimal Chinese Monetary 
Policy, Federal Bank of San Francisco, 2013, available at: https://www.frbsf.org/economic-
research/files/wp12-13bk.pdf.

54 Marc Auboin and Michel Routa, “The Relationship Between Exchange Rates and International 
Trade: A Review of Economic Literature,” Working Paper, No. ERSD-2011-17, World Trade 
Organization Economic Research and Statistics Division, available at: https://www.econstor.eu/
bitstream/10419/57610/1/672646870.pdf.

55 See: http://www.mas.gov.sg/~/media/MAS/Regulations%20and%20Financial%20Stability/
Regulations%20Guidance%20and%20Licensing/Securities%20Futures%20and%20Fund%20
Management/Regulations%20Guidance%20and%20Licensing/Guidelines/A%20Guide%20to%20
Digital%20Token%20Offerings%20%2014%20Nov%202017.pdf.
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has a highly developed financial system, it has a considerable unbanked migrant 
population which may benefit from the use of blockchain technology enabled 
applications to enhance financial inclusion.57

As for Vietnam, this rapidly developing economy is one of the five Asian 
manufacturing countries (together with Malaysia, India, Thailand and Indonesia) 
forming the group known as Mighty-5 or MITI-V which is slated to be among the 
top fifteen manufacturing economies in the world by 2020.58 It is unsurprising 
therefore that Vietnam is at the forefront of developments related to blockchain 
technology enabled applications in Asia as blockchain-based virtual currencies 
are well-suited as a tool for currency fluctuation control. Although Vietnam has 
yet to develop any laws for virtual currencies and the State Bank of Vietnam 
has issued a decree back in October 2017 in which it was declared that such 
currencies are not recognised as legal tender in Vietnam, the Vietnamese Prime 
Minister has in April 2018 signed a directive which aimed to strengthen “the 
management of activities related to Bitcoin and other virtual currencies” which 
came as a result of an alleged fraud involving the theft of virtual currencies 
amounting to US$658 million in Ho Chi Minh City.59 It can be surmised therefore 
that the regulatory authorities in Vietnam are adopting a reactive approach to 
blockchain technology enabled applications whereby the occurrence of the 
fraudulent theft of such currencies in the capital city may mean that virtual 
currency regulations would be coming sooner rather than later.

Moving on to East Asia, China’s regulatory authorities imposed an outright 
ban on the trading of virtual currencies60 and ICOs61 back in September 
2017. In this regard, the regulatory approach towards blockchain technology 
enabled applications which will be adopted by China moving forward is yet 

57 William Suberg, “Singapore Tests Blockchain Payments for 19,000 Unbanked Migrants,” 
CoinTelegraph, October 4, 2017, available at: https://cointelegraph.com/news/singapore-tests-
blockchain-payments-for-19000-unbanked-migrants.

58 GE Reports Staff, “Unlocking the Future of Manufacturing in Asia,” GE Reports, March 19, 2018, 
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April 13, 2018, available at: https://news.bitcoin.com/vietnams-prime-minister-directs-central-
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to be seen as it is unclear for how long the ban will continue to be imposed.62 
Nonetheless in general the adoption and use by any government of blockchain 
technology enabled applications is a reflection of its approach towards, and 
understanding of, the underlying blockchain technology. Accordingly, the 
manner in which regulations of blockchain technology enabled applications in 
any particular jurisdiction are likely to develop moving forward can be gleaned 
from the policies adopted by the relevant government towards the use of such 
applications.

In May 2018, it was announced that China’s Ministry of Industry and 
Information Technology (MIIT) is proposing to boost its participation in the 
TC 307 Commission of the International Organization for Standardization 
which deals with the development of international standards for blockchain 
technology as part of the Ministry’s efforts to establish national standards to 
facilitate the development of the technology in the country.63 It is notable that 
China’s 13th Five Year Plan (2016–2020) includes plans for the development of 
futuristic technologies such as blockchain and the People’s Bank of China (PBC) 
has carried out tests for a virtual currency it has developed for the purpose 
of scaling the number of financial transactions carried out on a daily basis in 
China.64 

Additionally, the China Academy of Information and Communications 
Technology which is a research institution falling under the purview of the MIIT 
has established the Trusted Blockchain Open Lab which functions as a research 
facility for the development of blockchain technology in China.65 Given China’s 
massive population size and geographical scale, blockchain technology enabled 
applications may prove to be a useful tool for the purposes of “banking the 
unbanked” amongst the Chinese population. It can be surmised therefore that 
blockchain technology does have a role to play in China’s development plans 
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moving forward and it can be argued that the regulatory approach adopted 
by the regulatory authorities in China towards blockchain technology enabled 
applications is likely to shift from outright prohibition to a friendlier approach 
in times to come.

Following on with the preceding discussions, we come to the regulatory 
position of virtual currencies in South Korea and Japan both of which have 
established regulations for virtual currency exchanges. With regard to South 
Korea, the government has in January 2018 released a set of guidelines66 
which virtual currency exchanges and banks have to comply with as part of their 
dealings with such currencies. In this regard, it can be noted that the guidelines’ 
requirement for the use of a real-name account system would mean that 
anonymous trading of virtual currencies is no longer allowed in South Korea. 

As for Japan, the Financial Services Agency (FSA) has in April 2018 tightened 
its regulations for virtual currency exchanges in response to the Coincheck 
theft which resulted in losses amounting to US$530 million.67 Among the newly 
introduced measures which virtual currency exchanges would have to comply 
with are the daily monitoring of the balances of customer accounts for any sign 
of diversion, separation of system development roles from asset management 
roles to prevent any manipulation for personal gains by employees and the 
introduction of a two-step screening process for the approval of exchange 
licenses involving the submission of documents followed by site inspections by 
agency personnel for the purposes of operations examination and employee 
verification.68 As the use of blockchain technology grows increasingly 
sophisticated, it is inevitable that regulations would need to keep up with 
the pace of development. In the context of South Korea and Japan, it can be 
surmised that the regulatory authorities adopt a due compliance and disclosure-
based approach to blockchain technology.

In the Middle East, countries such as Dubai, Qatar and the United Arab 
Emirates (UAE) are increasingly jumping on the blockchain bandwagon. Starting 
off with Qatar, the Commercial Bank of Qatar has successfully completed tests 

66 Kevin Helms, “South Korea Releases Official Guidelines for Cryptocurrency Exchanges and 
Banks,” NewsBitcoin, January 24, 2018, available at: https://news.bitcoin.com/south-korea-
releases-official-guidelines-cryptocurrency-exchanges-banks/.
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requirements-for-crypto-exchanges-to-prevent-another-coincheck/.

68 Ibid.



77

on a blockchain prototype which facilitates international remittances.69 Moving 
on to Dubai, the Dubai Blockchain Strategy (DBS)70 entails the incorporation 
and use of blockchain technology in a holistic and all-encompassing manner. 
Under the first pillar of the DBS, blockchain technology would be utilised for 
government transactions whereby such transactions would be carried out 
using paperless digital layers.71 The second pillar of DBS entails the use of 
blockchain technology in the private sector particularly in industries such as 
banking, healthcare, electronic commerce, financial technology and tourism 
whereby industry players would be able to use a blockchain-based system to 
generate and take advantage of business opportunities.72 The third pillar of DBS 
entails cooperation between Dubai’s Customs Department with its international 
counterparts to develop a Global Trust Network which will provide ease of entry 
and technological facilities to international travellers visiting Dubai whereby 
such travellers would enjoy benefits such as pre-approved passports and visas, 
enhanced intra-city mobility as a result of pre-approved driver licenses and car 
rentals, as well as financial convenience with the availability of pre-authenticated 
temporary digital wallets.73 

The UAE also has something similar to DBS in the form of Emirates 
Blockchain Strategy 202174 through which the UAE government plans to 
harness the use of blockchain technology by deploying a blockchain-based 
platform which would be responsible for the execution of 50% of governmental 
transactions by the year 2021.75 The implementation of the Strategy is expected 
to result in cost and time savings amounting to United Arab Emirates dirham 
11 billion and 77 million man hours per year.76 It can be surmised therefore that 
the Middle Eastern countries are acutely aware of the fact that the potentialities 
with regard to the use of blockchain technology enabled applications transcend 
far beyond virtual currencies. The laying out of policy plans for the use of 
blockchain technology enabled applications for governmental administration 
and business operations would inevitably necessitate the passing or amending 
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of the relevant laws and regulations to accommodate the changes brought 
about by the implementation of such plans. At the very least it amounts to an 
official recognition of the validity and viability of blockchain technology enabled 
applications which in turn amounts to an affirmation of the legality of the use of 
such applications in the respective jurisdictions. 

On the financial investment front, it is notable that the Financial Services 
Regulatory Authority (FSRA) of the UAE has issued a guideline on virtual 
currencies and ICO tokens77 which provides that virtual currencies do not have 
the status of legal tender but instead are legally similar to physical commodities. 
Although virtual currencies are currently not subject to regulation, the FSRA’s 
capital market director was quoted as saying that they are “open to carving 
virtual currencies into the regulated space” and that they are working with 
Japan’s FSA in this respect.78 With regard to ICO tokens, the guideline provides 
that such tokens would only be subject to regulation if they fall within the ambit 
of securities under UAE laws.79 

It can be surmised therefore that the regulatory authorities in the jurisdictions 
of the Middle East generally adopt a policy-based approach to blockchain 
technology enabled applications. In this regard the key takeaway from the 
approaches adopted by these regulatory authorities is that the possibilities 
for the use of blockchain technology are indeed immense and wide-ranging 
wherefore it would be short-sighted for any regulator to limit its range of focus 
to the financial and investment aspects of blockchain-related uses though it is 
conceded that the uses of the technology in connection with these aspects are 
the areas for which regulations are most required.

3.3.4 Europe

The European continent has a total of 50 countries of which 28 are members 
of the EU80 and who are obliged to comply with the directives and regulations 
issued by the EU. Accordingly, it can be surmised that the approach adopted 
by the EU with regard to the regulation of blockchain technology enabled 
applications in general, and virtual currencies in particular, is likely to shape the 
regulatory landscape for such applications in most of Europe. In this connection 
it is notable that the Members of the European Parliament (MEPs) had on April 

77 See: https://www.adgm.com/media/192772/20171009-fsra-guidance-for-icos-and-virtual-
currencies.pdf. 
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19, 2018 voted in favour of a fifth round of amendments to the “EU’s Anti-
Money Laundering Directive” (Directive) whereby the underlying objectives of 
the amendments were to address the issues brought about by the anonymous 
nature of cryptocurrency-related transactions.81 The amendments provide for 
the registration of cryptocurrency exchanges, platforms and wallet providers 
with the relevant authorities in addition to obliging such parties to incorporate 
due diligence measures for customer verification purposes as part of their 
operations.82 It is notable that the underlying reasons for the making of the 
amendments were the 2015 and 2016 terrorist attacks in Paris and Brussels as 
well as the Panama Paper leaks.83 

As one MEP Judith Sargentini aptly put it, billions of euros are lost annually 
to illegal activities such as terrorism financing and taxation fraud.84 However 
as the Directive is only a directive, as opposed to a regulation, it merely sets 
out the goals to achieve by EU member states with regard to the regulation 
of virtual currencies in order to prevent the use of such currencies for illegal 
purposes.85 Accordingly EU member states have the leeway to determine the 
precise manner in which the goals are to be achieved, i.e., the legislation passed 
by the member states to give effect to the Directive can have a certain a degree 
of flexibility to suit the prevalent conditions of the financial investment markets 
in the respective member states.

From a global perspective, it is notable that France and Germany both of 
which are EU member states had submitted a joint proposal for the introduction 
of virtual currency regulations during the G20 summit held in Argentina in 
March 2018,86 though the summit ended without the introduction of any 
such regulations. In the discussions outcome published in the “Communiqué: 
Finance Ministers & Central Bank Governors, 19-20 March 2018, Buenos 
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Aires, Argentina”,87 the delegation of central bankers placed emphasis on 
the technological innovations of virtual currencies and concluded that the 
introduction of new regulations for such currencies would not be necessary.88 
It appears therefore that, unlike the EU Parliament, the G20 summit paid 
deference to the possible stifling effect on innovation that new regulation might 
bring.

On the domestic front, two notable EU countries namely France and 
Germany have put in place regulations for virtual currencies in their respective 
jurisdictions notwithstanding the decision of fellow G20 members not to adopt 
their joint proposal for the introduction of streamlined group-wide regulations 
for such currencies. Starting off with France, the French government has 
published an order in December 201789 which contains provisions for the 
regulation of matters pertaining to blockchain technology enabled applications 
in particular allowing issuers of unlisted securities to utilise blockchain-based 
platforms by registering such securities on distributed ledgers whereby 
securities registered in such a manner would have the same legal effect as 
securities issued in a conventional manner.90 

As for Germany, the Federal Financial Supervisory Authority (BaFin) laid down 
authorisation requirements for the operators of virtual currency platforms and 
exchanges whose services are similar to the principal broking services under the 
German Commercial Code.91 The opinion also clarified that virtual currencies do 
not have legal tender status in Germany.92 However, on February 27, 2018 the 
German Ministry of Finance signed a decree which recognised virtual currencies 
as a legally recognised form of payment, i.e., legal tender and subjected to 
tax if utilised for such purposes. It should be noted however that transactions 
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involving the purchase of virtual currencies, exchanges of one type of virtual 
currency for another and conversion of such currencies into fiat money are tax-
exempted.93 

Given that both France and Germany have submitted a joint proposal to 
the G20 summit for the introduction of the regulations for virtual currencies, it 
is unsurprising that they have introduced such regulations in their respective 
jurisdictions. Based on the discussions above, it can be surmised that the EU 
adopts an incremental regulatory approach to blockchain technology enabled 
applications based on its assessment of the risk levels entailed by the use of 
such applications, whereas the approach of the regulatory authorities in the 
jurisdictions of its member states may range from facilitative to heavy handed.

An EU jurisdiction which has significantly embraced blockchain technology is 
Estonia in its drive to create “a new digital nation” known as e-Estonia using the 
technology.94 In this regard, Estonia has made major headway in its adoption 
of blockchain technology as part of its public services delivery mechanism 
whereby healthcare and other legal records are stored in blockchain-based 
data registries.95 Additionally, Estonia’s e-Residency program allows people 
from all around the world to be an e-resident of the country thereby providing 
the avenue for non-EU residents to establish a business in Estonia, i.e., an EU 
company in order to penetrate the EU market.96 Moreover as Estonia is also a 
member of the North Atlantic Treaty Organization (NATO) and the OECD, the 
e-Residency program would also effectively provide an avenue for people from 
jurisdictions which are not part of NATO and OECD to establish an Estonian 
company in order to leverage on the policies of these organisations.97 

From a political governance perspective, Estonia has put in place the i-Voting 
platform which utilises blockchain technology to enable Estonian residents to 
exercise their voting rights from anywhere in the world.98 The use of blockchain 
technology in this regard is ideal as the anonymous nature of the technology 
protects the identity of the voters, the decentralised nature of the technology 
ensures that the system is free from governmental intervention while the 
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immutable nature of the technology warrants the results of the election to be 
tamper-proof. It can be surmised therefore that regulatory authorities of Estonia 
adopt a holistic and all-encompassing approach to blockchain technology by 
deploying the technology for various aspects of the public services delivery 
mechanism thereby necessitating changes to the relevant domestic laws and 
regulations in order to accommodate the use of the technology as part of the 
mechanism.

Another notable European jurisdiction with regard to the regulation of 
blockchain technology enabled applications albeit one which is not a member 
of the EU is Switzerland. It is well-known that Switzerland is a tax haven due 
to its favourable taxation laws. Additionally Switzerland is also home to a 
blockchain innovation ecosystem known as the “Crypto Valley of Zug” which is 
a hotbed for ICO projects in Europe and in which payments for local services 
such as public transportation can be made using Bitcoins.99 In this regard, it 
can be noted that the Crypto Valley Association of Switzerland has adopted 
a self-regulatory approach by coming up with its own code of conduct which 
sets out the requisite procedures to be complied with by the organiser of any 
ICO project.100 The code of conduct goes hand-in-hand with the regulatory 
guidance titled “Regulatory Treatment of Initial Coin Offerings” issued by the 
Swiss Financial Market Supervisory Authority (FINMA)101 on September  29, 
2017 which provides that although there is no specific regulation of ICOs in 
Switzerland, such offerings are required to comply with anti-money laundering, 
terrorist financing, banking, securities and collective investment scheme laws. 

This was followed by the publication of a set of guidelines102 issued on 
February 16, 2018 which discussed the specific details relating to the application 
of the abovementioned laws to ICOs in Switzerland as well as the manner in 
which the provisions should be complied with. It can be surmised therefore that 
the focal point of blockchain technology enabled applications in Switzerland 

99 Jean-Pierre Buntinx, “Swiss Authorities Indecisive on Zug’s Crypto Valley,” NewsBTC, March 20, 
2018, available at: https://www.newsbtc.com/2018/03/20/swiss-authorities-remain-fence-crypto-
valley-zug/.

100 “Mission and Policy Framework,” Crypto Valley, available at: https://cryptovalley.swiss/
codeofconduct/.

101 FINMA, “FINMA Guidance 04/2017 Regulatory treatment of initial coin offerings,” 
September 29, 2017, available at: https://www.finma.ch/en/~/media/finma/dokumente/
dokumentencenter/myfinma/4dokumentation/finma-aufsichtsmitteilungen/20170929-finma-
aufsichtsmitteilung-04-2017.pdf.

102 FINMA, “Guidelines for Enquiries Regarding the Regulatory Framework for Initial Coin Offerings 
(ICOs),” February 16, 2018, available at: https://www.finma.ch/en/~/media/finma/dokumente/
dokumentencenter/myfinma/1bewilligung/fintech/wegleitung-ico.pdf?la=en.
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is in the domain of ICOs whereby the regulatory approach adopted by the 
Swiss regulatory authorities entails a combination of self-regulation coupled 
with regulatory guidance. As Switzerland is not a member of the EU, it has 
complete autonomy in deciding the proper approach towards the regulation of 
blockchain technology enabled applications within its jurisdiction, in particular 
for ICOs. Therefore its regulatory authorities can adopt a liberal business friendly 
approach to such applications

Moving on, we come to the United Kingdom, notably the offshore territory 
jurisdictions of Gibraltar and the Isle of Man, in addition to Great Britain itself. 
With regard to Great Britain, in 2015 the Government’s Chief Scientific Adviser 
published a report titled Distributed Ledger Technology: Beyond Block Chain103 
which contained recommendations to the government for the use of blockchain 
technology enabled applications in various areas ranging from governance 
to security and privacy. As for the offshore territories, the Gibraltar Financial 
Services Commission (GFSC) has in January 2018 introduced its “Distributed 
Ledger Technology Regulatory Framework”104 which sets out regulatory 
principles including those pertaining to corporate governance standards and 
requisite AML/CFT preventive measures to be complied with by any business 
operating in Gibraltar using blockchain technology enabled applications to store 
or transmit value belonging to others. 

The regulatory approach adopted by the GFSC can be said to be that of a 
principle-based approach whereby the regulators set out the general principles 
which are required to be complied with by blockchain businesses. This enables 
the use of blockchain technology enabled applications to be regulated in 
a macro manner while limiting the risks of stifling the development of such 
applications. Another offshore territory which has adopted the principle-based 
regulation is the Isle of Man whose Gambling Supervision Commission had 
published its “AML/CFT Guidance for Virtual Currencies”105 which sets out the 
principles relating to the application of anti-money laundering and counter-
terrorism financing preventive measures to virtual currencies. 

103 UK Government Chief Scientific Adviser, Distributed Ledger Technology: Beyond Block Chain, 
London: Government Office for Science, 2016, available at: https://assets.publishing.service.
gov.uk/government/uploads/system/uploads/attachment_data/file/492972/gs-16-1-distributed-
ledger-technology.pdf.

104 GFSC, “Distributed Ledger Technology Regulatory Framework (DLT framework),” available at: 
http://www.gfsc.gi/dlt.

105 Isle of Man Gambling Supervision Commission, “AML/CFT Guidance for Virtual Currencies,” May, 
2017, available at: https://www.gov.im/media/1356960/aml-guidance-notes-virtual-currencies.
pdf.
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On the financial front, the Financial Services Authority (FSA) issued an 
opinion back in March 2014 that virtual currency exchanges are not subject to 
any licensing requirements as they do not fall under any regulations in the Isle of 
Man jurisdiction.106 Nonetheless, this position changed in April 2015 when the 
Proceeds of Crime (Business in the Regulated Sector) Order 2015107 amended 
Schedule 4 to the Proceeds of Crime Act 2008 to bring certain virtual currency 
businesses under the oversight of the FSA which is tasked with ensuring that 
such businesses duly comply with the provisions of the “Anti-Money Laundering 
and Countering the Financing of Terrorism Code 2015” which adopts a rule-
based regulatory approach by setting out compliance requirements in a detailed 
manner. 

In order to enhance its attractiveness as an offshore financial center, the 
FSA announced in September 2017 that it was in the process of establishing 
a virtual currency friendly framework which has been dubbed the “Isle of Man 
Registered Designated Business ICO”.108 In terms of legislative approach, 
Bermuda has gone one step further by enacting the Virtual Currency Business 
Act 2018109 which provides for, among other things, the licensing requirements 
of virtual currency businesses as well as the accounting and auditing compliance 
obligations of such businesses. The underlying purpose of the enactment by 
the Bermuda Monetary Authority is to “provide legal certainty to companies 
looking to conduct ICOs in Bermuda”.110 It can be surmised therefore that the 
United Kingdom and its dependencies are general receptive and accepting of 
blockchain technology enabled applications whereby the offshore territories 
in particular are wary of the fact that any failure on their part to properly 
accommodate the use of such applications may be detrimental to their 
attractiveness for foreign investors as an offshore financial centers.

106 Robert Davis, “Isle of Man Welcomes Digital Currency Exchanges 'No License Required’,” 
CoinDesk, March 28, 2014, available at: https://www.coindesk.com/isle-man-welcomes-digital-
currency-exchanges-license-required/.

107 See: https://www.gov.im/media/470633/proceedsofcrime-businessintheregulatedsector-
order2015-final.pdf.

108 Stan Higgins, “ICOs Welcome: Isle of Man to Unveil Friendly Framework for Token Sales,” 
CoinDesk, September 20, 2017, available at: https://www.coindesk.com/icos-welcome-isle-of-
man-to-unveil-friendly-framework-for-token-sales/.

109 See: http://www.bma.bm/document-centre/notices/Notices/Virtual%20Currency%20Business%20
Act%202018.pdf.

110 “Regulation of Virtual Currency Business Paper,” Bernews, April 16, 2018, available at: http://
bernews.com/2018/04/bma-regulation-virtual-currency-business/.
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3.4  Conclusion

In sum, there is no one-size-fits-all approach to the regulation of blockchain 
technology enabled applications in general, and virtual currencies in particular, 
as the social conditions and financial investment market parameters in the 
regulatory jurisdictions around the world differ from jurisdiction to jurisdiction. 
Nonetheless, the general rule of thumb is that most jurisdictions are adopting 
a wait-and-see approach as blockchain technology is still a relatively new 
technology. Even those jurisdictions which have issued regulations or guidelines 
generally adhere to the do-no-harm approach by introducing policy-based 
regulations and guidelines for fear of stifling the potential for the development 
of blockchain technology in their respective jurisdictions. It can be noted 
however that most jurisdictions have issued public warnings to its citizens about 
the risks of investing in virtual currencies which is unsurprising given the need to 
protect local financial investment markets from any systemic shock which may 
occur if there is large public uptake of virtual currencies and then a failure of 
the currencies.

In this regard, Malaysian regulators may take guidance from the regulatory 
approaches to blockchain technology enabled applications which have been 
adopted by jurisdictions around the world. As the Greek philosopher Heraclitus 
was once quoted as saying, “there is nothing permanent except change”. 
Accordingly, as the full potential of blockchain technology comes to fruition, 
our regulators should be astute enough to adjust their regulatory approach to 
accommodate the changes it brings about. In this manner, our regulators will 
be able to properly leverage on the multifarious forms of blockchain technology 
enabled applications for the purposes of facilitating the economic development 
of our local financial investment market. The effective adoption by our regulators 
of an optimal approach to the regulation of blockchain technology enabled 
applications may render such applications to be the spear of destiny in our 
quest to achieve global financial competitiveness as a developed nation.
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Chapter 4A

INITIAL COIN OffERINgS 

4A.1 Introduction 

On January 9, 2018, the Securities Commission of Malaysia (SC) issued a cease 
and desist order to CopyCash Foundation (CC Foundation) which was planning to 
launch an Initial Coin Offering (ICO) of its CopyCashCoin (CCC) for its CopyCash 
ecosystem (CC Scheme) in Malaysia.1 The order prohibited the CC Foundation 
from carrying out any related promotional events. In its press release statement, 
the SC justified the order on the reasonable likelihood that the proposed ICO 
would contravene Malaysian securities laws. The SC also reiterated its caution to 
investors regarding the risks of fraud associated with ICOs.2 

Though blockchain as a technology should not be regulated, this chapter 
contends that ICOs as one of the applications derived from this technology 
should be within certain parameters of regulatory controls. However, from the 
order and official statements issued by the SC, it is clear that the regulator is yet 
to firmly commit to the legal status of ICOs. This state of legal uncertainty begs 
the question as to how one would assess whether digital tokens are within the 
reach of securities regulations. 

Can digital tokens and ICOs fit easily and squarely into the existing Malaysian 
securities regulatory framework? Assuming that they can, would the existing 
framework address the legitimate needs and concerns of the ICO market? 
In particular, would the existing approval scheme and disclosure regime on 
securities offerings be suitable for ICOs? If it is not suitable, is a completely new 
framework necessary or will modifications to the existing regulatory framework 
or principles adequately achieve market efficiency and investor protection?

1 Securities Commission Malaysia, “SC Issues Cease and Desist Order to CopyCash Foundation,” 
Media Statement, 2018, available at: https://www.sc.com.my/post_archive/sc-issues-cease-and-
desist-order-to-copycash-foundation.

2 Securities Commission Malaysia, “Media Statement on Initial Coin Offerings,” Media Statement,  
2017, available at: https://www.sc.com.my/post_archive/media-statement-on-initial-coin-offerings; 
and Securities Commission Malaysia, “Cautionary Statement on Initial Coin Offerings,” Media 
Statement, 2018, available at: https://www.sc.com.my/post_archive/cautionary-statement-on-
initial-coin-offerings.
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These pressing uncertainties in the regulation of digital tokens and ICOs are 
a product of the changing nature of fundraising for investment products brought 
by ICOs since securities were first offered over 400 years ago. The capital 
market is currently undergoing a dramatic transformation with what some are 
calling the Fourth Industrial Revolution that is heralding a new wave of wealth 
creation. The funding schemes initiated by the Dutch East India Company, in 
March 16023 and the Decentralised Autonomous Organisation (The DAO) in 
May 2016,4 shared one common goal – to generate capital for their business 
and projects by turning to the public at large with the launch of the initial 
offering. But in reaching that goal, the design and execution of the capital 
financing scheme varies greatly due to the digital technology advancement. 
IPOs are now being disrupted by the ICOs. 

During 2017, publicly traded digital tokens sharply increased from US$10 
billion to over US$550 billion.5 2017 was in fact an exciting year in financial 
markets not merely on the investment side but also from the regulatory side. 
Various approaches to regulating ICOs can be observed around the globe. In 
some countries, ICOs fall within the regulated regime either through an outright 
ban6 or by specific regulatory requirements.7 Many jurisdictions however are still 
studying the ICO market and formulating the requisite regulatory approach with 
a few regulators examining ICOs within its existing securities regulations8 while 

3 This is the first public issuance and offering of tradeable securities as a capital raising exercise in the 
world. The Dutch East India Company raised nearly 6.5 million guilders, which today is equivalent 
to US$3.1 million, from about 1,800 shareholders by August 1602. For VOC, the capital financed 
its expeditions for oceanic trade with Asia. See, Ron Harris, “Trading with Strangers: The Corporate 
Form in the Move from Municipal Governance to Overseas Trade," Conference Paper, Economic 
History Seminar, Stanford University, December 6, 2016, available at: https://economics.stanford.
edu/sites/default/files/trading_with_strangers_for_stanford_law_history_workshop1.pdf.

4 The DAO platform was crowdfunded through the sales of more than 1 billion tokens worth 
approximately US$160 million. For The DAO, the capital financed the proposals put forward by 
investors as voted by its token holders on its platform. See, “The DAO Raises More Than $117 
Million in World’s Largest Crowdfunding to Date,” Bitcoin Magazine, May 16, 2016, available 
at: https://bitcoinmagazine.com/articles/the-dao-raises-more-than-million-in-world-s-largest-
crowdfunding-to-date-1463422191. “On 18 June 2016, The DAO was hacked resulted in the 
loss of 3.6m ether. A soft fork to stop the stolen funds from being spent was proposed but never 
implemented as a bug was discovered within the protocol. On 20 July 2016, with 89% voting, 
a hard fork took place with the creation of Ethereum Classic (ETC) to return all the ether stolen 
where investors in The DAO could make refund requests for lost ether.” Emma Avon, “The DAO 
Hack - What Happened and What Followed?,” CoinCodex, November, 2017, available at: https://
coincodex.com/article/50/the-dao-hack-what-happened-and-what-followed.

5 Coinmarketcap, “Top 100 Cryptocurrencies by Market Capitalization,” available at: https://
coinmarketcap.com.

6 See fn. 11 and 12.
7 See fn. 18 and 19.
8 See fn. 1, 10, 13, 14, 15, 16, 17 and 18.
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some are merely issuing cautionary statements.9 

The perception within the Fintech community on the lawless state of ICOs was 
transformed by the United States Securities and Exchange Commission’s (SEC) 
investigative report issued on July 25, 2017 which concluded that distributed 
ledger tokens issued by The DAO constituted an investment contract and therefore 
securities under the US Securities Act of 1933.10 Though it was made clear in 
the SEC report that not every digital token sale is a security offering, the ruling 
crystallised the prior uncertainty in the legal position on compliance with specific 
legal requirements on issuance of digital tokens which are classified as securities.

After less than two (2) months from the issuance of the SEC report, China’s 
central bank, The People’s Bank of China (PBC) went a step further by imposing 
a regulatory ban on all ICO activity in China, announcing that ICOs has seriously 
disrupted the economic and financial order.11 Neighbouring South Korea followed 
a couple of weeks later with its Financial Services Commission (FSC) announcing a 
blanket ban on ICOs particularly as a result of concern for financial scams.12 The SEC 
also undertook enforcement actions against many ICOs including, the PlexCoin,13 
Munchee,14 and Centra.15 

9 See fn. 2, 21 and 22.
10 Securities Exchange Commission, “Report of Investigation Pursuant to Section 21(a) of the 

Securities Exchange Act of 1934: The DAO,” Release No. 81207, July 25, 2017, available at: 
https://www.sec.gov/litigation/investreport/34-81207.pdf.

11 “Public Notice of the PBC, CAC, MIIT, SAIC, CBRC, CSRC and CIRC on Preventing Risks of 
Fundraising through Coin Offering,” People’s Bank of China, 2017, available at: http://www.pbc.
gov.cn/english/130721/3377816/index.html

12 “Holding Joint TF for virtual currency-related institutions,” Financial Services Commission of 
Korea, 2017, available at: http://www.fsc.go.kr/info/ntc_news_view.jsp?bbsid=BBS0030&page=
1&sch1=&sword=&r_url=&menu-=7210100&no=32085.

13 Lacroix and PlexCorps marketed and sold securities called PlexCoin on the internet to investors 
in the US and elsewhere, claiming that investments in PlexCoin would yield a 1,354% profit in 
less than 29 days. The SEC charged Lacroix, Paradis-Royer and PlexCorps with fraud, and Lacroix 
and PlexCorps with failing to register under the US federal securities laws. See, the filing by the 
SEC as available at: https://www.sec.gov/litigation/complaints/2017/comp-pr2017-219.pdf.

14 Munchee planned to raise US$15 million to fund the growth of its restaurant review app by 
selling MUN tokens and in its white paper represented that MUN tokens could rise in value and 
be traded on a secondary market. The SEC issued a cease and desist order as MUN tokens were 
in fact securities despite being marketed as “utility tokens” only. See, the order by the SEC as 
available at: https://www.sec.gov/litigation/admin/2017/33-10445.pdf.

15 Centra offered and sold CTR Token and allegedly claimed to offer a debit card backed by Visa 
and MasterCard that would allow users to instantly convert hard-to-spend cryptocurrencies into 
US dollars when in fact Centra had no relationships with Visa or MasterCard. The SEC charged 
the owners of Centra, Sharma and Farkas with violating the anti-fraud and registration provisions 
of the federal securities laws. See, the filing by the SEC as available at: https://www.sec.gov/
litigation/complaints/2018/comp-pr2018-53.pdf.
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Despite strong regulatory messages sent across the globe, ICOs still remain 
promising to some regulators. The Japanese Financial Services Agency (FSA) 
indicated in late September 2017 that it would not ban ICOs, though they 
later clarified in October that they do not rule out the possibility of ICOs falling 
within the scope of its Payment Services Act or Financial Instruments and 
Exchange Act.16 Also in late September 2017, the Australian Securities and 
Investment Commission (ASIC) released on its website an information sheet 
detailing the potential application of the Corporations Act 2001 to businesses 
considering ICOs to raise capital.17 In Southeast Asia, the Monetary Authority 
of Singapore (MAS) issued securities law guidelines on digital token offerings in 
mid-November 2017.18 

The Financial Services Regulatory Authority of Abu Dhabi (FSRA) has 
published ICO guidelines for regulating digital tokens that exhibit the 
characteristics of a security within the ambit of its “Financial Services and 
Markets Regulations 2015”.19 The Government of Gibraltar (HMGoG) and the 
GFSC on February 12, 2018 publicly announced a plan to introduce regulations 
(claimed to be the world’s first regulatory framework specifically for ICOs) on 
the promotion and sale of digital tokens created and traded using blockchain 
in and from Gibraltar.20 

The United Kingdom, through the FCA has since September 2017, issued 
a consumer warning about the risk of ICOs.21 Similarly, in Malaysia, the SC 
since early September 2017 has cautioned investors on the risk associated with 

16 Financial Services Authority of Japan, “Initial Coin Offerings (ICOs) - User and Business Operator 
Warning about the Risks of ICOs," 2017, available at: http://www.fsa.go.jp/policy/virtual_
currency/07.pdf.

17 Australian Securities & Investments Commission, “Initial Coin Offerings," Information Sheet, no. 
225, 2017, available at: https://www.asic.gov.au/regulatory-resources/digital-transformation/
initial-coin-offerings.

18 Monetary Authority of Singapore, “A Guide to Digital Token Offerings," 2017, available at: http://
www.mas.gov.sg/~/media/MAS/Regulations.

19 Abu Dhabi Global Market, “Guidance for ICOs and Virtual Currencies," 2017, available at: 
https://www.adgm.com/media/192772/20171009-fsra-guidance-for-icos-and-virtual-currencies.
pdf.

20 Gibraltar Financial Services Commission, “HM Government of Gibraltar and the Gibraltar 
Financial Services Commission Announce Plans for Token Legislation," 2018, available at: http://
www.gfsc.gi/news/hm-government-of-gibraltar-and-the-gibraltar-financial-services-commission-
announce-plans-for-token-legislation-272.

21 Financial Conduct Authority, “Consumer Warning about the Risks of Initial Coin Offerings 
(‘ICOs’)," September 12, 2017, available at: https://www.fca.org.uk/news/statements/initial-coin-
offerings.
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ICOs.22 It was also reported that the SC is currently working hand-in-hand with 
the BNM on formulating a cryptocurrency framework for Malaysia, details of 
which have yet to be disclosed to the public.23  

Against this background, this chapter examines the possible legal position of 
ICOs and digital tokens within the existing Malaysian securities legal framework. 
This chapter will compare the legal stance on ICOs in two other jurisdictions 
namely the US and Australia.24 This chapter suggests that digital tokens may 
fall within the ambit of “securities” under the Capital Market and Services Act 
2007 (CMSA) and therefore ICO activities within Malaysia may need to comply 
with the approval process and disclosure requirements. This chapter then sets 
out arguments for and against the application to ICOs of some of the regulatory 
requirements under the CMSA then provides five (5) recommendations in 
relation to the regulatory framework on ICOs for Malaysia.    

Following this introduction, this chapter proceeds in five (5) sections. Section 
4A.2 briefly describes the four (4) main categories of digital tokens in the ICO 
market. The focus of this section is on the digital tokens that may fall within the 
realm of “securities” under securities laws. Section 4A.3 explains the Malaysian 
securities regulations that may be relevant to ICOs, with brief comparison to 
the legal position in Australia and the US. Section 4A.4 explores the viability of 
the existing regulatory requirements on approval and disclosure requirements 
as applied to ICOs including the enforcement issues. Section 4A.5 concludes by 
offering suggestions to create a compliant investment environment in Malaysia 
without compromising market efficiency and investor protection. 

4A.2  Digital Tokens in the ICO Market 

4A.2.1 Overview on ICO 

An ICO is an alternative source of funding outside of traditional financial 
markets. An ICO is a crowdfunding drive akin to an IPO through the issuance 
of digital tokens to fund a development project of a product or service. The 

22 Securities Commission, “Media Statement on Initial Coin Offerings," 2017, available at: https://
www.sc.com.my/post_archive/media-statement-on-initial-coin-offerings.

23 Securities Commission, “Bank Negara Working on Cryptocurrency Guidelines,” The Star, 
November 7, 2017 available at: https://www.thestar.com.my/business/businessnews/2017/11/07/
plan-for-cryptocurrency-sc-bank-negara-working-on-cryptocurrency-guidelines.

24 The US is chosen for comparison given that it is one of the leading jurisdictions in the legal 
interpretation of digital tokens within the context of securities regulations. Australia is chosen 
for comparison as the existing Malaysian securities laws were formulated with heavy guidance 
from Australian securities laws.
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project can be blockchain-related or otherwise.25 An ICO is run by a project 
team comprising of individuals or a legal entity normally a start-up business 
often legally structured as a foundation. 

An ICO is typically a worldwide public offering though lately there has 
been practice in excluding non-permissive jurisdictions26 and in isolated cases, 
targeting only accredited investors.27 Sometimes, an ICO is also used not only 
for project financing but as a means to put a new digital token in circulation so 
subscribers to the digital token can exchange the digital token for the service 
offered by the issuer.28 This alternate purpose describes the recent development 
of token airdrops in the ICO market. An airdrop is the distribution of digital 
tokens by an issuer without any cost to the investor.29 This chapter however only 
deals with ICOs as a capital fundraising exercise. 

Almost all ICO campaigns are accompanied by a white paper, a document 
that functions like a prospectus to disclose relevant information so that all investors 
can equally make informed investment decisions. A white paper outlines the 
development project including the product and services description, the protocol 
and network, and the development strategy and roadmap so that investors can 
assess the potential of the development project upon launching and its long-term 
viability.30 A white paper also details the digital tokens being offered particularly 
their characteristics and functionalities so that investors know their rights as token 
holders.31 A list of project team members and advisors will normally be included in 

25 Iris M. Barsan, “Legal Challenges of Initial Coin Offerings (ICO)," Revue Trimestrielle de Droit 
Financier, 3 (2017): 54-65.

26 A number of recent ICOs (such as Datum, Covesting and Loci) include in their white paper a 
disclaimer and restriction of participation in the ICO for investors who are citizens or residents 
(tax or otherwise) of the US, People’s Republic of China and South Korea following the 
enforcement actions or regulatory ban on ICOs from these jurisdictions. See fn. 10, 11 and 12 
above.

27 A number of ICOs (such as Filecoin, Telegram and Kodak) were only offered to accredited 
investors. Accredited investors are those who meet certain requirements as defined the 
respective securities regulations. In Malaysia, accredited investors are those prescribed in 
Schedules 6 and 7 of the CMSA 2007 including sophisticated investors of high-net worth 
individuals (net assets of RM3m), high-net worth entities (net asset of RM10m).

28 Iris M. Barsan, “Legal Challenges of Initial Coin Offerings (ICO)”.
29 Brady Dale, “So Long ICOs, Hello Airdrops: The Free Token Giveaway Craze Is Here," Coindesk, March 

16, 2018, available at: https://www.coindesk.com/long-icos-hello-airdrops-free-token-giveaway-craze.
30 See, Monetha, “Monetha: White Paper,” White Paper, available at: https://ico.monetha.io/

Monetha_WP.pdf. Monetha is a blockchain payment system that has collected US$37 million in 
just 18 minutes, which outlines the project’s working plan and fund utilisation.

31 See, Protocol Labs, “Filecoin: A Decentralized Storage Network,” White Paper, August 14, 2017, 
https://filecoin.io. Filecoin, is a distributed file storage system with a record-setting US$251 
million in ICO fundraising that includes a section describing the filecoin token entails.
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a white paper to show the credibility of the project development.32 Section 4A.4 
of this chapter further elaborates on the recommended contents of a white paper. 

Upon the launching of an ICO, ICO tokens are offered to investors in 
exchange for other digital tokens such as Bitcoin33 and ether34 (only in rare 
cases is fiat accepted). An investor must first sign up to the ICO. An investor 
with stored Bitcoin or ether in the investor’s digital wallet then sends the amount 
of the requested digital token to the designated smart contract address of the 
issuer either immediately or on a later date depending on the terms of the ICO 
in exchange for the ICO’s digital tokens. Once the ICO launches, the issuer will 
send the ICO’s digital token to the investor’s wallet.

4A.2.2 Overview on Digital Tokens

The technical form of digital tokens can be understood from the technical 
aspects of the underlying blockchain protocol of the digital tokens.35 A 
blockchain platform allows interaction amongst data and users based on 
a protocol.36 Protocol is the software that governs rules, operations and 
communication between network nodes which form the foundation of trust 
in the network of computers in the blockchain domain.37 Digital tokens can 
either be created by the underlying associated blockchain platform with its 
independent protocols or on top of another existing blockchain platform with a 
standard set of rules for that blockchain. 

With a few exceptions, there is one protocol per blockchain platform 
and one associated native token per protocol.38 Native protocol tokens 
are digital tokens created by the underlying blockchain technology that 
are governed by a coded protocol and are generally not linked to any 

32 See, Brave Software, “Basic Attention Token (BAT) Blockchain Based Digital Advertising,” White 
Paper, available at: https://basicattentiontoken.org/BasicAttentionTokenWhitePaper-4A.pdf. The 
white paper sets out the name of the key team members and their relevant experiences which 
turned out to be one of the main attractions for investors.

33 Bitcoin is the digital token generated on the bitcoin platform. See fn. 41.
34 Ether is the digital token created on the Ethereum platform. See fn. 42.
35 Jonathan Rohr and Aaron Wright, Blockchain-Based Token Sales, Initial Coin Offerings, and the 

Democratization of Public Capital Markets, Cardozo Legal Studies Research Paper No. 527, 
October 4, 2017.

36 Arvind Narayanan, Joseph Bonneau, Edward Felten, Andrew Miller and Steven Goldfeder, 
Cryptocurrency Technologies: A Comprehensive Introduction (Princeton, NJ: Princeton University 
Press, 2016).

37 Ibid. 
38 Will Warren, “The Difference between App Coins and Protocol Tokens,” 0x Protocol, February, 

2017, available at: https://blog.0xproject.com/the-difference-between-app-coins-and-protocol-
tokens-7281a428348c.
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centralised entity or any traditional real-world assets.39 The protocol 
tokens are generally created to provide access to the specific blockchain 
infrastructure or technology that may or may not be used as a medium 
of exchange or payment.40 The major blockchain platforms with their 
independent protocol and native protocol token are bitcoin,41 Ethereum42 
and Ripple43 in which transactions relating to their native token occur in their 
own blockchain platform. 

In contrast to native protocol tokens, application tokens represent a particular 
asset or utility that is fungible and tradeable which usually resides on top of 
another blockchain.44 Since tokens are normally created on top of an existing 
blockchain such as Ethereum or Waves platform, the creation of tokens does not 
require modification of the codes from a particular protocol or construction of a 
new blockchain network. This functionality of creating tokens is made possible 
through the use of smart contracts, programmable computer codes that are 

39 Mona El Isa, “The Difference Between Protocol Tokens and Traditional Asset Tokens," Melonport, 
April, 2017, available at: https://melonport-blog/the-difference-between-protocol-tokens-and-
traditional-asset-tokens-89e0a9dcf4d1.

40 Jonathan Rohr and Aaron Wright, Blockchain-Based Token Sales, Initial Coin Offerings, and the 
Democratization of Public Capital Markets.

41 Bitcoin, developed in 2008 by an unknown person named Sathoshi Nakamoto, is the most 
widely recognised protocol platform that provides a peer-to-peer electronic cash system which 
enables direct decentralised transactions. The Bitcoin tokens are generated by a process called 
mining where individuals called miners are rewarded by the bitcoin network for their services of 
validating transactions to create the so-called block using specialized computational hardware 
under the POW system. See, Satoshi Nakamoto, “Bitcoin: A Peer-to-Peer Electronic Cash 
System,” 2008, available at: https://bitcoin.org/bitcoin.pdf.

42 Ethereum platform as founded by Vitalik Buterin in 2014 is a public, open-source and blockchain 
oriented distributed computing protocol that features smart contracts functionality with its 
own token called ether. Similar to Bitcoin, ether is mined through POW though Ethereum also 
launched its 42 days ICO in 2014. See, Vitalik Buterin, “Ethereum: White Paper,” 2013, available 
at: https://github.com/ethereum/wiki/wiki/White-Paper, and Vitalik Buterin, “Launching the Ether 
Sale,” July 2014, available at: https://blog.ethereum.org/2014/07/22/launching-the-ether-sale.

43 The Ripple Transaction Protocol, issued in 2012 by Ripple Labs, has been developed upon an 
open-source blockchain and internet protocol which enables instant, safe and almost free global 
financial transactions between any parties of any scale of any type of medium of exchange 
from fiat currency to gold to even airline miles with its native protocol token called ripples, 
XRP. Unlike bitcoin and ether, XRP was issued at its inception without any mining process. See, 
Ripple Labs, “Ripple (RPX),” White Paper, 2014 and David Schwartz, Noah Youngs and Arthur 
Britto, “The Ripple Protocol Consensus Algorithm," White Paper, 2014, https://ripple.com/files/
ripple_consensus_whitepaper.pdf.

44 Jonathan Rohr and Aaron Wright, Blockchain-Based Token Sales, Initial Coin Offerings, and the 
Democratization of Public Capital Markets.
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self-executing (i.e. do not need to be operated by third-parties).45

The vast majority of ICOs today adopt the well-known standard token 
contracts ERC20 in creating the digital tokens. ERC20 is an adaptable set of rules 
for tokens to be created on the Ethereum network and can be used to create a 
variety of tokens with varying functionalities.46 ERC20 tokens are created and built 
atop the smart contract platform of Ethereum using the Solidity language of less 
than 100 lines of code.47 ERC 20 tokens are blockchain assets that have value 
and can be sent and received.48 Another prominent platform, Waves is specially 
set up for ICO campaigns, where a young start-up can create a digital token and 
launch an ICO at a very minimal cost in a few minutes.49 

Token holders can use the digital tokens for its specific functions or trade it 
on the digital token exchanges. The various functions of these digital tokens 
are discussed next. 

4A.2.3 Classification of Digital Tokens

The existing securities legal framework in Malaysia would only come into the 
picture when the ICO involves digital tokens which fit the description of capital 
market products. As such it is crucial for the issuers, investors and regulators 
to be able to answer whether a particular digital token qualifies as a security. 
Digital tokens come in many designs and packages with varying functionalities 
and rights. Given the fast-evolving pace of the ICO market, there have yet to be 
clearly defined categories of digital tokens. Several actors in the ICO ecosystem 
mostly scholars, professionals and regulators, proposed a few classifications.50 

45 Christopher Clack, Vikram Bakshi and Lee Braine, “Smart Contract Templates: Foundations, 
Design Landscape and Research Directions," Position Paper, 2016, available at: https://arxiv.org/
pdf/1608.00771.pdf.

46 Vitalik Buterin, “Ethereum: White Paper”.
47 Ibid.
48 Ibid.
49 Sasha Ivanov, “Waves whitepaper,“ 2016, available at: https://blog.wavesplatform.com/waves-

whitepaper-164dd6ca6a23.
50 For an example of classification by scholars, see, Philipp Hacker and Chris Thomale, “Crypto-

Securities Regulation: ICOs, Token Sales and Cryptocurrencies under EU Financial Law," 
November 22, 2017, available at: http://dx.doi.org/10.2139/ssrn.3075820. For an example of 
classification by the industry players, see Thomas Euler, “The Token Classification Framework: A 
Multi-Dimensional Tool for Understanding and Classifying Crypto Tokens,” Untitled INC, January 
18, 2018, available at: http://www.untitled-inc.com/the-token-classification-framework-a-multi-
dimensional-tool-for-understanding-and-classifying-crypto-tokens. For an example of classification 
by a regulator, see Swiss Financial Market Supervisory Authority (FINMA) “Guidelines for 
Enquiries Regarding the Regulatory Framework for Initial Coin Offerings (ICOs),” February 16, 
2018, available at: https://www.finma.ch/en/news/2018/02/20180216-mm-ico-wegleitung.
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A comprehensive assessment of digital tokens would need to cover amongst 
others, analysis on the technical aspects of the tokens such as the underlying 
blockchain protocol, the governance of the ICO such as the distribution and 
allocation arrangement and the financial and market elements (particularly the 
tradability of the digital tokens). However, for the purpose of determining the 
applicable regulatory regime, categorisation has been done by many based 
only on the functions of each digital token.51 This functionality approach is 
aligned with the principle that substance rules over form embodied in many 
regulations including securities law. There are three (3) main classes of digital 
tokens that have emerged: (a) currencies (b) utilities and (c) securities, each 
broadly described below. From the practical perspective, this typology however 
is irrelevant as legal assessment must still be done on a case by case basis and 
the classification is only a result of such legal assessment.

4A.2.3.1 Currencies

The first category of digital token consists of a currency component which is 
widely accepted and used today such as Bitcoin and ether.52 Currency tokens 
that are created and registered on blockchain can be used by whoever presents 
the right combination of public and private key to cryptographically unlock them 
as a medium of exchange.53 BNM in its AML/CTF refers to a virtual currency as 
a digital representation of value that functions as a medium of exchange and is 
interchangeable with any money (including through the crediting or debiting of 
an account) but excluding electronic money.54 BNM has additionally stated that 
digital currencies are not legal tender in Malaysia.55 Accordingly, transactions 
pertaining to digital currency are still not covered by prudential and market 
conduct standards or arrangements in Malaysia. There are still many unanswered 
questions on the legality of the use of virtual currencies in Malaysia. The 
currency type of digital tokens is further addressed within the context of money 
service businesses in the next chapter of this Report.

4A.2.3.2 Utilities

The second category of digital token embodies the utility function of the 
token. With utility tokens, token holders can access a product or service that 
the development team has created on the issuer’s platform. As examples, 

51 Ibid.
52 See fn. 42 and 43 above.
53 Bank Negara Malaysia, “Anti-Money Laundering and Counter Financing of Terrorism (AML/CFT) 

– Digital Currencies (Sector 6),” Exposure Draft, 2017.
54 Ibid.
55 Ibid.
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BAT can be used as a unit of account between advertisers, publishers, and 
users in a new, blockchain-based digital advertising and services platform,56 
Filecoin tokens can be utilised for storing and retrieving data in its cloud 
decentralised network57 and GNT token can be exchanged between companies 
and individuals to power Golem decentralised computing network.58 While the 
currency component of a digital token enables holders to pay for goods external 
to the token platform, the utility component provides token holders with access 
to a function provided directly by the token issuer on its platform.59 

Pure utility tokens do not confer a proprietary interest in the underlying legal 
entity.60 Even though some utility tokens grant membership to the blockchain 
platform, such membership is generally not with the aim of generating future 
profit based on investment, but to permit the use of the blockchain product or 
service.61 While voting and other governance rights are sometimes attached to 
the utility tokens, such rights are designed to help investors shape the internal 
functionality or use of the product as opposed to the voting and governance 
rights granted to give shareholders of a company the opportunity to influence 
the company with expectation on profits.62 A detailed description of a pure 
utility token exceeds the scope of this sub-chapter and more directly concerns 
consumer law issues. 

4A.2.3.3 Securities

The third category comprises digital tokens where the underlying legal entity 
to the ICO or the created investment vehicle of the project promises investors 
future returns. The digital tokens may be similar to “securities” on the basis 
of an investment component. This type of digital token boils down to the 
expectation of returns from investment, which resembles “securities” within 
the context of Malaysia’s securities legal framework, as elaborated in the 
following section. This element can be analysed from the white paper or other 
promotional and communication materials relating to the ICO.63 

56 Brave Software, “Basic Attention Token (BAT) Blockchain Based Digital Advertising”.
57 Protocol Labs, “Filecoin: A Decentralized Storage Network”.
58 Golem, “The Golem Project,” White Paper, October 2016, available at: http://golemproject.net/

doc/DraftGolemProjectWhitepaper.pdf.
59 Hacker and Thomale, “Crypto-Securities Regulation: ICOs, Token Sales and Cryptocurrencies 

under EU Financial Law”.
60 Ibid.
61 Ibid.
62 Ibid.
63 Ibid.
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The DAO token is the best example of this type of digital token.64 Any DAO 
token holder could apply to The DAO, a decentralised organisation, for funding 
by submitting a proposal via a smart contract, which other DAO token holders 
can vote to approve or decline.65 Upon approval, the project would bind itself to 
The DAO via another smart contract which would remit payments on instalment 
to the project’s creator and the same smart contract would return any profit 
earned by the project to The DAO which would subsequently be distributed to 
token holders on a pro rata basis.66 

In Malaysia, the ICO to which the cease and desist order was issued involves 
CCC, a standard ERC20 token. CCC tokens can be used as either a subscription 
to access its social travesting (trading and investment) eco-system or a 
commission to pay for profits generated by copy-trading the top trader based 
on the real-time trading signals on its platform by setting aside a portion of 
money, tokens and other asset holdings.67 As mentioned earlier, this investment 
structure arguably contravened Malaysian securities laws.68 As such, careful 
analysis of the rights, particularly investment and profit participation, attaching 
to digital tokens is key to a determination of whether compliance with securities 
laws is required. 

4A.2.3.4 Hybrid 

Many digital tokens however exhibit more than one component as described 
above. Ether, the native digital token of Ethereum platform, is one of the best 
examples of a hybrid form of digital token with currency and utility components 
and arguably fits within the ambit of a securities digital token.69 Ether grants 
a token holder access to the Ethereum Virtual Machine for the smart contracts 
application and it is also accepted as a means of payment for goods external to 
the Ethereum blockchain such as at the Open Bazaar platform.70 Though ether 
is not explicitly described as a digital token for investment and profit purposes, 
factually it is debatable whether ether has the investment feature merely for 
being the subject of intense speculation by traders willing to profit from rising 

64 See fn. 4.
65 Christoph Jentzsch, “Decentralized Autonomous Organization to Automate Governance,” White 

Paper, Slock.it, 2016, available at: https://download.slock.it/public/DAO/WhitePaper.pdf.
66 Ibid.
67 CopyCash Foundation, “CopyCash, The World’s Largest Blockchain-Based Social Travesting 

Platform,” White Paper, 2017, available at: https://www.copycash.io/assets/files/CopyCash-
Whitepaper.pdf

68 See fn. 1.
69 Vitalik Buterin, “Ethereum: White Paper”.
70 Ibid.
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ether value at the secondary trading platform.71 

Given the complexity of the various designs of digital tokens and the 
unavailability of a fit-for-all test to ascertain the exact category of digital tokens 
for legal compliance purposes, each digital token would need to be examined 
carefully by the issuer, investors and regulators. As such, appropriate guidance from 
relevant regulators on ICO is indeed vital. The next section discusses whether 
digital tokens, particularly the investment type, can fit within the definition of 
“securities” under the relevant existing Malaysian regulatory framework. 

4A.3 Digital Tokens and Malaysian Securities Regulations: A 
Comparison with the US and Australia

Do digital tokens fall within the current securities regulations of Malaysia? The 
answer is dependent on whether the digital token of such an ICO meets the 
definition of any capital market products as regulated by the SC. The challenges 
in keeping pace with evolving technology such as blockchain explains the global 
trend of regulators, including in Malaysia, applying and extending their existing 
securities regulations to ICOs even though the present framework may not 
quite work for the ICO market. The Malaysian securities regulatory framework 
is governed by the SC under the main legislation, the CMSA and other ancillary 
regulations and guidelines. The assessment of the diverging features and 
functions of digital tokens is crucial to enable the determination of applicable 
application of regulatory requirements.

A few key principles guide this determination. Firstly, a digital token must 
be tested in its entirety against each of the elements of the definition to see 
whether its substance matches the elements of any prevailing capital market 
products. Secondly, any right or interest which conforms to the elements (which 
are based on the substantive nature of the tokens i.e. the way it functions, 
rather than its form) would render a digital token, to be a capital market product 
(even if the right or interest is illusory in nature). Thirdly, a digital token must be 
considered a capital market product at the point when it is being offered even 
though at a later stage in time it may lose some of the definitional attributes. 

Though digital tokens can qualify as many types of capital market products, 
this chapter focuses solely on securities.72 In general, the act of making 

71 Ibid.
72 The types of Capital Market Product under the CMSA include (a) securities; (b) derivatives; (c) 

a private retirement scheme; (d) a unit trust scheme; (e) any product or arrangement which is 
based on securities or derivatives, or any combination thereof; and (f) any other product which 
the Minister may prescribe as a capital market product.
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available, offering or issuing an invitation to subscribe for securities in Malaysia 
triggers the securities regulations.73 “Securities” is defined under the CMSA 
as any right, option or interest in (a) debentures, stocks or bonds issued or 
proposed to be issued by any government; (b) shares in or debentures of, a 
body corporate or an unincorporated body; or (c) units in a unit trust scheme 
or prescribed investments.74 One has to test the countless and widely differing 
structures of the ICO and the attributes of the digital tokens against these three 
(3) categories, each of which are arguably quite abstruse. As digital tokens are 
rarely issued by a government entity, the discussion in this chapter will only be 
on the last two categories.

4A.3.1 Units in Unit Trust Schemes or Prescribed Investments

A security can be in the form of a unit in a “unit trust scheme” or a “prescribed 
investment”. Unit here means any right or interest.75 An investment arrangement 
can fall within the definition of a unit trust scheme if it is a trust-based structured 
arrangement that meets the explicit elements of a collective investment 
scheme (CIS) under the “Guidelines on Unit Trust Funds 2017” (Guidelines).76 
A prescribed investment is an investment arrangement which can fit squarely in 
the definition of an investment scheme set out in the Interest Schemes Act 2016 
(ISA) which is then prescribed as a capital market product by the SC.77 

The reading of the definition of CIS would show that its elements mirror, to 
a certain extent, the definition of an investment scheme under paragraph 2 (b) 
of the ISA.78 The language of the definitions in the respective Guidelines and 
the ISA, while similar, are not identical; arguably, an investment scheme under 
paragraph 2 (a)79 of the ISA is broader than the CIS. The importance of this 

73 Part VI of the CMSA particularly Section 212
74 Section 2 of the CMSA.
75 Ibid.
76 Section 2 of the CMSA.
77 Ibid.
78 Paragraph 2 (b) of the ISA provides that “A scheme is an investment scheme if the interest 

holder does not have day-to-day control over the operation of the scheme, whether or not the 
interest holder has the right to be consulted or to give direction and that the contribution by the 
interest holder is pooled or used in common enterprise, to produce financial benefits, or benefits 
consisting of rights or interests in property for which the interest holder is led to expect profits, 
rent or interest from the efforts of the promoter of the enterprise or a third party.”

79 Paragraph 2 (a) of the ISA provides that “A scheme is an investment scheme if the interest holder 
does not have day-to-day control over the operation of the scheme, whether or not the interest 
holder has the right to be consulted or to give direction and that the interest holder contributes 
money or money’s worth as a consideration to acquire a right or interest to profits, assets or 
realisation of any financial or business undertaking of the scheme, whether the right or interest 
are actual, prospective or contingent and are enforceable or not.”
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difference is that issuers of digital tokens must be cautious in determining their 
regulatory requirements. 

Despite some overlap between CIS and prescribed investment, until the 
law is repealed, prescribed investment remains relevant to empower the 
SC to prescribe any new capital market products that meet the definition of 
investment scheme under the ISA but which fall outside the definition of CIS. 
Thus, one cannot then exclude the possibility of digital tokens being prescribed 
under the CMSA. However, as the all-embracing definition of investment 
scheme particularly under paragraph (2) (a) of the ISA creates uncertainty as to 
what can and will be prescribed as a prescribed investment, the focus in this 
section would instead be on the CIS which have clearly been defined. 

A scheme embedded with the features of (a) facilitation for participation in 
profit from an investment, (b) pooling of contribution and profit, (c) reliance 
of a third party for management of the scheme and (d) absence of day-to-day 
control over the management, may be caught as CIS under Malaysian law. 
These elements, though not identical, are similar in principles to those laid 
down in the definition of a “managed investment scheme” in Australia and the 
“investment contract” under the US Howey Test set by the case of Securities 
and Exchange Commission v. W.J Howey Co.80 Given the lack of guidance 
notes issued by public authorities, judicial authorities and legal literatures on 
CIS in Malaysia, reference will be made on the concept of managed investment 
scheme81 under Australian law and the Howey test for investment contracts in 
the US to elaborate on these elements. For illustration purposes, these elements 
will also be tested against the features of The DAO and the CC Scheme.

The first element of all three (3) tests is the existence of an arrangement 
that provides facilities for persons to participate in or receive profits or income 
arising from the acquisition, holding, management or disposal of the fund’s 
asset.82 The fund’s assets can be securities, derivatives or any other property.83 
The term “any other property” is wide enough to cover all type of assets, even 

80 [1946] 328 U.S. 293.
81 As defined under Section 9 of Australia’s Corporations Act 2001. In contrast with the definition 

of CIS under Malaysian law which expressly includes the element of reliance on a third party for 
the management of the scheme, it appears that the definition of managed investment schemes 
under Australian law only includes the element of absence of any day-to-day control of the 
participants over the operations of the scheme.

82 This is corresponding to Paragraph (a) of the CIS definition under the Guidelines: “it is made for 
the purpose, or having the effect, of providing facilities for persons to participate in or receive 
profits or income arising from the acquisition, holding, management or disposal of securities, 
derivatives or any other property or sums paid out of such profits or income.”

83 Ibid.
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those that are not capital market products. The word “profit” or “income” 
must be intended to only cover the benefit pecuniary in nature excluding non-
financial benefits such as social benefits. The words “participate” and “receive” 
entail expectation of returns by the investors. 

It is to be noted however that this prospective financial return must come 
from those benefits produced from the investment on the underlying fund’s 
assets. In the context of ICOs, a reasonable expectation of profits must be those 
generated by the underlying projects which are being funded by the investment 
of the token holders, not those likely to result merely from intense speculation 
of traders willing to profit from its rising value at the secondary trading platform.

Using The DAO as an example, this element appears where the Ethereum 
platform utilising smart contract facilitates the participation of The DAO token 
holders to any profits generated in the invested projects.84 For CC Scheme, this 
element can be seen through the way in which the CC Foundation provides a 
social travesting platform which will connect several parts i.e. the Copy Cash 
platform, brokers, exchanges, traders, users, affiliates and blockchain with the 
aim of facilitating the copying of the trading patterns of top traders so as to 
enable CCC holders to make a profit from their investments which are executed 
automatically using smart contracts and recorded on the Copy Cash blockchain 
platform.

The second element is that the contributions from the persons who 
participate in the arrangements and the profits or income from which payments 
are made, are pooled.85 Pooling here is simply the binding of the participants in 
unison by mixing the contributions and combining the proceeds into a common 
account. The term “contribution” arguably is wider than investment and though 
the definition is silent on the form of contribution, it is reasonable to argue that 
it covers any contribution which has value similar to the position in the Howey 
test. Taking this position, digital tokens can fulfil this element as contribution 
is in a form of tradeable cryptocurrencies like Bitcoin or ether which can be 
exchanged with fiat money. 

To illustrate this element, again by looking at DAO tokens, the ether that 
were exchanged in return for DAO tokens by investors were pooled to fund 
the projects and the profits from such projects that have been collectively 

84 Securities Exchange Commission, “Report of Investigation Pursuant to Section 21(a) of the 
Securities Exchange Act of 1934: The DAO”.

85 This is corresponding to Paragraph (c) of the CIS definition under the Guidelines: “the 
contributions from the persons who participate in the arrangements and the profits or income 
from which payments are made, are pooled.”
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voted upon with approval by DAO token holders were also pooled into a 
mutual account.86 In the CC Scheme, though the investments made by CCC 
holders are separate and independent of each other (i.e. based on the trader 
of their own choice and from their respective individual accounts), it may be 
plausible to assert that the collective smart contracts between the respective 
CCC users and the same top trader pool the parties together. Though there is 
no physical common account, the contributions of CCC holders with the same 
top trader will indirectly be invested on the same portfolios of the chosen 
top trader and the CCC (i.e. the CCC as the representation of the profits 
gained by the users) which are paid by the CCC users to their chosen trader 
as commission are stored on the same blockchain network regardless whether 
the commission are segregated (i.e. deposited directly to the traders’ individual 
accounts) or collected in a common basket prior to segregation (i.e. deposited 
into a common depository prior to being transferred to the traders’ individual 
accounts).

The third element is that the expectation of profits is based on the reliance 
on the efforts of a third party managing the scheme.87 In other words, where 
the relevant circumstances are such that the expectation of profits stemmed 
from the investors’ sole effort without any part thereof being attributable to the 
efforts of a third party, this element would not be satisfied. 

In The DAO, the SEC relied on the conduct and representations of Slock.
it as the promoter, the role of the Curators88 and the nature of the voting 
rights of DAO token holders.89 In this regard, the SEC found that the conduct 
and marketing materials of Slock.it represented to investors that Slock.it is 
constituted by experts in the Ethereum platform i.e. the underlying blockchain 
protocol of DAO tokens and could be relied on to ensure the success of the 
tokens.90 This element is satisfied in the CC Scheme on the premise that CCC 
holders have to rely on the CC Foundation as the operator of the Copy Cash 
platform to leverage, on their travesting platform, on their investment and also 

86 Ibid.
87 This is corresponding to Paragraph (d) of the CIS definition under the Guidelines: “the fund’s 

assets are managed by an entity who is responsible for the management of the fund’s assets 
and is approved, authorised, or licensed by a securities regulator to conduct fund management 
activities.”

88 Which was defined in the SEC’s report as “a group of individuals chosen by DAO who performed 
crucial security functions and maintained ultimate control over which proposals could be 
submitted to, voted on, and funded by the DAO.”

89 Securities Exchange Commission, “Report of Investigation Pursuant to Section 21(a) of the 
Securities Exchange Act of 1934: The DAO”.

90 Ibid.
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reliance is made on the effort of traders in making investment decisions which 
are then copied by CCC users.

The fourth element is the absence of day-to-day control over the operation 
of the scheme by the participants.91 It is not the capacity to control that must 
be assessed. One can have the capacity but in reality, not be able to exercise 
control. In ICOs, one must look beyond the external structure and design of 
the digital tokens to assess whether in actual fact the issuer does exert effective 
control over the scheme arrangement. 

This is evident in The DAO as the SEC found that, notwithstanding the 
voting rights of DAO token holders, the Curators were endowed with powers 
which enabled them to exercise effective control over the operations of the 
platform.92 This in turn led the SEC to find that the voting rights of DAO token 
holders were more illusory than real, as not only could the Curators effectively 
override the votes of the token holders but the pseudonymous nature of the 
DAO token holders made it difficult for them to collectively exercise meaningful 
control.93 For the CC Scheme, it is clear that the CCC user has no role to play 
in the operations of the platform nor in the investment decision other than to 
open an account, select the trader whose investment pattern the user wants to 
copy and finally pay commission using the CCC.

Based on the above discussion, it is clear that any ICO investment 
structure and digital token with attributes resembling CIS can fall within that 
statutory definition which consequently needs to comply with its relevant legal 
requirements for CIS. Even if the digital tokens fall outside the CIS regime, one 
has to exercise caution as the ICO and digital tokens that meet the statutory 
definition of an investment scheme under the ISA can likely be designated as 
a “prescribed investment” under Malaysia’s CMSA. In this regard, it is notable 
that Section 5 of the CMSA empowers the SC to make a recommendation to 
the Minister of Finance to “prescribe any instrument or product or class of 
instruments or products to be securities”. By retaining the power of prescription, 
the SC holds a broad authority to prescribe certain types of securities that may 
fall outside the definition of CIS in the Guidelines. 

91 This is corresponding to Paragraph (b) of the CIS definition under the Guidelines: “the persons 
who participate in the arrangements do not have day-to-day control over the management of 
the fund’s assets.”

92 Ibid.
93 Ibid.
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4A.3.2 Shares or Debentures of a Body Corporate or Unincorporated 
Body 

Similar to the Malaysian position,94 Section 92(1) of Australia’s Corporations Act 
2001 (2001 Act) defines “securities” as including “shares in, or debentures of, a 
body”. Section 92(2) further provides that “the expression securities, when used 
in relation to a body, means: (a) shares in the body.” This is confirmed by the 
chapter specific definition in Section 761A which provides for the definition of 
the terms in Chapter 7 of the 2001 Act which deals with “financial services and 
markets”. In this regard, it can be noted that “security” is defined in Section 
761A as including “a share in a body”.

The pertinent question that arises in this regard is as to the nature of the 
rights which are required to be provided by an investment instrument in 
order for it to be deemed as “shares”. Given the lack of Malaysian case law 
authority which elaborates on this point, it may be apt to refer to Australian 
case law instead. With regard to the nature of rights provided under a share, 
the Supreme Court of Victoria in Coachcraft Ltd v SVP Fruit Co Ltd (No 2)95 
held that shares would generally afford its holders a bundle of rights which 
allow them to collectively dictate matters relating to the business and financial 
operations of the company, such as its management and control, as well 
as assets and profits distribution. The shareholders’ bundle of rights vary 
depending on the contextual circumstances96 and can include the right to vote, 
to receive dividends as and when they are declared, as well as to receive any 
surplus of the company’s assets upon its winding up.97 

Accordingly, shareholders’ rights may traverse across a wide spectrum of 
investment instruments. The DAO tokens for instance which grant their holders 
rights to vote on proposals to develop the underlying platform of the token may 
be analogical to the traditional right of holders of conventional shares to vote in 
respect of the management and control of the issuing company, whereas ICO 
tokens which grant additional tokens to its holders depending on the profits 
of the relevant project are analogous to issuing stock dividends. For CCC, it’s 
difficult to argue that the CC users are accorded with a bundle of rights akin to 
those of conventional shares as they do not collectively dictate the operation 

94 See fn. 72 above.
95 [1978] 3 ACLR 892.
96 As stated in the case of Re Gunawan and Minister for Immigration and Multicultural Affairs, [2006] 

2 ALD 233, the Australian Administrative Appeals Tribunal held that “the nature of a share is 
variable from corporation to corporation, from share to share and from time to time”.

97 Examples as set out by the Australian Administrative Appeals Tribunals in Re Dart and Secretary, 
Department of Family and Community Services, [2002] 72 ALD 521.
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of the platform but are merely given access to the platform and even in terms 
of investment choices, they are merely copying the traders. 

The legal status of the issuer is another material issue that impacts whether 
a token is a security. Malaysia’s Companies Act 2016 expressly defines “share” 
as “issued share capital of a corporation”.98 Corporation here includes body 
corporate formed or incorporated in and outside Malaysia.99 Although the term 
“corporation” as defined in Section 3 of Malaysia’s Companies Act 2016 may 
include unincorporated body or association and the term “body” is defined 
in Section 9 of the 2001 Act covers “an unincorporated body and includes, 
for example, a society or association”, there appears to be an absence of any 
case law that addresses whether it is possible for shares to be issued by an 
unincorporated body or association.100 Unincorporated bodies and associations 
which have been defined as “not a legal entity...but in reality, nothing more 
than an agglomeration of all its members at a particular point in time.”101 The 
lack of legal standing of unincorporated bodies and associations renders it 
implausible for any instrument issued by the ICO issuer, who are mostly set up 
as a foundation, to be recognised as shares under the Malaysian Companies Act 
2016 and the 2001 Act, notwithstanding the fact that such instruments may have 
features of ownership representation i.e. voting rights, dividends entitlements 
etc. 

With regard to other forms of non-share-based securities such as 
debentures, the Australian courts in R v O’Halloran102 provide that the 
definition of “securities” extends far beyond the ambit of corporate securities, 
as the expression “body” is not limited in scope to only trading and financial 
corporations. Thus, it may still be possible for debentures,103 issued by ICO 
token issuers which are unincorporated bodies or associations, to amount to 
securities under Malaysian and Australian law as the requirement for the issuer 

98 Section 2 of Malaysia’s Companies Act 2016.
99 Section 3 of Malaysia’s Companies Act 2016.
100 The difference between an unincorporated body and unincorporated association is that in the 

former a group of people come together for a common purpose whereas in the latter there is 
an additional element of the group of people being bound by constitutional rules i.e. the latter 
would have a constitution whereas the former does not.

101 Urban Potentials Pty Ltd v Southern Downs Regional Council, [2016] QPEC 1.
102 [2000] 36 ACSR 315. Although this case was decided under the Corporations Act 1989 which 

has since been repealed by the 2001 Act, the proposition set out above is still good law because 
the pertinent definition of “body” is still the same under the 2001 Act while the definition of 
“securities” is very much similar under the new Act. 

103 Which is defined in Section 9 of the 2001 Act as “a chose in action that includes an undertaking 
by the body to repay as a debt money deposited with or lent to the body”.
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to be a legally incorporated body appears to be limited in application to 
shares.104 Accordingly, ICO tokens which are issued by unincorporated bodies 
and associations are unlikely to be deemed as shares but may still be considered 
as securities if the digital tokens are structured as debentures. 

Building on the above discussion that the digital tokens may be classified 
as “securities” under the Malaysian securities regulations, the next section will 
evaluate the viability of applying the respective existing securities regulations 
to regulate ICOs.

4A.4 Application of the Existing Capital Markets Regulatory 
Framework in Malaysia to ICOs

4A.4.1 Rationale  

Regulations seemingly contradict and defeat the implicit technological 
libertarian ideology behind the creation of digital tokens. Due to their 
decentralised structure, digital tokens arguably liberate users from a central 
authority. However, a fully self-regulated and self-correcting market is not 
feasible, as evinced by well-known historical market failures.105 The securities 
market is not excluded. 

Asymmetric information106 and principle-agent conflicts107 are some of the 
problems that commonly lead to market failures in the securities market.108 
Regulations are intended to prevent or correct these market failures, achieve 
market stability and assure participant confidence. Stability however can be at 
the expense of market efficiency given that it can increase operating cost. As 
such, framing and implementing a regulatory framework requires balancing 
between market efficiency and investor protection. 

This balancing is essential to determining the design of the regulatory 
framework for ICOs. On the one hand, strict and complex regulations 
discourage ICO market growth by stifling innovation and increasing compliance 
cost. On the other hand, flexible and lenient regulations may impede the 
sustainable existence of the ICO market by scaring off investors. The SC, 

104 The position is similar under Malaysian law as the definition of “securities” in the CMSA allows 
for debentures of an unincorporated body to be deemed as securities for the purposes thereof.

105 John C. Coffee, Jr., “Market Failure and the Economic Case for a Mandatory Disclosure System," 
Virginia Law Review, 70 (1984): 728–29.

106 Information is asymmetric when some parties know more than others about certain information.
107 The agency problem arises due to conflicting interest between investors and managers.
108 Joseph E. Stiglitz, “The Role of the State in Financial Markets,” The World Bank Economic 

Review, 7, Supp. 1 (1993): 19–52.
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as a body created by statute, is obliged by the same statute to oversee 
and implement exactly these two conflicting interests by encouraging the 
development of securities markets in Malaysia and also providing adequate 
protection to investors.109 

In the absence of a specific regulatory framework for ICOs, the pertinent 
question is whether the regulation of such tokens can be fitted within the existing 
capital markets regulatory framework in Malaysia. This chapter puts forward 
arguments for and against the adoption of such framework to ICOs. At the outset, 
it is acknowledged that reviewing the existing regulatory framework for ICOs may 
be challenging as ICOs might be structured to circumvent the existing securities 
regulations by simply ensuring that the design of the digital tokens fall within the 
grey areas of the defined traditional investment instruments.110 

Though that assertion does not reflect all ICO tokens, based on the past 
ICOs that have been reprimanded by securities regulators worldwide, including 
in Malaysia, and given the diverse manners in which the functions and features 
of ICO tokens can be structured, it is beyond the scope of this chapter to 
discuss the feasibility of applying the different applicable regulatory compliance 
requirements. Rather, this chapter explores the viability of regulating ICOs based 
on the three (3) broad components of a securities regulatory framework: pre-
offering approval framework, disclosure regime and enforcement power. 

4A.4.2 Pre-offering Approval framework

The approval framework in securities regulations is a regulatory model where 
a case for admission to the capital market is submitted by a firm for its capital 
market product to regulators who then assess and exercise discretion in granting 
entry to such a firm and product.111 Recognising that listed and unlisted capital 
market products have distinct characteristics and different degrees of risk, 
Malaysian securities regulations encompass two (2) distinct frameworks for the 
offering of listed and unlisted capital market products. Depending on which type 
of capital market products that the ICO tokens bear a resemblance to, offering 
of the digital tokens would require either prior approval or authorisation from 

109 Section 15 of the Securities Commission Malaysia Act 1993.
110 Input from two round table discussions conducted on the February 28, 2018 at the Faculty of 

Law, University of Malaya with experts in the field of blockchain technology: A Fattah, Amarjit 
Singh, Ng Kang Sing, Rene Bernard, Rodney Koh, and Tay Kiar Har, Colbert Low, Edmund Yong, 
Herman Md Tahir, Mastura Ishak, Muhammad Sha'ani Abdullah, Nur Suhaida Kasri, Paul Agada, 
Raja Muhammad Aiman, and T.M Lee.

111 Saule T. Omarova, “License to Deal: Mandatory Approval of Complex Financial Products,” 
Washington University Law Review, 90, 63 (2012).
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the SC. Moreover, persons acting as intermediaries in a transaction involving 
such an offer for the account of others must be registered with the SC and 
comply with the requirements set out under the CMSA. 

As an example, if an ICO token falls under the category of units in a CIS 
or were prescribed as prescribed investments, the issuance framework of 
such tokens would amount to unit trust schemes and prescribed investment 
schemes respectively which are regulated under Division 5A of the CMSA. In 
this regard, the issuer of such a token would be required under Section 288(1) 
of the CMSA to appoint a trustee, who has been approved by the SC,112 as 
part of the issuance or offering process in addition to entering into a deed to 
govern the process.113 Moreover, Section 288(2) of the CMSA further requires 
the issuer of such a token to appoint a management company, as approved by 
the SC,114 which shall be responsible for the issuance, or the making of any offer 
or invitation to subscribe or purchase, of the tokens.

As another example, if an ICO token falls under the category of unlisted 
capital market products115 in general or securities in particular, though not under 
the securities sub-category of units in a unit trust scheme, such tokens would 
amount to foreign securities or capital market products116 and the issuer would 
be required under Section 212(5)(a) of the CMSA to obtain the SC’s recognition. 
Additionally, the issuer is required under Section 212(5)(b) to register a 
disclosure document which contains such information and particulars as the SC 
may specify pursuant to its powers as provided for under Section 92A.117

112 Section 289(1) of the CMSA provides that “no person shall act or be appointed to act as trustee 
or as a management company in relation to a unit trust scheme or prescribed investment scheme 
without obtaining the prior approval of the Commission to act as trustee or as a management 
company.”

113 Section 294 of the CMSA provides that the “deed shall contain such provisions, covenants, 
requirements, information and particulars as may be specified by the Commission.”

114 See fn. 112 above.
115 “Capital market product” is defined in the CMSA as including “(a) securities; (b) derivatives; (c) 

a private retirement scheme; (d) a unit trust scheme; (e) any product or arrangement which is 
based on securities or derivatives, or any combination thereof; and (f) any other product which 
the Minister may prescribe as a capital market product”. Given that ICO tokens are unlikely to be 
listed on any exchange, such tokens which amount to capital market products under the CMSA 
are likely to be unlisted capital market products for the purposes thereof.

116 On the basis that such tokens do not originate from Malaysia.
117 Section 92A of the CMSA provides that “the Commission may specify the nature and extent 

of information to be given to a person who invests in any capital market product and such 
specification may include – (a) information that explains the key characteristics of the capital 
market product; (b) information that explains the nature of the obligations assumed by the parties 
dealing in the capital market product; (c) information that sets out the risks associated with the 
capital market product; and (d) details of the essential terms of the capital market product.”
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Though these ex-ante pre-offering approval requirements seem to be 
aligned with the aim of the SC to control the amount and types of risk being 
introduced into the capital market, is there a need for this approval framework 
to be applied to ICOs? In the ICO market, innovation is key and competition 
is strong. Lengthy complex processes and high compliance costs to obtain 
regulatory approval present real barriers to innovation and competition. As 
such, administering an approval regime for ICOs, if adopted, must be justified 
accordingly. 

One of the justifications can be that of investor protection with the 
presumption that there are fraudsters and manipulators in the market, hence 
vetting is important to prevent bad investment products from entering 
the market. As contended by a scholar, “regulation gives consumers some 
independent assurance about the terms on which contracts are offered, the 
safety of assets which underpin them, and the quality of advice received”.118 
But regulation to accord investors protection is not equivalent to a need 
for stringent approval requirements. There must be sufficient evidence to 
implement this approval scheme, particularly when the benefits to ICOs is 
still considered doubtful, as ICOs deal with complex schemes and innovative 
instruments. 

4A.4.3 Disclosure Regime 

At the heart of the disclosure regime under the Malaysian capital market, and 
in fact in the disclosure scheme of any capital market, is the need to ascribe 
value to an investment instrument as relevant information is crucial in predicting 
the future prospects of the investment instrument over time. The existing 
Malaysian regulatory framework is broadly a three-component disclosure regime: 
information gathering, verification, and factoring.119 

When gathering information for disclosure, information is not only limited 
to those possessed by the issuer‘s senior management but also information 
discovery through due diligence.120 Verification is the process of verifying the 
accuracy and non-omission of material information by consultants such as 
investment bankers, lawyers, and auditors to give credibility to the information 
disclosed, given the inherent incentives of the issuer to cheat.121 Factoring is the 
process where disclosed information is reflected in the price of the investment 

118 Howard Davies, “Financial Regulation: Why Bother?,” Lecture, Society of Business Economists, 
London, Financial Services Authority, January 1999.

119 Part VI of the CMSA and “Guidelines on Due Diligence Conduct for Corporate Proposals”.
120 Ibid. 
121 Ibid. 



115

instrument.122 These components are necessary steps for any issuer wishing to 
do a regulated capital fund raising exercise in Malaysia. 

For example, if an ICO token falls under the category of securities, the issuer 
of such a token would be required to comply with the prospectus requirements 
under Section 232(1)(a) of the CMSA. Paragraph (b) of the same subsection 
further provides that the contents of the prospectus properly comply with the 
relevant provisions in the CMSA. With regard to the requirement to lodge a 
prospectus however, a distinction has to be made between securities in general 
and securities in the form of units in a CIS, and prescribed investment schemes 
in particular. In this connection, Section 234(a) of the CMSA requires issuers of 
securities other than those relating to CIS or prescribed investment schemes to 
lodge a copy of its prospectus with the SC whereas Section 234(b) of the CMSA 
requires issuers of units of CIS or prescribed investment schemes to lodge a 
copy of its prospectus with the Registrar of Companies. 

For ICOs, similar to the scenario in traditional capital markets, information 
asymmetry between the issuer and the investors is the problem that justifies 
disclosure. The ICO market acknowledged this problem. Issuance of a white 
paper to disclosure relevant information is a norm in the ICO market even 
without being required to do so by any regulatory bodies. As such, the issue is 
not so much mandating a disclosure regime for ICOs but regulating the contents 
of disclosure as there is no standardisation of white papers and there is very 
little relevant and material information that could assist rational projection on 
the value of the investment.

The standardisation of contents in the form of minimum disclosure and the 
format of disclosure is important. Standardisation can assist investors in making 
choices and provide a benchmark in the ICO market by ensuring that issuers 
would be on the same level playing field. It can also boost market participation 
as disclosure clearly reduces the cost of uncovering information by the investors. 
The information must be relevant and material to enable the investors to make 
informed judgement and exercise effective choice in the ICO market.  

Some market participants however may question the effectiveness of the 
general disclosure rules. The novel, complex and technical nature of some ICO 
tokens may cause difficulty in delivering the beneficial effect on investment 
decision-making that the disclosure is trying to achieve. Moreover, many 
investors, especially retail investors, do not read the details in a disclosure 
document. Disclosing too much sensitive confidential information and trade 

122 Ibid.
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secrets into the market is also unwise for the issuer. Further, since the ICO 
market is not yet mature, designing the standard disclosure requirements will 
not be an easy task and may arguably be counterproductive as by following a 
checklist, issuers may not be able to communicate effectively with investors. 
Thus, the design of the disclosure regime must be carefully framed to balance 
the information asymmetry problem and the incentives for issuers to disclose. 

4A.4.4 Enforcement Power 

As ICOs are typically a global offering effected through online networks, an 
important concern is the extra-territorial reach and enforcement of securities 
regulations on ICOs. Any well-framed securities regulations relating to ICOs will 
be toothless if there a need for the issuers to be physically present at the local 
territorial jurisdiction of the subscribers for the regulations to be triggered. 

In this regard, the incident concerning the CC Foundation is a notable 
illustration of the issue of enforcement. The CC Foundation, against which 
the SC had issued a cease and desist order, had organised seminars and talks 
in several major cities in Malaysia including Kuala Lumpur and Penang.123 In 
short, the distinctive factor in terms of the SC’s choice to enforce its regulatory 
powers against the CC Foundation, but not against other token offerings that 
were accessible to the Malaysian public, may be rooted in the fact that the 
CC Foundation has conducted offering and marketing activities physically in 
Malaysia, thereby negating the practical limitation on the part of the SC.

Under Malaysian securities laws, the general rule of thumb is that legislation 
does not have extra-territorial application unless the legislation expressly 
provides for such an application. In this connection, it can be noted that the 
CMSA does not provide for any extra-territorial application though the SC had, 
in August 1999, issued a policy statement titled “Primary Offers of Securities via 
the Internet” in which it was made clear that ”the approval of the SC must first 
be sought if the offer is accessible within Malaysia or if acceptances from within 
Malaysia have not been expressly excluded“.124 

Notwithstanding the passage of time, it appears that the provisions of 
the policy statement are still applicable though subject to certain practical 
limitations as aptly illustrated in the case involving Capitalshare Fund, an 
offshore open-ended fund based in the Cayman Islands. The SC found that 

123 See fn. 1.
124 Securities Commission, “Press Release on Primary Offers of Securities via the Internet,” Press 

Release, 1999, available at: https://www.sc.com.my/wp-content/uploads/eng/html/resources/
press/1999/pr_19990818.pdf.
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because the Fund had solicited for investment from, and was available for 
subscription by, the Malaysian public, the Fund’s activities fell within the SC’s 
regulatory purview and thus the SC’s approval was required.125 Nonetheless, 
the SC was unable to enforce its regulatory powers due to the fact that the 
solicitation activities of the Fund had been carried out on a cross-border basis. 
The SC however decided that the appropriate action on its part was to educate 
the Malaysian public by issuing a press warning to caution any potential investor 
about the inherent risks entailed by investment schemes distributed using the 
internet which have not been duly approved.126 

This practical limitation would similarly be a hindrance to the SC in its 
attempts to enforce its regulatory powers against ICOs that are accessible to 
the Malaysian public through the Internet.

4A.5 Recommendations and Conclusion

4A.5.1 Recommendations 

This chapter provides five (5) main recommendations for the regulatory 
framework on ICOs in Malaysia.

4A.5.1.1 Clarity and Certainty on the Legal Status of ICO Tokens that 
would be Regulated under the Securities Regulations 

The lengthy discussion on the classifications of digital tokens within the context 
of existing securities regulations under 4A.2 and 4A.3 of this chapter signify 
that the uncertainty on the legal status of digital tokens is the major difficulty 
in regulating ICOs. If indeed ICOs are being used as a regulatory arbitrage to 
avoid existing securities restrictions by designing the digital tokens outside 
the ambit of regulated capital market products, this begs the need for a 
well-defined category of digital tokens as a regulated investment instrument 
in Malaysia. There are two (2) approaches in assisting the market with clarity 
and certainty on the legal nature of ICO tokens. The first is by providing clear 
guidance as to how the ICO tokens may fall within the ambit of various capital 
market products. The existing defined categories may catch some digital tokens 
but there may be a need for their expansion. The second and more advanced 
approach is by prescribing ICO tokens which have the investment feature as a 
regulated investment instrument. 

125 International Organisation of Securities Commissions, “IOSCO’s Report on Securities Activities 
on the Internet II," June, 2001: 80-81, available at: https://www.iosco.org/library/pubdocs/pdf/
IOSCOPD120.pdf.

126 Ibid.
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The pertinent question that arises in this regard is what renders ICO tokens 
exceptionally distinctive, in contrast with other investment schemes, which 
therefore render it apt for the Minister of Finance to prescribe such tokens as 
securities under the CMSA. The automated feature of blockchain-based ICOs 
makes offerings unprecedented in the extent and scale of their subscription 
availability and general outreach to potential investors.127 Accordingly, it is 
imperative that the Minister of Finance duly prescribes those ICO tokens which 
fall outside the ambit of the definition of any current capital market products, 
but which nonetheless were able to attract a substantial amount of investment 
funding from the Malaysian public, so as to enable such tokens to be regulated 
under the CMSA in order for the SC to properly exercise its role to “to protect 
the interests of investors and the stability of the market.”128 

Given the infancy of the ICO market and that the designs of digital tokens 
are constantly changing, it is beyond the scope of this chapter to provide the 
recommended definition of digital securities tokens. However, as a start, one can 
look at the elements of an investment scheme under the Investment Scheme 
Act 2016, which to a certain extent resembles the elements of an investment 
contract under the Howey Test, and modifies them to reflect the special feature 
of blockchain-based digital tokens. Technically, upon the exercise by the Minister 
of Finance of the Ministry’s prescriptive powers against a particular class of 
ICO tokens, those tokens would amount to prescribed investments where the 
issuance frameworks of the tokens would amount to prescribed investment 
schemes129 and each token would amount to a unit of such schemes.130 
This would trigger the compliance requirements for a prescribed investment 
under the CMSA such as the requirements for the appointment of a trustee 
and Management Company131 and the requirement for obtaining the SC’s 
recognition and registration of an information disclosure document.132 Either the 
ICO tokens are considered securities or if legislated as a prescribed investment, 
this chapter argues for the need of an exemption regime for the application of 

127 In contrast with traditional investment schemes which rely mainly on human-based efforts, it is 
plausible for the operations of the underlying frameworks of ICO tokens to be fully automated 
whereby the role of humans is merely to establish and monitor the operations of the framework.

128 Securities Commission, Capital Market Masterplan 2 (Kuala Lumpur: Securities Commission 
Malaysia, 2011). See Chap. 4A.

129 “Prescribed investment scheme” is defined in the CMSA as “an undertaking, scheme, enterprise, 
contract or arrangement in relation to a prescribed investment”.

130 The CMSA provides that “’unit’, in relation to a unit trust scheme private retirement scheme or 
prescribed investment scheme, means any right or interest therein by whatever name called and 
includes any sub-unit thereof.”

131 Under Sections 288(1) and 288(2) of the CMSA respectively.
132 Under Section 212(5) of the CMSA.



119

the existing regulatory framework to ICOs. 

4A.5.1.2 Application of Existing Securities Regulatory Framework with 
Certain Exemptions

4A.5.1.2.1 Pre-offering Approval 

Firstly, the complicated requirements, lengthy duration and compliance costs 
of the existing regulatory framework particularly under the Section 212 regime 
render the framework to be unsuitable in the context of ICOs. The lengthy 
duration of the approval process would render the regulatory framework 
incompatible with ICOs because, as previously discussed, the crux of an ICO 
lies in the project which is proposed to be funded through the issuance of 
tokens. In the fast moving and rapidly changing digital landscape, time is 
of prime importance. If the approval process is made part of the regulatory 
framework for ICOs, a fast-track approval process must be accorded so that the 
underlying idea of a project will not be out of date by the time the ICO process 
is completed, else the project may be undertaken by another party. 

Further, fundraising deals through securities offerings are generally 
undertaken by corporations which already have solid business operations 
but which require additional capital injection for the purposes of expansion 
of their business operations. In contrast, ICOs are generally carried out by 
issuers who lack any pre-existing business operations with the value of an ICO 
token instead depending upon the novelty and utility of the idea underlying 
the project. Accordingly, it is unlikely that a proposed ICO token issuer would 
have the requisite time, resources and financial standing to bear the same 
burden in launching the ICO under the processes, time frame and costs of 
bigger fundraising deals. As such, it is recommended that the approval scheme 
addresses these limitations. 

In addition, the imposition of any requirement mandating the registration of 
intermediaries or appointment of consultants as part of the ICO process may 
be the lead to other more complex regulatory requirements being imposed 
against such procedures. Though this regulatory measure assigns accountability 
and protects the integrity and reputation of the capital market, any strict 
requirements will not only defeat the goal of disintermediating middle parties 
that the blockchain technology is striving for but can also impede the growth 
of the ICO market. As such, the degree of obligation imposed on these groups 
must be carefully framed. 

This chapter recommends that the regulatory approval scheme of an ICO 
be designed with three (3) main assessment components in mind: value of the 
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project underlying the ICO, capacity of the issuer and the effects of the ICO 
and project. The first component is for the ICO issuer to provide sufficient 
information backed by evidence of the financial, commercial and social utility 
of their project. The burden should be placed on the issuer to satisfy the 
regulator’s requirements in valuing the viability of its project. 

The second component is the review of the ability of the issuer to execute 
and manage the project for a sustainable period of time. Here, rather than 
imposing certain capital requirements on the issuer, assessment can be on the 
credibility of the issuer through a reliable undertaking statement. In addition, if 
the governance structure of the ICO scheme involves a trustee or Management 
Company, the licensing or registration requirement of such intermediaries 
should be streamlined and simplified with the ICO token issuance process. The 
third component is for the issuer to make full disclosure of any risks attached 
to the project to ensure that regulators can evaluate whether the project poses 
any significant threats to the market and public. 

4A.5.1.2.2 Disclosure 

A disclosure regime should be the main focus, and first immediate measure, in 
regulating ICOs. This would not only prevent market failure due to information 
asymmetries but also would build confidence in the ICO market through 
improving the quality of offerings. Further, the resulting benefits in terms of 
investor protection would far outweigh the compliance costs. The regulatory 
imposition of similar minimum white paper content, due diligence and 
verification process requirements, on the basis that the white papers are akin to 
a prospectus, would enable the SC to fulfil its duties to protect investors in the 
securities market133 by ensuring that the information set out in white papers is 
accurate and reliable.

In this respect, the adoption of the Prospectus Guidelines to white papers 
can be considered with appropriate modification. The Prospectus Guidelines 
provide for the mandatory inclusion of pertinent details such as the proposed 
uses of the proceeds resulting from the offering,134 material risk factors,135 
conflict of interests of directors,136 trend information,137 and dividends policy138 
amongst other things. The modification of the contents of disclosure can 

133 Securities Commission, Capital Market Masterplan 2, Chap. 4A.
134 Para. 3.14 of the Prospectus Guidelines.
135 Ibid., para. 6.01.
136 Ibid., para. 8.01.
137 Ibid., para. 9.13.
138 Ibid., para. 9.14 and 9.15.
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be guided by best practice developed over time by a number of market 
participants. At the very least, disclosure of the following five (5) broad 
categories are recommended: the issuer, digital tokens, the underlying project 
and its risks and prospects. 

The description on the issuer should include information on the structure of 
the issuer, the team members, business plans and initiatives, conflicts of interest, 
and current and future competitors. The description of the digital token of 
the ICO is crucial not only to clearly set out the specific rights attached to the 
digital token, but also to satisfactorily explain how the value is determined and 
the pre-conditions and process through which such tokens would enter into the 
market. The reason for undertaking the capital funding exercise through an ICO 
should address both the utilisation of the ICO proceeds and the future value of 
the digital tokens as that relates to the success of the project. 

With respect to risks, the inclusion of trend information in a white paper 
would mitigate the potential effects of any “pump and dump” activities139 to 
which digital tokens are especially vulnerable due to the volatility of their trading 
prices as well as the lack of public understanding resulting in sentiment-based 
investment.140 Further, security issues relating to the infrastructure, technology 
and network behind the digital token, and the underlying project must be fully 
disclosed with a comprehensive mechanism to detect and resolve security 
issues. In connection with prospects, any information that would help project the 
value of the digital token, future operating results and growth of the business 
should be incorporated into the white papers. Forward-looking statements, 
though valuable in assessing prospects for future earnings, must be made with 
caution and must not amount to misrepresentation. 

4A.5.1.2.3 New Specific Regulatory Framework Modelled upon the 
Crowdfunding Regulatory Framework 

Noting how existing securities regulations even with exemptions may not work 
for the ICO ecosystem, this chapter recommends exploring a new distinct 
regulatory framework. As a start, this framework may be modelled upon the 
regulatory framework of equity crowdfunding. Equity crowdfunding has in many 
ways liberalised conventional securities regulations because of the elimination 

139 Involving the attempts to elevate market trading prices through creation of artificial market 
conditions.

140 A study by accounting firm Ernst & Young reported in January 2018 that “fear of missing out 
(FOMO) drives token valuations without any connection to market fundamentals”. See, http://
www.ey.com/gl/en/newsroom/news-releases/news-ey-big-risks-in-ico-market-flawed-token-
valuations-unclear-regulations-heightened-hacker-attention-and-congested-networks.



122

of the registration scheme and its condensed disclosure regime for each 
issuer, though a safety-net that has been put in place to ensure that market 
efficiency must not be compromised. For the investor, protection is enhanced 
by establishing limitations on the investment amount for different investor 
categories. 

There are broadly three (3) parts that reflect the flexibility features of the 
equity crowdfunding regulatory framework that can be explored: recognition 
of the platform and operator, requirements on the issuer and limitations on the 
investor. First, the SC must be ready to acknowledge ICO trading platforms in 
the guise of a recognised market similar to equity crowdfunding.141 Selected 
platforms managed by approved operators can be recognised in the local ICO 
market. The analogy between equity crowdfunding platforms and ICO trading 
platforms can be noted from the similarities in terms of the technological 
structures of both platforms that facilitate the raising of capital funds. Questions 
remain however as to the practicality of this process, as the idea of having a 
capital exercise through an intermediary, which is how crowdfunding works, is 
against blockchain technology's main goal of decentralisation. 

The main advantage of modelling ICO regulations after the crowdfunding 
framework is the minimal compliance requirements, particularly disclosure 
obligations.142 Here the operator of the ICO trading platform can ensure 
proper oversight and monitoring of ICO token trading without substantially 
diluting the benefits arising from the absence of other intermediaries such as 
the trustee or consultants in the issuance process of ICO tokens.143 However, 
due to the distinctive nature of ICO tokens, in contrast with traditional investment 
instruments, it may be necessary to revisit and review the prerequisite of having 
a physical presence in Malaysia,144 a minimum capital requirement145 or a cap 
on the offering amount,146 all of which exist in the current regulations on equity 
crowdfunding in Malaysia, so as not to hinder start-ups seeking early-stage capital. 

Investor protection is the third part underlying the crowdfunding framework 

141 Under the “Guidelines on Recognised Markets SC-GL/6-2015 (R1-2016) (RMO Guidelines),” 
available at: https://www.sc.com.my/wp-content/uploads/eng/html/resources/guidelines/
recognizedmkt/guidelines_recognizedMarket_160413.pdf.

142 Para. 12.23 of the RMO Guidelines.
143 As the operator of an ICO trading platform would only be dealing with the transactions relating 

to the trading of ICO tokens whereby the features and functionalities of such tokens would be 
determined by the issuers.

144 Para. 12.16 of the RMO Guidelines.
145 Ibid., para. 12.17. 
146 Ibid., para. 12.21.
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that can be employed into the ICO regulatory framework. This can be done by 
limiting the amount that an investor may invest depending on the risk portfolio. 
The threshold of investment limit must be tailored according to the risk inherent 
in the particular digital tokens.147 It is also important that to promote financial 
inclusion the investment be open to a larger number of people rather than just 
restricted to accredited investors. Though certain parts of the crowdfunding 
regulatory framework may not be practical for regulating ICOs, this model is 
certainly worth exploring as an alternative framework rather than the more 
rigorous process of revamping the existing securities regulations. 

4A.5.1.2.3 Enforcement Through a Cooperative International Effort

Though the SC would have jurisdiction over any cross-border offerings of 
securities through the internet which is accessible by the Malaysian public, its 
enforcement powers may be hindered by practical limitations arising from the 
cross-border nature of such activities. Even when enforcement is practicably 
possible, the lack of resources and the high cost of such enforcement can deter 
enforcement action, especially when regulators from other jurisdictions also have 
an interest due to the effect on their respective markets. 

This raises the question about the practicality of enforcement. The global 
scale of ICOs demands regulatory cooperation at the international level. 
As part of Malaysia’s attempts to deal with cross-border internet offering of 
securities accessible by the Malaysian public, the SC may consider resorting 
to the framework of the International Organisation of Securities Commissions 
(IOSCO), of which the SC is a signatory member,148 to obtain the cooperation 
of the regulatory authorities of the other 115 signatory countries.149 

In this regard, the spirit of Principle 7 of the “IOSCO Objectives and 
Principles on Security Regulation”150 can be invoked. It provides that “the 
regulatory system should allow for assistance to be provided to foreign 
Regulators who need to make inquiries in the discharge of their functions 
and exercise of their powers.” This measure is aligned with one of the stated 
objectives of the IOSCO in providing mutual assistance to promote the integrity 
of the markets by effective enforcement against offences.151 Leveraging on the 

147 Ibid., para. 12.26.
148 The SC joined the IOSCO in 1993.
149 “Signatories to Appendix A and Appendix B List,” IOSCO, November 17, 2017, available at: 

https://www.iosco.org/about/?subSection=mmou&subSection1=signatories
150 “IOSCO’s Objectives and Principles of Securities Regulation,” IOSCO, November 17, 2017, 

available at: https://www.iosco.org/library/pubdocs/pdf/IOSCOPD561.pdf
151 Ibid.
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IOSCO framework would enable the SC to overcome the practical limitations so 
as to properly exercise its regulatory powers to deal with cross-border offerings 
of ICO tokens where offerings are accessible by the Malaysian public.

4A.5.1.2.5 Interim Regulatory Response by Implementing Several Stop-gap 
Measures

Given the fact that blockchain technology in general, and ICO tokens in 
particular, are still very much in their infancy, regulators around the world are 
still uncertain as to the proper course of action, caught between the polar 
opposites of taking a hands-off approach or establishing a full-blown regulatory 
framework. The SC may consider adopting stop-gap measures as part of an 
interim regulatory response to address the issues brought about by the advent 
of such tokens while keeping the door open to the possibility of taking further 
regulatory measures once the dust surrounding the ICO industry has settled. 

As part of its interim regulatory response, the SC may come up with a list 
of popular ICO tokens which are offered to, or made available for subscription 
by, the Malaysian public whereby the risk levels entailed by investments in such 
tokens are set out as guidance for the Malaysian public. In this regard, the SC 
may also come up with a blacklist to warn the Malaysian public about dubious 
ICO tokens which carry unacceptable levels of risk or are outright fraudulent 
scams. 

However, given the myriad of ICO tokens which are in existence in the 
market as well as the many more which will be created in time to come, the 
SC may not be able to keep up with the pace of development. In this regard, 
the SC may wish to embark on education programs for investors so as to equip 
the Malaysian public with the necessary know-how to enable them to make 
proper evaluations of the risks entailed by their investments in such tokens, in 
particular by educating them to analyse the contents of the white papers and 
to assess the degree of transparency of the funds management, the integrity of 
the investment structure, etc.

Nonetheless, notwithstanding the exercise of prudence by the SC and the 
Malaysian public in carrying out risk evaluation exercises, it is well known that 
any financial investment entails a certain a degree of risk, and this is more 
so in the context of newfound investment instruments such as ICO tokens. 
Accordingly, the SC may, as part of its interim regulatory response, establish 
a mechanism to limit the size of Malaysian investor’s portfolio holdings of ICO 
tokens. 

In this regard, the SC may collaborate with BNM so as to put in place a 
monitoring mechanism which would restrict payments made in connection 
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with the subscription of ICO tokens where the payment exceeds the threshold 
imposed by the SC. In this manner, the SC can adopt a regulator-guided free 
market approach so as to afford sufficient leeway for the market to develop 
while ensuring due protection for the investing public.

Until the SC finds that the ICO industry has matured enough and determines 
it necessary for the establishment of a full-blown regulatory framework, the 
stop-gap interim measures are highly recommended to form part of an interim 
regulatory response which would enable the SC to properly balance the need 
for investor protection against the drive for market efficiency. It is hoped that 
the effects of the stop-gap interim measures on the local capital market may 
in hindsight result in the attainment of the optimum balance between the two 
policy considerations of market efficiency and investor protection.

On the upside, dispensing with the need to establish a full-blown regulatory 
framework for ICO tokens would relieve the SC of the technical conundrum 
of having to classify such tokens. Additionally, the seemingly paradoxical 
proposition of imposing regulation on ICO tokens which are theoretically 
meant to be issued in a decentralised, autonomous and trustless manner can 
be circumvented thereby providing an opportunity for the SC to properly carry 
out their avowed policies of digitising the local capital market by embracing 
financial innovation152 as part of its efforts in effecting the deregulation, and 
selective liberalisation, of the market.153 

4A.5.2 Conclusion  

This chapter concludes by urging the relevant stakeholders in the Malaysian ICO 
market to take concerted and synchronised efforts in responsibly developing 
ICOs as an alternative capital funding exercise. The advent of ICOs and digital 
tokens opens up a whole new dimension of possibilities for capital fund raising 
in the realm of the local cyberspace although these possibilities bring with them 
a host of unprecedented risks and challenges. Thus, it is imperative that the 
regulators particularly the SC, regardless of whether it finds the short or long-
term approach or a combination thereof to be appropriate, adopt a proactive 
attitude in its dealing with ICO tokens. 

As the Malaysian securities regulatory framework is primarily premised on 

152 Securities Commission, “Annual Report 2015 (Part 1 Transforming Our Market),” Annual Report,  
available at: https://www.sc.com.my/wp-content/uploads/eng/html/resources/annual/ar2015_eng/
part1.pdf.

153 Securities Commission, “Capital Market Masterplan,” available at: https://www.sc.com.my/wp-
content/uploads/ eng/html/cmp/EXECUTIV.PDF.
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the twin pillars of investor protection and market efficiency, any regulatory 
framework or response must properly embody the spirit of Malaysian securities 
laws without unduly stifling the prospects of innovation. It is hoped that the 
regulatory framework on ICOs in Malaysia will be conducive to Malaysia's 
aspirations in leveraging on the digital economy.
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Chapter 4B

MONEY SERvICES BUSINESS 

4B.1 Introduction

Oklink is a complete cross-border payments solution built on the blockchain 
platform. It supports digital tokens, Bitcoins, national currencies and mobile 
wallets. It provides cheaper rates and faster transfers which are transparent and 
convenient.1 Money transfer services or remittances that were mostly handled 
by companies like Western Union, MoneyGram and various banks are now being 
disrupted by blockchain-based businesses like Oklink. 

Luno2 is a popular digital currency company that exchanges ether and 
Bitcoin to fiat currency3 and vice versa in Malaysia and other parts of the world. 
Reportedly, it has one (1) million customers and wallets registered.4 On the day 
that Luno launched its ether wallet in Malaysia, November 9, 2017, 1414 units 
of ether were traded.5 It was also reported that people resident in Malaysian 
traded over 900 Bitcoins on the Luno exchange in a single day in December 
2017, roughly equivalent to RM40 million at that time.6 This huge trade did 

1 Oklink, "About Oklink," 2016, available at: https://www.oklink.com/aboutUs.
2 Luno is digital currency company with headquarters in London and has operations in several 

countries including Malaysia see https://www.luno.com/en/about.
3 Fiat currency is currency that a government has declared to be legal tender. “Fiat Money,” 

Investopedia, 2018, available at: https://www.investopedia.com/terms/f/fiatmoney.asp. Legal tender 
is any “official medium of payment recognized by law that can be used to extinguish a public or 
private debt, or meet a financial obligation. The national currency is legal tender in practically every 
country. A creditor is obligated to accept legal tender toward repayment of a debt. Legal tender 
can only be issued by the national body that is authorized to do so.” “Legal Tender Definition,” 
Investopedia, available at: https://www.investopedia.com/terms/l/legal-tender.asp.

4 Cecilia Kok, “Digital Currencies Set to Go Mainstream,” The Star, November 25, 2017, available 
at: https://www.thestar.com.my/business/business-news/2017/11/25/digital-currencies-set-to-go-
mainstream/.

5 Ibid.
6 Risen Jayaseelan and Gurmeet Kaur, “Taxman Scrutinises Crypto Exchanges,” The Star, January 

13, 2018, available at https://www.thestar.com.my/business/business-news/2018/01/13/taxman-
scrutinises-crypto-exchanges/#XL2psJZuitdJ7z3R.99. In fact, statistics show that there is an 
average of RM75 million in transactions of Bitcoin and other cryptocurrencies each month in 
Malaysia. Money Services Business Compliance, “Definition of an MSB,” available at: http://
moneyservicesbusiness.com/welcome/definition-of-msb/.
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not go undetected; on January 12, 2018, Luno was unable to process deposits 
and withdrawals in Malaysia following a move by the IRB7 to freeze Luno’s bank 
accounts.8 In Malaysia, digital currency exchanges are not regulated. However, 
the IRB still requires the exchanges to be subject to Malaysian income tax laws.9 

In Japan, digital currency exchanges are regulated and need to be licensed.10 
Nevertheless it is not all smooth sailing. Coincheck Inc., a digital currency 
exchange awaiting its license from the Japanese authorities, was hacked 
on January 26, 2018 and cryptocurrency worth approximately 58 billion yen 
(approximately US$532.60 million) was stolen.11 

These are three (3) companies from a larger pool of companies that perform 
services which enable the exchange of cryptocurrency to legal tender or to 
other cryptocurrency,12 or the remittance of legal tender through a blockchain 
platform. These businesses offer services that are like money services business, 
except that their business or part of their business are based on blockchain or 
involves digital currency based on blockchain. While in some jurisdictions these 
businesses are licensed, in other jurisdictions they are not. Whether regulated 
or not, there are several issues that must be addressed in relation to these 
businesses, such as whether digital currency exchanges should be regulated or 
whether tax should be charged when exchanging cryptocurrency to fiat money. 

This chapter will survey and examine regulatory requirements for businesses 

7 The IRB is one of the main revenue collecting agencies of the Ministry of Finance of Malaysia its 
role includes the collection of taxes from the public and taxable bodies. Angelina Ariel, “Inland 
Revenue Board of Malaysia,” NBC Blog, August 20, 2010, available at: http://www.nbc.com.my/
blog/inland-revenue-board-of-malaysia/.

8 Izwan Idris, “New Cryptocurrency Exchange to be Launched Next Month,” The Star, January 
29, 2018, available at: https://www.thestar.com.my/business/business-news/2018/01/29/new-
cryptocurrency-exchange-to-be-launched-next-month/.

9 Tech News, “IRB: Cryptocurrency Not Regulated but Traders Still Subject to Malaysian Income 
Tax Law,” The Star, January 19, 2018, available at https://www.thestar.com.my/tech/tech-
news/2018/01/19/irb-cryptocurrency-not-regulated-but-traders-still-subject-to-malaysian-income-tax/.

10 John Isige, “Japan is Home to 3.5 Million Cryptocurrency Traders: The Financial Services Agency 
Reveals,” FXStreet, April 10, 2018, available at: https://www.fxstreet.com/cryptocurrencies/
news/japan-is-home-to-35-million-cryptocurrency-traders-the-financial-services-agency-
reveals-201804101304

11 “Coincheck Hack and Issue with Crypto Assets on Centralised Exchanges,” The Star, January 29, 
2018, available at https://www.thestar.com.my/business/business-news/2018/01/29/coincheck-
hack-and-issue-with-crypto-assets-on-centralised-exchanges/.

12 “Legal tender is any official medium of payment recognized by law that can be used to 
extinguish a public or private debt, or meet a financial obligation. The national currency is 
legal tender in practically every country. A creditor is obligated to accept legal tender toward 
repayment of a debt. Legal tender can only be issued by the national body that is authorized to 
do so.”, “Legal Tender Definition,” Investopedia.
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which are built on a blockchain platform and/or deal in blockchain-based 
currencies that perform functions like money services businesses as traditionally 
defined. 

For the purposes of this research, a qualitative research methodology was 
used whereby two (2) roundtable discussions were conducted in February 
2018 with experts in the field of blockchain technology. For each roundtable 
discussion, professionals from the industry, the public sector and academia were 
invited13 and the following issues, among others, were discussed in relation to 
blockchain in money services business:

• Currently BNM does not regulate digital currency exchanges. Should they? 

• What do digital currency exchanges and remittance companies want to see 
in regulations?

• Should the exchange of fiat money to cryptocurrencies be taxed? 

• Should IRB come out with guidelines on tax payments for blockchain 
businesses?

The feedback from the participants are summarised and included in the 
discussion below. 

Following this introduction, this chapter will be discussed in the following 
way: Section 4B.2 explains the different terms used globally for cryptocurrency 
and digital currency exchanges. Section 4B.3 discusses the definition of 
“money services businesses”, examines the Money Services Businesses Act 
2011 of Malaysia as to whether digital currency exchanges falls within its 
purview, and then discusses two (2) of the latest regulations issued by BNM 
on digital currency and remittances. Section 4B.3 will review the approaches 
and regulations of other jurisdictions, namely Japan, the State of New York, 
Philippines, Gibraltar and Australia on virtual currency exchanges and digital 
currency exchanges. Section 4B.4 raises issues on tax brought up by the trading 
of cryptocurrencies, while Section 4B.5 summarises the steps taken in Malaysia 
in relation to blockchain in money services businesses. Finally, this chapter 
ends with Section 4B.6 giving recommendations for further improvements and 
concludes with Section 4B.7. 

13 The first roundtable discussion included the following participants: A Fattah, Amarjit Singh, Ng 
Kang Sing, Rene Bernard, Rodney Koh, and Tay Kiar Har. The second roundtable discussion 
included the following participants: Colbert Low, Edmund Yong, Herman Md Tahir, Mastura Ishak, 
Muhammad Sha’ani Abdullah, Nur Suhaida Kasri, Paul Agada, Raja Muhammad Aiman, and T.M 
Lee. Both roundtables were concluded on the February 28, 2018 at the Faculty of Law, University 
of Malaya.
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4B.2 Cryptocurrency, Virtual Currency, Digital Currency and 
Exchanges

Regulation of blockchain-based currency around the world has mainly used two 
(2) terms to describe it, namely ‘virtual currency’ and ‘digital currency’.14 

The FATF report on “Virtual Currencies Key Definitions and Potential AML/
CFT Risks” defines a virtual currency as,

a digital representation of value that can be digitally traded and functions as 
(1) a medium of exchange; and/or (2) a unit of account; and/or (3) a store of 
value, but does not have legal tender status … in any jurisdiction. It is not 
issued nor guaranteed by any jurisdiction, and fulfils the above function only 
through agreement with the community of users of the virtual currency.15 

The FATF further sub-categorises virtual currency into distinct types of virtual 
currency.16 For the purposes of this research convertible virtual currency is 
relevant. Convertible virtual currency is virtual currency that has an equivalent 
value in fiat money and can be exchanged with it.17 Globally, regulations that 
refer to ‘virtual currency’ are actually referring to convertible virtual currency.

As for digital currency, it is defined by the FATF to be a digital representation 
of virtual currency or electronic money (e-money).18 Globally, when the term 
“digital currency” is used in regulation, it refers only to convertible virtual 
currency and not e-money.19 

And, cryptocurrency is defined by the FATF as a math-based, decentralised 

14 For example in the New York State Legislation Part 200, Virtual Currencies, Japan’s Amended 
Payment Services Act 2009 and Philippine’s “Guidelines for Virtual Currency (VC) Exchanges” the 
term “virtual currency” is used but in “Malaysia’s Anti-Money Laundering and Counter Financing 
of Terrorism (AML/CFT) – Digital Currencies (Sector 6)” and Australia’s Anti-Money Laundering 
and Counter-Terrorism Financing Amendment Act 2017 the term “digital currency” is used. 
Blockchain-based currencies are known as “cryptocurrencies” since they are based on maths and 
are protected by cryptography FATF, Virtual Currencies - Key Definitions and Potential AML/CFT 
Risks, (Paris: Financial Action Task Force, 2014), 4.

15 Ibid. p. 4.
16 For example convertible, non-convertible, centralised and non-centralised virtual currency, see, 

Ibid., 4-5.
17 Ibid.
18 E-money being the digital representation of fiat money, Ibid, 4.
19 For example, in Malaysia, the term “digital currency” is used to mean a digital representation 

of value that (a) functions as a medium of exchange; and (b) is interchangeable with any money, 
and does not include electronic money - Para 6.2 of the “Anti-Money Laundering and Counter 
Financing of Terrorism (AML/CFT) – Digital Currencies (Sector 6) - Central Bank of Malaysia’s 
regulation”.
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convertible virtual currency that is protected by cryptography.20 

In short, the terms “cryptocurrency”, “digital currency” and “virtual currency” 
as used in this chapter and in regulation around the world means blockchain-
based virtual currency that can be digitally traded and functions as a medium 
of exchange and can be converted to real money (fiat currency). 

With regards to exchanges, both the terms “digital currency exchange” 
or “virtual currency exchange” are used in the regulations of the different 
jurisdictions. Both terms describe a body that provides the service of 
exchanging digital currency for money; exchanging money for digital currency; 
or exchanging one digital currency for another digital currency, there are, 
however, certain differences in the usage of the terms in the jurisdictions studied 
in this chapter, this will be discussed below under Section 4B.4. 

4B.3 Money Services Business

The term “money services business” is a legal term defined by legislation of a 
State. It is a term used by regulators to describe businesses that convert one 
currency to another, transfers money or cashes cheques or other money related 
instruments. These businesses include more than just banks. Each jurisdiction 
may differ in their definition of what exactly a money services business is.21 For 
example in the US, money services business is defined as follows:

Table 4B.1 - Definition of Money Services Business in US22

US Code of Federal 
Regulation22 

The term “money services business” includes any person 
doing business, whether or not on a regular basis or as 
an organized business concern, in one or more of the 
following capacities:- 

(1) Currency dealer or exchanger,
(2) Check casher,
(3) Issuer of traveller’s checks, money orders or stored 

value,
(4) Seller or redeemer of traveller’s checks, money orders or 

stored value,
(5) Money transmitter, 
(6) US Postal Service.

20 Ibid, 5.
21 Money Services Business Compliance, “Definition of an MSB,” 2017, available at: http://

moneyservicesbusiness.com/welcome/definition-of-msb/.
22 31 CFR 1010.100 (ff).
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The US definition for a money services business is broader and covers several 
payment methods as compared to Malaysia’s definition which covers three types 
of business in legal tender.

In Malaysia, according to the Money Services Business Act 2011 (MSBA 
2011), Section 2, “money services business” means any or all of the following 
three businesses:

(a) money-changing business:

 (i) the business of entering into an exchange transaction at a rate of 
exchange; (ii) the business of buying or selling travellers’ cheques, on behalf 
of an issuer of travellers’ cheques, at a rate of exchange; and (iii) such other 
business as the Bank may prescribe, 

 Exchange transaction means an exchange of one foreign currency with 
ringgit or with another foreign currency. 

 Foreign currency means currency notes or coins which are legal tender 
in any country, territory or place outside Malaysia, and includes any right 
to receive foreign currency in such form as the Bank may prescribe, but 
excludes such foreign currency as the Bank may prescribe.

(b) remittance business:

 the business of transferring funds or facilitating the transfer of funds, whether 
in any form or by any means or whether there is any movement of funds or 
not, on behalf of an originator person in or outside Malaysia, with a view to 
making the funds available to a beneficiary person in or outside Malaysia and 
the originator person and the beneficiary person may be the same person, 
but excludes such other businesses, activities, systems or arrangements as 
the Bank may prescribe.

(c) wholesale currency business:

 the business of — (i) buying or selling foreign currency with an authorized 
dealer, a licensee or any person outside Malaysia, as the case may be; (ii) 
importing foreign currency notes from, or exporting foreign currency notes 
to, any person outside Malaysia; or (iii) such other business as the Bank may 
prescribe.23 

Thus, the changing of one currency to another, the transfer of funds from one 
destination to another and the trading in foreign currencies, all fall within money 
services business. All three (3) businesses are required to be licensed and are 

23 Section 2 MSBA 2011.
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supervised by BNM.24 

In relation to blockchain and money services business, there are generally 
two ways that blockchain technology can be used:

Firstly, when cryptocurrency is exchanged with fiat money (and vice versa) or 
other cryptocurrencies at an exchange, known in Malaysia as a digital currency 
exchange. 

Secondly, when the transfer of legal tender is through a platform based on 
blockchain. It should be noted that in the transfer of cryptocurrencies from one 
destination to another, an intermediary is not required, the sender can directly 
send the cryptocurrency to the recipient from his/her software or e-wallet to 
the recipient’s e-wallet if the address of the recipient is known. Thus, a business 
entity is not needed to remit cryptocurrencies on behalf of the sender unlike 
remitting legal tender. 

Businesses, in the second category, would be subject to regulation under 
the MSBA 2011. However, the question arises as to whether businesses in the 
first category fall within the purview of MSBA 2011. To answer this question let’s 
delve deeper into the definitions provided in the MSBA 2011.

In the definitions of the three businesses under Section 2 of the MSBA 2011 
the term “ringgit”, “foreign currency” and “funds” are used. Ringgit is the 
legal tender in Malaysia and foreign currency has to be a legal tender in any 
other country. “Funds” is not defined within the MSBA 2011, however it can be 
understood that "funds" means currency which is legal tender. Following this, 
it is clear that digital currency exchanges are not within the definition of the 
MSBA 2011, as cryptocurrencies are not the legal tender of any country. Thus, 
businesses that offer to exchange from cryptocurrencies to fiat money and to 
other cryptocurrencies cannot be licensed in Malaysia under the MSBA 2011. 

Thus, to summarise, one can divide money services businesses that are based 
on blockchain into two (2) categories:

• Businesses that deal in legal tender, for example, remittances, which would 
be subject to the regulation of BNM and would fall under the purview of the 
MSBA 2011.

• Businesses that exchange cryptocurrencies with fiat money and other 
cryptocurrencies (and vice versa) are not regulated by BNM and are not 
under the purview of the MSBA 2011.

24 Sections 4, 5, and 6 of the MSBA 2011.
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Both of these categories of businesses will be subject to risks associated with 
AML/CTF. For the first category of businesses mentioned above, since they 
are regulated by BNM and come under the purview of the MSBA 2011, all the 
safeguards provided by BNM and the MSBA 2011 will apply.

Yet for the second category of businesses, there are possible risks of 
increased illegal activity (as discussed in Chapter 2 of this Report), if these 
businesses are unrecognised and left unregulated. It is only in the digital 
exchanges that implement KYC procedures that the identity of the trader or 
customer will be known in order to track the perpetrators of illegal activity such 
as money laundering, terrorist financing or illegal trading. 

To mitigate these risks, BNM has recently taken steps by issuing policy 
documents. 

4B.3.1 Mitigating Risks

4B.3.1.1 Digital Currency Exchanges

The need for a safe legal environment for the exchange of cryptocurrencies 
seems to be on the wish list for most industry players and regulators.

For example, the founder of BitcoinMalaysia.com, and advisory firm Celebrus 
Advisory, Colbert Low stated, “we support the regulatory effort to bring 
exchanges out in the open as reporting bodies to foster greater compliance 
discipline and transparency”.25 

This was echoed by Bobby Ong, co-founder of CoinGecko, who said that 
cryptocurrency industry players were hoping for progressive regulations such 
as implemented in Japan and the US, who have licensed digital currency 
exchanges, and not restrictive regulations, like in China, where digital currency 
exchanges have been banned.26 

From a regulator’s standpoint, BNM too shared the same sentiment: “we need 
to strike a balance between public interest and integrity of the financial system. A 
ban would just curb innovation and creativity”27 of the trading of cryptocurrencies. 

25 Boo Su-Lyn, “No Problem with Regulation, but Bitcoin Enthusiasts Urge Official Exchanges,” 

Malay Mail Online, November 30, 2017, available at: http://www.themalaymailonline.com/
malaysia/article/no-problem-with-regulation-but-bitcoin-enthusiasts-urge-official-exchanges

26 Ibid.
27 This statement was made by the Deputy Governor Abdul Rasheed Ghaffour of BNM to the media 

on December 15, 2017 in relation to the trading of cryptocurrencies. Intan Farhana Zainul, “BNM: 
RM75m Cryptocurrencies Transactions Each Month,” The Star, December 15, 2017, available at: 
https://www.thestar.com.my/business/business-news/2017/12/15/bnm-rm75m-cryptocurrencies-
transactions-each-month/#6qFuTg77tLkl32oR.99.
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During the roundtable discussion conducted in February 2018 at University 
of Malaya most participants believed regulation was necessary and that it was 
overdue.28 

In line with the majority view, in late February 2018 BNM issued the “Anti-
Money Laundering and Counter Financing of Terrorism (AML/CFT) – Digital 
Currencies (Sector 6)” (“Policy Document on Digital Currencies”).29 

This latest policy document is directed at digital currency exchanges which, 
though not licensed or regulated by BNM,30 are “reporting institutions” under 
the Anti-Money Laundering, Anti-Terrorism Financing and Proceeds of Unlawful 
Activities Act 2001 (AMLA). This means that businesses that are involved in 
converting cryptocurrencies to fiat money would be required to provide detailed 
information on buyers and sellers of such currencies.

The Policy Document on Digital Currencies is next discussed in greater detail.

According to Para 4.1(a) of the Policy Document on Digital Currencies, 
“Reporting institutions” are any persons who provide the following services:

(i) exchanging digital currency for money;

(ii) exchanging money for digital currency; or

(iii) exchanging one digital currency for another digital currency,

while carrying on a digital currency exchange business or otherwise.

The use of the term “or otherwise” makes the provision very broad. While it 
is understood that the provision is for digital currency exchanges, the addition 
of the term “or otherwise” may mean that the reporting institutions go beyond 
just digital currency exchanges.31 

28 A few however felt that it was not yet time for regulation as blockchain technology had not yet 
matured.

29 On December 14, 2017, BNM issued the “Exposure Draft on Anti-Money Laundering and 
Counter Financing of Terrorism (AML/CFT) Digital Currencies (Sector 6)”. This exposure draft 
requested feedback from the public. After receiving the feedback, the policy document was 
issued on the February 27, 2018 as the “Anti-Money Laundering and Counter Financing of 
Terrorism (AML/CFT) – Digital Currencies (Sector 6),” available at: http://www.bnm.gov.my/index.
php?ch=57&pg=538&ac=680&bb=file.

30 Ibid.
31 In the opinion of Edmund Yong, co-founder of Celebrus Advisory, it could include the issuance 

and conversion of tokens - which means ICOs may fall within its ambit, this could mean that ICO 
companies are potentially subject to requirements as “reporting institutions” too. Opinion of 
Edmund Yong, in an email exchange with author.
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According to the Policy Document on Digital Currencies, digital currency is 
defined as a digital representation of value that –

(a) functions as a medium of exchange; and

(b) is interchangeable with any money.32 

Thus, reporting institutions are mainly digital currency exchanges that 
are doing business in digital currency; whereas digital currency is defined 
as a medium of exchange and is convertible to fiat money. These digital 
currency exchangers are not licensed or regulated by BNM neither is digital 
currency recognised as legal tender under the policy document. However, 
these digital currency exchanges are expected to comply with the provisions 
of the Companies Act 2016, including the requirement to be incorporated 
or registered under the provisions of the Companies Act 2016.33 This last 
requirement is a guideline issued by BNM. Meaning that it is a recommended 
best practice, but does not have to be complied with.34 

Under the Policy Document on Digital Currencies the reporting institutions 
must ensure the following:

1. Send a declaration of its details to BNM 

 A declaration includes providing information on the reporting institution,35 its 
key responsible person,36 its compliance officer37 and its business activities38 
through Annex 1 of the Policy Document on Digital Currencies.

2. Assess risks relating to AML/CFT, have in place a risk management and 
control system and conduct risk profiling on their customers.

3. Verify the identity of customers through Customer Due Diligence (CDD)

32 “… (including through the crediting or debiting of an account) but excluding electronic money, 
as defined under the Financial Services Act 2013 [Act 758] and the Islamic Financial Services Act 
2013 [Act 759], issued by an approved issuer of electronic money under those Acts,” Ibid., Para. 
6.2.

33 Ibid., para. 7.6.
34 See Para 6.2 for the definitions of “guideline” and “standard”, Ibid.
35 This includes: name of reporting institution, business registration number, shareholder name, 

business address, contact number, email address, related foreign entity, registered name of 
foreign entity, business platform. Ibid., Annex 1.

36 This includes: name of key responsible person, identification number, nationality, contact 
information, address.

37 This includes: name of compliance officer, identification number, nationality, contact information, 
address (should be based in Malaysia).

38 This includes: business activities, digital currencies transacted, wallet address, other services 
provided, and commencement of operations in Malaysia.
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 This includes identifying and verifying the customer’s or beneficial owner’s 
identity using reliable, independent source documents, data or information 
and conducting on-going due diligence on the business relationship with 
customers. Further, enhanced CDD is required where the ML/TF risks are 
assessed to be higher. 

4. Identify and assess the ML/TF risks that may arise in relation to the 
development of new digital currencies, products, services and business 
practices.

5. Conduct enhanced CDD for business relationships and transactions with any 
person from countries identified as having on-going or substantial ML/TF 
risks. Assess the level of ML/TF risks posed by the business relationship with 
politically exposed persons whether foreign or domestic.

6. Put in place a Management Information System.

7. Keep records which must be maintained and stored for at least six (6) years.

8. Appoint a compliance officer who is “fit and proper” and must be based in 
Malaysia.

9. Submit suspicious transaction reports where there are certain suspicious 
circumstances.

10. Enforcement can be taken against the reporting institution, its directors,  
officers and employees for non-compliance in accordance to the provisions 
of the sections in AMLA.39 

Remarking on this Policy Document during the roundtable discussions in 
February 2018 at the University of Malaya, Edmund Yong, a participant, stated 
that this first version issued by BNM will over time be amended and improved 
as the industry moves forward. He further added:

BNM is creating reporting obligations which I think is a very structured way to 
say “I want this data, I want to study this data, how much money is coming in 
and flowing out etc”. I think it is pretty wise to put in place all these shackles.

This feedback from an industry stakeholder positively affirms that the KYC, CDD, 
and record keeping requirements of the policy document is a move in the right 
direction. 

On analysis, one can conclude that the purposes of the Policy Document 
are clear, it is to ensure that the risks associated with AML and TF are mitigated 

39 See, Sections 22, 66E, 86A, 87, 88, 92 and 93 of AMLA.
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at the digital currency exchanges by identifying and collecting data on the 
customers and the transactions. Adding further to its risk mitigation effect is the 
fact that the Policy Document applies to digital currency exchanges whether 
they have a physical presence in Malaysia or not.40 This means foreign persons 
or exchanges would be subject to BNM guidelines. Whether this is feasible 
or not maybe questioned,41 for one thing enforceability against these foreign 
entities in the event of non-compliance would be difficult. 

In the meantime, while these risk mitigation methods are in place, digital 
currency exchanges are not governed by any regulating body in Malaysia. What 
this means is that a digital currency exchange does not have to fulfil certain 
conditions before offering digital currency exchange services to those residing 
in Malaysia. They are however recommended to comply with the provisions 
of the Companies Act 2016 and register as a company under the Companies 
Commission of Malaysia. 

Another point to bear in mind is that BNM has, for the purposes of the Policy 
Document on Digital Currencies, taken the step of defining “digital currency”. 
Whereas, the Securities Commission of Malaysia has not yet defined or classified 
tokens.42 The hazard43 that could occur is if the two regulating bodies do not 
work hand in hand to develop a classification of tokens and cryptocurrencies 
which are consistent with each other.44 If the two regulating bodies do not work 
in tandem, there will be a lot of uncertainty in the industry which will adversely 
affect investors, consumers and businesses.

4B.3.1.2 Remittance Businesses Using a Digital Platform 

In the case of remittance businesses that use online and mobile channels, BNM 
has issued a policy document that outlines the minimum requirements that must 
be observed in implementing an electronic know-your-customer system. This 
was issued on the on November 30, 2017 as the “Anti-Money Laundering and 

40 Para 4B.2 of the “Anti-Money Laundering and Counter Financing of Terrorism (AML/CFT) – Digital 
Currencies (Sector 6),” available at http://www.bnm.gov.my/index.php?ch=57&pg=538&ac=680
&bb=file.

41 Opinion of Edmund Yong, in an email exchange with the author.
42 SC has not classified them as currency, commodity or security.
43 Implications of not standardising the classification and definitions of cryptocurrencies impacts 

upon taxation, estate planning, and bankruptcy. Opinion given by Edmund Yong in an email 
exchange with the author.

44 “A one-size-fits-all approach may not be suitable for crypto. But at the same time, there cannot 
be contrasting or inconsistent approaches to it. The problem is further exacerbated by the 
borderless nature of crypto, so different jurisdictions treat them differently, creating situations 
for regulatory arbitrage”. Opinion of Edmund Yong, in an email exchange with the author.
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Counter Financing of Terrorism (AML/CFT) - Money Services Business (Sector 3) 
(Supplementary Document No. 1)” (Policy Document on e-KYC).

Electronic Know Your Customer (e-KYC) enables a remittance provider to 
verify the identity of the customer electronically, without having to establish the 
identity of that customer face to face. The purpose of the Policy Document on 
e-KYC is to ensure that AML/CFT control measures and systems that safeguard 
the safety for the provision of online and mobile remittance services are in place.45

Unlike digital currency exchanges, online and mobile remittance providers 
are regulated by the MSBA 2011 so long as they are transferring legal tender. 
Thus, a licensed remittance provider under the MSBA 2011 will be a “reporting 
institution” under the Policy Document on e-KYC. A reporting institution will be 
required to firstly obtain the prior written approval of BNM to implement e-KYC 
for online or mobile remittance. Thereafter, the following requirements must be 
fulfilled when implementing e-KYC,

1. The Board of the reporting institution should ensure that proper policies 
and procedures are in place to address any specific risks associated with the 
implementation of e-KYC.

2. A reporting institution should on a continued basis demonstrate that e-KYC 
identification and verification methods are at least as good as a face-to-face 
customer verification process. To enable this, a reporting institution should 
– at a minimum – establish independent contact with the customer and 
verify a customer’s information from an independent and credible source, 
request for additional documents in addition to those required for face-to-
face customers and clearly define parameters for higher risk customers that 
are not allowed to transact through e-KYC.

3. The systems and technologies developed by a reporting institution should 
be capable of supporting processes and procedures required for the AML/
CFT compliance programme.

4. A reporting institution should also ensure:

• Remittance transaction can only be performed by a person who has a 
valid bank account.

• Individuals can only remit up to a total of RM30,000 a day.

• For remittance by foreign workers, the maximum total remittance per day 

45 “Anti-Money Laundering and Counter Financing of Terrorism (AML/CFT) - Money Services 
Business (Sector 3) (Supplementary Document No. 1),” Bank Negara Malaysia, 2017, available 
at: https://www.bnm.gov.my/index.php?ch=57&pg=146&ac=619&bb=file.
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is RM5,000, unless approved by the bank and it can only be remitted 
to the individual’s home country and beneficiaries who must be pre-
registered by the individual.

• Robust IT security controls including ensuring a customer’s remittance 
account is tied to only one mobile phone device.

According to the "Implementation Guidance” of the Policy Document on e-KYC, 
the customers on-boarded through e-KYC can make payments for remittance 
transactions using an e-wallet, besides using a bank account, if the reporting 
institution ensures that its customers fulfil the requirement of having a bank 
account to undertake such remittance transactions.46 Money services businesses 
that use blockchain technology as a platform to remit legal tender can now 
implement e-KYC subject to complying with the Policy Document on e-KYC. 

On analysis of this Policy Document on e-KYC three (3) comments can be 
made. Firstly, with the passing of the regulation,47 e-KYC is now permitted. This 
in turn allows customers to remit funds faster and allows remittance providers to 
work efficiently and at a lower cost – since all verifications and procedures are 
done online. Secondly, the e-KYC permission is coupled with safety features to 
prevent ML/TF and ensure the tracking of remittances; this mitigates risks of ML/
TF. Thirdly, as a regulation issued by a regulatory body, changes, amendments 
and additions can easily be undertaken when the need arises. With the fast-
moving pace of technology, this feature – the ability to change and adopt 
regulation - is a much-needed requirement.

4B.4 Approaches Around the World48 

”Ban”, “license” or ”wait and see” has been the approach of regulators around 
the world towards digital currency exchanges. Regulatory action towards digital 
currency exchanges around the world has not been uniform. 

China for example has outright banned domestic digital currency exchanges 

46 “Implementation Guidance on e-KYC by MSB Industry Frequently Asked Questions and Answers 
(FAQs),” Bank Negara Malaysia, 2017, available at: http://www.bnm.gov.my/index.php?ch=57&
pg=146&ac=651&bb=file.

47 The standard provisions in the Policy Document on e-KYC are binding on the “reporting 
institution,” and non-compliance will result in enforcement action. See Para 7.2 of “Anti-Money 
Laundering and Counter Financing of Terrorism (AML/CFT) - Money Services Business (Sector 3) 
(Supplementary Document No. 1)”.

48 Chapter 3 also discusses some of the approaches around the world on regulation of digital 
currency exchange. This chapter only discusses select jurisdictions from which Malaysia can learn 
from.
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since September 2017 and in January 2018 went further by blocking offshore 
digital currency exchanges and ICO websites.49 

South Korea has steadily increased its regulation on digital currency 
exchanges. In December 2017 South Korea decided that from 2018 anonymous 
cryptocurrency accounts would no longer be allowed.50 Then in early January 
2018 it was reported that South Korea was considering shutting down all digital 
currency exchanges.51 Thereafter, in early February 2018, officials claimed that 
it was instead actually considering a new licensing system for digital currency 
exchanges modelled after the New York State Regulation (discussed below).52 

More recently the Reserve Bank of India (RBI) issued a ban on all entities 
regulated by the RBI from dealing with or providing services to any individual 
or business entities dealing with or settling virtual currencies, to avoid risks 
associated with it.53 

Alternatively, Japan,54 Philippines55 and the US State of New York56 have 
pursued a “licensing” approach. These countries are the forerunners in 
regulating digital currency exchanges. All three (3) jurisdictions use the term 
“virtual currency” for cryptocurrency and “virtual currency exchange” for digital 
currency exchanges, and in all three jurisdictions the corresponding regulations 
are currently in force.

49 William Suberg, “Ban Complete: China Blocks Foreign Crypto Exchanges to Counter ‘Financial 
Risks’,” Cointelegraph, February 5, 2018, available at: https://cointelegraph.com/news/ban-
complete-china-blocks-foreign-crypto-exchanges-to-counter-financial-risks.

50 Mallory Locklear, “South Korea Enacts New Cryptocurrency Regulations Anonymous Digital 
Currency Accounts Are Now Banned,” Engadget, December 28, 2017, available at: https://www.
engadget.com/2017/12/28/south-korea-cryptocurrency-regulations/.

51 “S. Korea Considering Shutting Down All Virtual Currency Exchanges,” Malay Mail Online, 
January 18, 2018, available at: http://www.themalaymailonline.com/money/article/s.korea-
considering-shutting-down-all-virtual-currency-exchanges.

52 Eli Meixler, “South Korea Is Considering a New Licensing System For Cryptocurrency Exchanges,” 
Fortune, February 13, 2018, available at: http://fortune.com/2018/02/13/south-korea-bitcoin-
exchange-approval-system/.

53 Reserve Bank of India, “Statement on Developmental and Regulatory Policies,” April 
5 ,  2018 ,  ava i l ab le  a t :  h t tps : / / rb idocs . rb i .o rg . in / rdocs/PressRe lease/PDFs/
PR264270719E5CB28249D7BCE07C5B3196C904B.PDF.

54 Government of Japan, Payment Services Act, available at: http://www.japaneselawtranslation.
go.jp/law/detail/?id=3078&vm=04&re=02.

55 “Guidelines for Virtual Currency (VC) Exchanges,” available at: http://www.bsp.gov.ph/
downloads/regulations/attachments/2017/c944B.pdf.

56 New York State Department of Financial Services, “New York Codes, Rules and Regulations Title 
23. Department of Financial Services Chapter I. Regulations of the Superintendent of Financial 
Services Part 200. Virtual Currencies,” available at: https://www.dfs.ny.gov/legal/regulations/
adoptions/dfsp200t.pdf.
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Gibraltar too has passed regulation, the “Financial Services (Distributed 
Ledger Technology Providers) Regulations 2017”57 which came into force on 
January 1, 2018. The regulation allows Distributed Ledger Technology (DLT) 
Providers based in or operating from Gibraltar to do business legally once 
authorised by the Gibraltar Financial Services Commission.58

The New York State Regulation on Virtual Currencies for virtual currency 
exchanges,59 also known as “BitLicense”, came into force on August 8, 2015. 
According to the Regulation, any person who engages in Virtual Currency 
Business Activity (VCBA) is required to have a license issued by the New York 
State Department of Financial Services.60 The regulations are limited to activities 
involving New York or a New York resident.61 According to the regulation VCBA 
means,

(1) receiving Virtual Currency for Transmission or Transmitting Virtual Currency, 
except where the transaction is undertaken for non-financial purposes and 
does not involve the transfer of more than a nominal amount of Virtual 
Currency; 

(2) storing, holding, or maintaining custody or control of Virtual Currency on 
behalf of others; 

(3) buying and selling Virtual Currency as a customer business; 

(4) performing Exchange Services as a customer business; or 

(5) controlling, administering, or issuing a Virtual Currency.62 

This means that VCBA includes the exchange, transfer, issuing administering 
and controlling of virtual currencies. The New York Regulation thus intends the 
applicability of its regulation to extend beyond just money services and include 
ICOs as well. 

In the Philippines, Circular No. 944 Guidelines for Virtual Currency (VC) 

57 Government of Gibraltar, “Financial Services (Distributed Ledger Technology Providers) 
Regulation 2017,” available at: http://gibraltarlaws.gov.gi/articles/2017s204B.pdf.

58 Renier Janse van Rensburg, “Overview of Gibraltar’s Blockchain / Distributed Ledger Technology 
(DLT) Regulation,” Growth Pain, December 12, 2017, available at: https://medium.com/
growthpains/overview-of-gibraltars-blockchain-distributed-ledger-technology-dlt-regulation-
b899ece978c4B

59 Available at: https://www.dfs.ny.gov/legal/regulations/adoptions/dfsp200t.pdf
60 Ibid., Section 200.3 License, Part 200. Virtual Currencies.
61 Ibid., Section 200.2(q) Definitions, Part 200. Virtual Currencies. (Federal laws may apply to these 

activities as well, but it is beyond the scope of this chapter to go into them.)
62 Ibid.
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Exchanges provides that the Central Bank of Philippines does not endorse 
any virtual currency, but intends to regulate virtual currency exchanges when 
they are used for the delivery of financial services, payments and remittances 
to ensure that no money-laundering or terrorist financing takes place and that 
consumer protection and financial stability is maintained. This is unlike the 
definition of digital exchanges in Malaysia which mainly focuses on exchange 
business.

In Japan, the Payment Services Act was amended in May 2016 to provide for 
the regulation of virtual currency exchanges. The amendments came into effect 
on April 1, 2017 whereby the amended Payment Services Act, now provides for 
the registration of “Virtual Currency Exchange Service Providers”. As of April 20, 
2018, Japan's Financial Services Agency (FSA) has issued operating licenses to 
16 virtual currency exchanges.63 The Japanese regulation uses the term “Virtual 
Currency Exchange Service” which unlike the NY State Regulation, includes the 
exchange of virtual currency and payment services, but does not include “issue 
of virtual currency” and therefore, may not include issuing ICOs.64 

Another jurisdiction, Australia passed an amending Act65 on April 1, 2018 
- the Anti-Money Laundering and Counter-Terrorism Financing Amendment 
Act 2017 (Amendment Act 2017). The Amendment Act 2017 amends the 
Australian Anti-Money Laundering and Counter-Terrorism Financing Act 2006 
to provide for the regulation of digital currency exchanges and it provides for 
the establishment of a Digital Currency Exchange Register. The requirement 
is that a digital currency provider must register its business with the Australian 

63 See Financial Services Authority of Japan, “Virtual Currency Exchange Agency Registration List” 
April 20, 2018, available at: https://www.fsa.go.jp/menkyo/menkyoj/kasoutuka.pdf.

64 “(8) The term ‘Virtual Currency Exchange Service Provider’ as used in this Act means a person 
registered under Article 63-2.” And “Article 63-2 No person may engage in the Virtual Currency 
Exchange Service unless the person is registered with the Prime Minister.” Where Virtual Currency 
Exchange Service means carrying out any of the following acts in the course of trade, and the 
term "Exchange of Virtual Currency, etc." as used in this Act means the acts set forth in items (i) 
and (ii):

 (i) purchase and sales of a Virtual Currency or exchange with another Virtual Currency;
 (ii) intermediary, brokerage or agency services for the act set forth in the preceding item; and
 (iii) management of users’ money or Virtual Currency, carried out by persons in connection with 

their acts set forth in the preceding two items.” Payment Services Act 2009. 
65 Australia passed a consultation paper dated December 2016 titled "Regulating digital currencies 

under Australia’s AML/CTF regime" and this was followed up with the passing of the Anti-Money 
Laundering and Counter-Terrorism Financing Amendment Bill 2017 by the Australian House 
of Representatives and Senate on December 7, 2017. The 2017 Bill amended the Anti-Money 
Laundering and Counter-Terrorism Financing Act 2006 to provide for the regulation of digital 
currency exchanges. The 2017 Bill came into force on the April 1, 2018.
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Transaction Reports and Analysis Centre (AUSTRAC), and the regulator can 
refuse to provide registration.66 It would seem that Malaysia has followed 
closely the approach of Australia in its usage of the term “digital currency” and 
in ensuring that the requirements of AML and CTF are adhered to. However, 
Malaysia does not provide for the registration of digital currency exchanges. 
What this means is that BNM does not decide whether or not the digital 
currency exchange can do business with residents in Malaysia. Instead of 
registration, a declaration of its details by the digital currency exchange must 
be submitted to BNM.

Below is a summary of the regulations in the various jurisdictions.

Table 4B.2 - Regulation on Digital Currency Exchanges67

Country gibraltar Japan New York 
State 

Philippines Australia Malaysia

Regulation Financial 
Services 
(Distributed 
Ledger 
Technology 
Providers) 
Regulations 
2017

Payment 
Services 
Act 200967 

Part 200. 
Virtual 
Currencies

Guidelines 
for Virtual 
Currency 
(VC) 
Exchanges

Anti-Money 
Laundering 
and 
Counter-
Terrorism 
Financing 
Amendment 
Act 2017

Anti-Money 
Laundering 
and Counter 
Financing of 
Terrorism (AML/
CFT) Digital 
Currencies 
(Sector 6)

Registration/
License / 
declaration 
required

License Registration License Registration Registration Send declaration 
of details to 
BNM

CDD/KYC 
requirements

Yes Yes Yes Yes Yes Yes

66 Chapter 5 of the AUSTRAC compliance guide available at: http://www.austrac.gov.au/chapter-
5-registration.

67 Japan’s Financial Services Agency (JFSA) also issued the following documents:-
 “Grounds for Refusing Registration, and Relevant Statutes and Regulations Pertaining to 

Viewpoints in Registration-Screening as Virtual Currency Exchange Service Provider” and “Details 
of Screening for New Registration Application as Virtual Currency Exchange Service Provider”. 
The documents detail the underlying policy of the JFSA in implementing the registration 
requirements of virtual currency exchange service providers. See http://www.mondovisione.com/
media-and-resources/news/japans-financial-services-agency-update-on-progress-toward-further-
efficiency/.
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Keeping 
records of 
customers 
and 
transactions

Yes (broad 
principles)

Yes Yes Yes Yes Yes

AML self-
monitoring

Yes (broad 
principles)

Yes Yes Yes Yes Yes

Resolve 
consumer 
complaints 

No Yes Yes No No No

Consumer 
Protection – 
disclosure of 
risks

Yes (broad 
principles)

Yes Yes No No No

Cyber 
security 
program 
against 
threats

Yes (broad 
principles)

Yes Yes Yes No No

Name used 
for exchange

Distributed 
Ledger 
Technology 
Providers

Virtual 
Currency 
Exchange 
Service 
Provider

Virtual 
Currency 
Business 
Activity

Virtual 
Currency 
Exchanges

Digital 
Currency 
Exchange 
Providers

Digital Currency 
exchanges

Source: Author’s own

The table above was created as a simple comparison between the 
regulations of the six (6) jurisdictions outlined above. Eight (8) factors were 
compared:

• whether the virtual exchange or digital currency exchange requires to be 
registered/licenced or only a declaration is required;

• whether customer due diligence or KYC requirements had to be adhered to;

• whether keeping of records were required; 

• whether the virtual exchange had to have an AML program in place;

• whether the virtual exchange or digital currency exchange were required to 
resolve consumer complaints through alternative dispute resolution channels; 



148

• whether consumer protection had to be performed by the virtual exchange 
or digital currency exchange by disclosing risks to the consumer; 

• whether a cyber-security program had to be in place to protect data against 
cyber and other threats; and

• the term used in the regulation to describe the digital currency exchange.

A few further points can be raised from the above:

The Japanese Regulation, while having provisions on all of the factors 
compared above, is not as detailed as the NY State Regulation. On closer 
comparison of these two regulations, one can notice that the NY State 
Regulation requires the details of the customers to be disclosed to the 
supervisory body upon request in certain situations, this is present in the 
Australian regulation as well as the Malaysian regulation. However, it is not 
clearly present in the amended Japanese Payment Services Act 2009.68 

Gibraltar has a very permissive regulatory approach with broad principles 
stated in their regulation and DLT providers are generally addressed. Gibraltar’s 
regulation is less restrictive and seeks to encourage businesses to set up in 
its jurisdiction. The Philippines’ approach is like Gibraltar’s approach, but 
comparatively more cautionary and emphasises the prevention of money 
laundering and terrorist financing. 

As noted earlier, Malaysia and Australia have adopted a similar regulatory 
approach however in Malaysia, digital currency exchanges do not have to apply 
for registration to offer their service to residents of Australia. 

Malaysia’s approach seems to differ from all of the jurisdictions discussed 
above as it neither registers nor licenses digital currency exchanges. BNM does 
not regulate digital currency exchanges, however as digital currency exchanges 
are considered as “reporting institutions” they are monitored for the purposes 
of AML and CTF, and are required to send a declaration of their details. By 
Malaysia taking such an approach, there may be disadvantages to consumers. 
From the comparison made above, in Malaysia there are no requirements for the 
digital currency exchange to resolve consumer complaints through alternative 
dispute resolution channels, there are also no requirements for the digital 
currency exchange to disclose risks to the consumer, and lastly no requirement 
that a cyber-security program is in place to protect against cyber and other 
threats. The exclusion of these features which are present in other countries’ 

68 However it should be noted that that other regulation in Japan may require disclosures to be 
made.
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regulation will leave Malaysian consumers unprotected.

However, even though it is not provided for in Malaysia’s regulation itself, 
individual digital currency exchanges do provide for these requirements in their 
terms of use on a voluntary basis.69 

4B.5 Tax 

Tax evasion is another area of concern in the trading of cryptocurrencies. Tax 
authorities around the world have taken cognisance that huge amounts of 
money are being traded through digital currency exchanges and traders may be 
evading paying taxes and are therefore investigating the sources of the traders’ 
money.70 

The National Tax Agency in Japan released on December 1, 2017 a 
statement71 regarding personal income tax in reference to blockchain regulation 
titled “Tax Calculations on Cryptocurrency Investments”.72 

According to the statement, tax will be charged in a number of situations, 
including the following:

• Converting cryptocurrencies into a legal currency

• Purchasing items with virtual currency

• When virtual currency is exchanged for another virtual currency, regardless 
of how assets are stored.73 

The US, Singapore and Australia also have tax requirements for individuals and 
businesses that accept cryptocurrencies as payments for goods and services, as 

69 See, Luno’s terms of use at: https://www.luno.com/en/legal/terms?utm_source=Terms+of+
 Use&utm_campaign=e439c318ac-terms-update&utm_medium=email&utm_term=0_80e3612087-

e439c318ac-268168917.
70 Risen Jayaseelan, and Gurmeet Kaur , “Taxman Scrutinises Crypto Exchanges,” The Star, January 

13, 2018, available at: https://www.thestar.com.my/business/business-news/2018/01/13/taxman-
scrutinises-crypto-exchanges/.

71 Personal Tax Information Division, “About Calculation Method etc. of Income on Virtual 
Currency (Information),” December 1, 2018, available at: https://translate.google.
com/translate?hl=en&sl=ja&u=https://www.nta.go.jp/law/joho-zeikaishaku/shotoku/
shinkoku/171127/01.pdf&prev=search. Original is in Japanese.

72 Blockchain Lab, “Regulation of Blockchain: National Tax Agency of Japan Released a Q&A 
Regarding the Tax Calculation,” Blockchain-247, January 30, 2018, available at: https://www.
blockchainlabs.asia/news/regulation-blockchain-national-tax-agency-japan-released-qa-regarding-
tax-calculation/.

73 Ibid.
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well as those that trade cryptocurrencies.74 

In Malaysia on January 12, 2018 Luno (a digital currency exchange) had its 
bank accounts frozen at the request of the IRB. According to Datuk Seri Sabin 
Samitah, CEO of the IRB, the Luno bank account in Malaysia was frozen to 
determine whether Luno had complied with the statutory requirement under the 
Malaysian Income Tax Act 1967 and to ascertain if the business was involved in 
money laundering.75 

Even though digital exchangers are not regulated by any governing body 
in Malaysia, they are subject to tax law. According to Section 3 of the Income 
Tax Act 1967, “a tax to be known as income tax shall be charged for each year 
of assessment upon the income of any person accruing in or derived from 
Malaysia”. 

IRB froze Luno’s accounts to investigate the source documents and 
accounting records, noted,

source documents may be in the form of e-wallet and blockchain-based 
record keeping which were kept in Cloud servers, IRB needed to ascertain 
that cryptocurrency company was complying with stipulated laws on 
record keeping. This meant the company would need to keep proper 
books of accounting and business records in Malaysia for the purpose of 
auditing by the relevant law enforcement agencies. “Consequently, the 
request of information under Section 81 of the Act76 and Section 37 of the 
AMLATFPUAA 2001 is truly to assist the investigation or audit and not for the 
purpose of phishing for information on the cryptocurrency traders per se77 

It would seem from the statement that the IRB was checking whether Luno had 
complied with tax law requirements regarding the keeping of records. However, 
as the records would indicate the identities of the traders and the amounts 

74 Ahmad Naqib Idris, “Cryptocurrency a Tax Headache for Regulators,” The Edge Financial Daily, 
January 22, 2018, available at: http://www.theedgemarkets.com/article/cryptocurrency-tax-
headache-regulators.

75 Tech News, “IRB: Cryptocurrency Not Regulated but Traders Still Subject to Malaysian Income 
Tax Law,” The Star, January 19, 2018, available at: https://www.thestar.com.my/tech/tech-
news/2018/01/19/irb-cryptocurrency-not-regulated-but-traders-still-subject-to-malaysian-income-tax/.

76 Ahmad Naqib Idris, “Cryptocurrency a Tax Headache for Regulators,” The Edge Financial Daily, 
January 22, 2018, available at: http://www.theedgemarkets.com/article/cryptocurrency-tax-
headache-regulators.

77 Tech News, “IRB: Cryptocurrency Not Regulated but Traders Still Subject to Malaysian Income 
Tax Law,” The Star, January 19, 2018, available at: https://www.thestar.com.my/tech/tech-
news/2018/01/19/irb-cryptocurrency-not-regulated-but-traders-still-subject-to-malaysian-income-
tax/.
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traded, could this mean that the IRB are indirectly checking on the trading itself 
in the process of checking Luno’s record keeping? The IRB seems to claim “no” 
as quoted in the report above.

Recent developments show that Luno has updated its terms of use which 
came into force on March 1, 2018. The terms include that Luno will be ensuring 
diligent KYC requirements are carried out on customers and that the records of 
customers may be kept even after the customer has closed their account with 
Luno. Another term provides that individual customers are responsible for their 
own payment of taxes according to the laws they are subject to. 

The question remains whether traders of cryptocurrencies and cryptocurrency 
transactions are subject to tax payments in Malaysia? 

Currently, cryptocurrency trade and transactions are not subject to tax in 
Malaysia.78 According to a report,79 senior tax lawyer Dave Ananth stated that 
the term “cryptocurrency” will have to be defined in relation to tax as there 
are no specific provisions for digital currency in the Income Tax Act 1967. The 
government would need to define digital currency as either “currency” or 
“assets” before they are considered taxable. 

In actual fact, the term “digital currency” has been defined in the Policy 
Document on Digital Currencies in regards to Digital Currency Exchanges. Yet 
the question arises as to whether that definition of digital currency is sufficient 
for it to be regarded as “currency” under the Income Tax Act 1967?80 

During the roundtable discussion held in February 2018 at University of 
Malaya, participants’ opinions on whether traders should be taxed were divided; 
some noted that not to tax them would cause Malaysia to lose a lot in revenue. 
Others believed that the trading of digital currency by individuals was capital 
gains which are not taxed in Malaysia. On a company level, however, it may be 
taxed because the gains would be revenue. 

When it comes to the sale of property within five (5) years of its purchase, it 
would seem that tax would be imposed under the Real Property Gains Tax Act 

78 Ahmad Naqib Idris, “Cryptocurrency a Tax Headache for Regulators,” The Edge Financial Daily, 
January 22, 2018, available at: http://www.theedgemarkets.com/article/cryptocurrency-tax-
headache-regulators

79 Ibid.
80 In principle, gain or loss on foreign exchange which is revenue in nature is taxable or deductible 

when it is realised. See: LHDN, “LHDN Malaysia Guidelines On Tax Treatment Related To The 
Implementation Of MFRS 121 (Or Other Similar Standards),” LHDN.01/35/(S)/42/51/84, available 
at: http://lampiran2.hasil.gov.my/pdf/pdfam/Guidelines_on_Tax_Treatment_Related_to_the_
Implementation_of_MFRS_121_or_Other_Similar_Standards.pdf.
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1976 even if the payment of the transaction was made by cryptocurrency.81 Real 
Property Gains Tax is a form of capital gains tax that is imposed on the disposal 
of property, within five (5) years from its acquisition, in Malaysia, where profit is 
received from the sale of the property.82 

4B.6 Malaysia – Overview of Steps Taken 

Regulation is necessary to protect and safeguard the interests of the public and 
businesses. At the same time over-regulation can stifle innovation and become 
burdensome for businesses that want to introduce products and services that 
can liberate society, disrupt existing practices and lower prices for consumers. 
A balance must be struck between the protection of the various stakeholders 
and allowing room for innovation. Especially when Fintech based products and 
services are being introduced into the financial market.

It is with this in mind that Malaysia has decided not to ban the trading of 
cryptocurrencies and instead has introduced certain regulation that provide 
protection against AML and TF risks.83 The Policy Document on Digital 
Currencies and the Policy Document on e-KYC are two (2) of the main 
Regulations issued by BNM (discussed above) that address digital currency 
exchanges and companies that provide electronic platforms for remittances of 
legal tender. 

Another step taken by BNM was the introduction of the “regulatory 
sandbox” for Fintech84 businesses in November, 2016. The regulatory sandbox 
allows companies to launch their services without having to comply with the 
full spectrum of regulation, albeit within the limits established by BNM.85 BNM 

81 “IRB: Sales Of Property Using E-Currency Still Taxable,” The Star, January 22, 2018, available at: 
https://www.thestar.com.my/news/nation/2018/01/22/irb-sales-of-property-using-ecurrency-still-taxable/

82 “Real Property Gains Tax (RPGT),” Realestateagent, 2018, available at: http://www.realestateagent.
com.my/RPGT.htm.

83 Intan Farhana Zainul, “BNM: RM75m Cryptocurrencies Transactions Each Month.”
84 “Technologies Used and Applied in the Financial Services Sector,” Bernard Marr, “The Complete 

Beginner’s Guide To FinTech In 2017,” Forbes, February 10, 2017, available at: https://
www.forbes.com/sites/bernardmarr/2017/02/10/a-complete-beginners-guide-to-fintech-in-
2017/#7271afc63340.

85 The FTEG is responsible for formulating and enhancing regulatory policies to facilitate the 
adoption of technological innovations in the Malaysian financial services industry. BNM, 
“Financial Technology Enabler Group,” Bank Negara Malaysia, 2018, available at: http://www.
bnm.gov.my/index.php?ch=idx_b&pg=idx_hghts&ac=46. See also Risen Jayaseelan, “Bank 
Negara Kicks Off Fintech Sandbox,” The Star, May 29, 2017, available at: https://www.thestar.
com.my/business/business-news/2017/05/29/bank-negara-kicks-off-fintech-with-licences-
issued/#aajmZoCBJdbgOkaB.99.
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also created a unit called the Financial Technology Enabler Group (FTEG) which 
oversees “the entry of technological innovations in financial services.”86 As of 
this date, according to FTEG, there are six participants that have been approved 
to operate within the sandbox.87 Out of the six (6) companies, two provide 
money services business. 

The first MoneyMatch Sdn Bhd, which provides remittance and money exchange 
services, started operations in May 2017. On its website, it describes its services 
as a fully digital peer-to-peer currency exchange platform that reduces costs for 
remittance and money exchange.88 Basically, this means matching the buyers 
and sellers of different currencies digitally.89 It is reported that MoneyMatch is 
experimenting with using blockchain technology to transfer money.90 

The second company within the regulatory sandbox is WorldRemit Ltd, it is 
also a remittance company that offers services to Malaysians to electronically 
remit money cheaper and faster than other conventional means to 120 
destinations. Money can be remitted through bank deposit, cash pickup, or on 
the WorldRemit Money Transfer mobile app.91 

Both of these companies require customers to fulfil KYC requirements which 
now can be done electronically.92 They need to comply with the requirements 
of the Policy Document on e-KYC.93 The advantages to be provided by these 
Fintech companies are cheaper rates and faster remittance.

4B.7 Recommendations for Further Improvements 

Having summarised the steps taken in Malaysia for blockchain-based money 
services business, recommendations to improve the industry further will now be 
suggested. Four recommendations are proposed: 

86 Ibid.
87 FTEG, “List of Approved Participants in Regulatory Sandbox,” 2018, available at: https://www.

myfteg.com/approved-participants-in-sandbox.
88 Moneymatch, “Rethinking Finance,” available at: https://moneymatch.co/#WhatWeDo.
89 Finders, “Cut out the Middle Man with Peer-to-Peer Money Transfers,” September 7, 2017, 

available at: https://www.finder.com/international-money-transfers/peer-to-peer.
90 Adrian Yap, “Currency Exchange: What Does the Future Hold for the Industry,” Conference 

Paper, Money Services Business Asia Pacific Conference, BNM Sasana Kijal, MAMSB, 2017.
91 WorldRemit, “Sending Money from Malaysia,” 2018, available at: https://www.worldremit.com/

en/help/sending-money-from-malaysia.
92 Ibid.
93 Ibid.
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• The need to have a governing body overseeing digital currency exchanges. 

• Clarification as to who is a “Reporting Institution” under the Policy 
Document on Digital Currencies 

• Ensuring that the two regulators in the Malaysian financial industry, BNM and 
the SC, work hand-in-hand when defining and classifying tokens and digital 
currency.

• The need to clarify the tax treatment of digital currency transactions and their 
exchange.

4B.7.1 Overseeing Digital Currency Exchanges

Starting with the first recommendation. Currently BNM neither regulates nor 
licences or registers digital currency exchanges. While this hands-off approach 
may encourage innovation and the cryptocurrency space to expand, it also has 
side effects. 

Firstly, the regulators in the jurisdictions which require digital currency 
exchanges to be licensed or registered have the right to refuse to grant 
registration or issue a license. This right of refusal does not exist in Malaysia. 
Once a declaration is made by the digital currency exchange, it can offer its 
business. This means that digital currency exchanges will not be filtered before 
they are allowed to offer business in Malaysia. 

Secondly, as can be seen from Table 2 above, the jurisdictions that licence 
or register digital currency exchanges or virtual currency exchange providers 
have the power to protect consumers by requiring the exchanges to resolve 
consumer complaints through alternative dispute resolution channels. Usually, 
the alternative dispute resolution mechanisms offered to consumers of financial 
services are free, there are also other advantages such as a faster means of 
dispute resolution and the option of not having legal representation, all of 
these factors would benefit the consumer. This advantage does not exist for 
consumers in Malaysia.

Thirdly, a regulator can require a digital currency exchange or virtual currency 
exchange provider to disclose risks to the consumer. Risks associated with 
the nature of cryptocurrencies and the possibility of financial loss. Also, the 
regulators can mandate digital currency exchanges or virtual currency exchange 
providers to have in place a cyber-security program to protect against cyber-
threats and other threats. If the exchange does not carry out these measures 
of consumer protection the supervising authority can take steps to ensure 
compliance. This is something BNM cannot do, as it has expressly stated that it 
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does not regulate digital currency exchanges. Consumers are thus left on their 
own and will have to look for alternative avenues if there are disputes,94 cyber 
threats or risks that are not disclosed. 

A case in point would be the recent January, 2018 theft of US$500 million 
worth of cryptocurrency from the Japanese digital currency exchange Coincheck 
Inc.95 Coincheck Inc. has vowed to reimburse the victims, however more relevant 
is the regulator’s authority over the incident. JFSA not only requires from 
Coincheck Inc. an explanation of how the theft occurred but also requires plans 
as to how Coincheck Inc. will improve their cyber-security to prevent another 
hack.96 JFSA will also be reviewing whether to approve the license application 
of Coincheck Inc. depending on the explanation provided.97 In fact, Coincheck 
Inc. had been allowed to run its business pending the approval of their license 
by JFSA.98 

From this case it can be seen that the role of the regulator is very important 
to protect victims in the event of a cyber-crime.

Bearing in mind this case, and the continued popularity of cryptocurrencies, 
BNM may want to review its stance of not registering or regulating digital 
currency exchanges. Alternatively, another governing body should take up the 
role of regulating or overseeing digital currency exchanges. Currently, digital 
currency exchanges would fall into the category of self-regulated bodies as they 
provide their own rules and procedures for their consumers with no oversight 
from an external governing body. The fact that digital currency exchanges are 
“reporting institutions” under the Policy Document on Digital Currencies does 
not make them regulated by BNM but merely responsible for AML and CFT 
risks. Would registration of digital currency exchanges provide better consumer 
protection? In this Report’s opinion it would.

During the round table discussion in February, 2018 one of the participants, 
Mastura Ishak,99 opined that BNM may not be the right body to regulate digital 
currency exchanges. Instead, the SC could be the more suitable governing 
body. Since the SC will have to consider the definition and role of ICOs in the 

94 Consumers may have recourse to the Consumer Claims Tribunal or to the civil courts.
95 “Coincheck Begins Allowing Yen Withdrawals Ahead of FSA Deadline,” The Star, February 13, 

2018, available at: https://www.thestar.com.my/business/business-news/2018/02/13/coincheck-
begins-allowing-yen-withdrawals-ahead-of-fsa-deadline/

96 Ibid.
97 Ibid.
98 Ibid.
99 Blockchain Programme Director at Malaysian Industry-Government Group for High Technology 

(MIGHT).
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capital markets, thus having one regulator for digital currency and digital tokens 
would perhaps be a good move.

4B.7.2 Reporting Institutions Under the Policy Document on Digital 
Currencies 

According to the Policy Document on Digital Currencies, “reporting institutions” 
are any persons who provide the services of exchanging digital currency for 
money; exchanging money for digital currency; or exchanging one digital 
currency for another digital currency, while carrying on a digital currency 
exchange business or otherwise. The use of the term “or otherwise” makes 
the provision very broad, it could mean reporting institutions go beyond just 
digital currency exchanges, this could cause uncertainty in the industry. Here, 
clarity would enable those in the industry to understand the exact obligations 
they must fulfil. Thus, it is recommended that this definition of who exactly 
a reporting institution is should be further clarified so that there remains no 
uncertainty in the industry as to whether a body is a “reporting institution”.

4B.7.3 Coordinating BNM and SC when Defining and Classifying 
Tokens and Cryptocurrencies

BNM has, for the purposes of the Policy Document on Digital Currencies, 
taken the step of defining digital currency. Whereas the SC has not yet defined 
or classified tokens.100 Not standardising the classification and definitions of 
cryptocurrencies has implications in terms of taxation, estate planning, and 
bankruptcy.101 It is recommended that the two regulating bodies collaborate 
and work together when defining or classifying tokens and cryptocurrencies so 
that the definitions and classification are consistent to each other. While it is 
true that in the financial industry tokens and cryptocurrencies can be classified 
either as an asset, security or currency, if the two regulating bodies do not work 
in tandem there will be a lot of uncertainty in the industry as to how to deal with 
digital currency and tokens, this in turn would not be favourable to investors, 
consumers and businesses. It is therefore recommended that the two regulators 
collaborate on the definition and classification of tokens and cryptocurrencies.

100 “A one-size-fits-all approach may not be suitable for crypto. But at the same time, there cannot 
be contrasting or inconsistent approaches to it. The problem is further exacerbated by the 
borderless nature of crypto, so different jurisdictions treat them differently, creating situations 
for regulatory arbitrage” - Feedback of Edmund Yong, in an email exchange with the author.

101 Ibid.
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4B.7.4 Clarifying the Tax Treatment of Digital Currency Exchange

The last recommendation is to clarify the tax treatment of digital currency 
transactions and its exchange. Digital currency should be defined for the 
purposes of tax. While the term ”digital currency” has been defined in the 
Policy Document on Digital Currencies in regard to Digital Currency Exchanges. 
The question arises as to whether that definition of digital currency is sufficient 
for it to be regarded as “currency” under the Income Tax Act 1967? 

It is recommended that the taxes digital currency exchanges must pay, and 
whether customers who trade cryptocurrencies are subject to taxes should be 
clarified and made clear to ensure certainty for businesses and individuals. 

4B.8 Conclusion

A balance has to be struck when regulating technology driven businesses. The 
balance between the need to maintain and encourage innovation with the need 
to protect against ML, TF and illegal activity. Malaysia has addressed this in 
money services business regulations that deal with digital currency exchange 
and remittances that use blockchain solutions to remit fiat money. There are, 
however, further improvements that can benefit Malaysian society as a whole. 
Apart from the risks of ML, TF and illegal activity, there is the need to protect 
consumers from risks, such as disputes, loss of money, and cyber-threats. It is in 
this area that BNM has decided to take a hands-off approach. 

It is the opinion of this Report that this should not be the case. BNM or 
another body should be the regulator of digital currency exchanges to ensure 
that consumers are protected in the event of cyber-attacks as in the case of 
Japan or when there are financial losses due to non-disclosure of risks or there 
are disputes with regards to the products or services of the service providers. 

There is also the need to clarify the criteria of a “reporting institution” 
under the Policy Document on Digital Currencies and the definition of digital 
currencies and whether their trading is taxable. Further efforts should to taken 
to ensure BNM and the SC work together to define and classify tokens and 
cryptocurrency to ensure certainty in the financial industry. 

In conclusion, Malaysia has taken positive steps to ensure there are 
regulations in place to mitigate risks associated with the cryptocurrencies in 
money services businesses. 



158



159



160



161

Chapter 4C

DATA PROTECTION 

4C.1 Introduction

The allure of blockchain technology lies in its public decentralised network 
that promises to protect both security and privacy of transactions. But to what 
extent does this delicate balancing act hold up in theory and practice, when 
viewed through the lens of personal data protection laws in Malaysia and the 
EU? This chapter will unveil how most of blockchain’s technical characteristics 
sits uncomfortably with the core principles of data protection, and then suggest 
technical methods how a blockchain platform can be designed for greater 
compliance. This chapter will also analyse the enforcement challenges faced by 
governmental authorities, and then suggest regulatory reforms that they can 
take to enhance its supervisory role. Ultimately, the aim is to shed light on the 
compatibility of blockchain technology with data protection laws in Malaysia.

4C.2 Overview on Data Protection Laws in Malaysia and the 
EU

The EU is well on track in setting the global benchmark on data protection.1 On 
May 25, 2018, the EU General Data Protection Regulation2 (GDPR) came into 
force, replacing the old EU Data Protection Directive.3 All EU Member States are 
bound to incorporate the GDPR into national legislations, whilst many non-EU 
countries worldwide like Japan and South Africa are keen to revise their laws in 
close alignment.4 Since its entry into force, major Internet intermediaries such as 

1 Benady David, “GDPR: Europe is Taking the Lead in Data Protection,” Raconteur, May 31, 2018, 
available at: https://www.raconteur.net/business/gdpr-europe-lead-data-protection.

2 Regulation (EU) 2016/679 of the European Parliament and of the Council of April 27, 2016 on 
the protection of natural persons with regard to the processing of personal data and on the free 
movement of such data, and repealing Directive 95/46/EC, [2016] OJ L119/1 (adopted on April 
27, 2016, entered into force 25 May 2018) (GDPR).

3 Directive 95/46/EC of the European Parliament and of the Council of October 24, 1995 on 
the protection of individuals with regard to the processing of personal data and on the free 
movement of such data, [1995] OJ L281/31.

4 David Benady, “GDPR: Europe is Taking the Lead in Data Protection”.
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Google and Facebook have scrambled to update their Privacy Policies.5 A wave 
of panic has overwhelmed smaller startups and media sites as they struggle 
to keep abreast with the new changes, even resorting to temporarily blocking 
access to European users to avoid any risk of infringement.6 

In the EU, data protection is inextricably linked to the fundamental right 
of privacy.7 Remarkably, despite being enshrined in international human 
rights convention,8 it was only until the last two decades that major common-
law jurisdictions such as the UK,9 Canada,10 New Zealand11 and Australia12 
have recognised privacy as an independent right.13 In the US,14 privacy is a 
constitutionally-guaranteed right. 

On November 15, 2013, the Personal Data Protection Act 2010 (PDPA) 
came into force in Malaysia.15 Overall, its provisions are modelled closely after 
the EU regime. Just like its Commonwealth counterparts, the right of privacy 
is not explicitly recognised in Malaysia, be it in the Federal Constitution nor 
in common law.16 Hence, the PDPA heralded a revolutionary step towards 
affording greater protection to Malaysians over their personal data and privacy.

5 Chris Foxx, “Google and Facebook Accused of Breaking GDPR Law,” BBC News, May 25, 2018, 
available at: http://www.bbc.com/news/technology-44252327.

6 BBC, “Tech Firms Struggle with EU’s New Privacy Rules,” BBC News, May 24, 2018, available 
at: http://www.bbc.com/news/technology-44239126; BBC, “GDPR: US news sites unavailable to 
EU users under new rules,” BBC News, May 25, 2018, available at: http://www.bbc.com/news/
world-europe-44248448

7 Article 8(1) of the European Convention for the Protection of Human Rights and Fundamental 
Freedoms (adopted November 4, 1950, entered into force September 3, 1953) (“Everyone has 
the right to respect for his private and family life, his home and his correspondence”) (ECHR); 
Recital 4 of the GDPR.

8 Article 17(1) of the International Covenant on Civil and Political Rights (adopted December 16, 
1966, entered into force March 23, 1979), 999 UNTS 171.

9 Campbell v MGN Ltd [2004] UKHL 22. After years of denying the existence of such a right in 
common law, the House of Lords finally gave it due recognition due to the UK Human Rights 
Act 1999, which incorporated the ECHR into its national legislation.

10 Jones v Tsige [2012] ONCA 32.
11 C v Holland [2012] NZHC 2155.
12 ABC v Lenah [2002] LRC 86. However, the High Court of Australia only alluded to, but did not 

conclusively recognise, the right of privacy. 
13 Traditionally, breaches of privacy have been narrowly limited in cases where the mischief lies in 

the perpetrator’s action, rather than the interest of the victim infringed (e.g. tort of breach of 
confidence and protection from unreasonable search and seizure in criminal investigations)

14 Time Inc v Hill [1967] 385 US 374C.
15 Personal Data Protection Act 2010 (passed June 10, 2010, entered into force November 15, 

2013) (PDPA).
16 Maslinda bt Ishak v Mohd Tahir bin Osman [2009] 6 MLJ 826; Lee Ewe Poh v Dr Lim Teik Man 

[2011] 1 MLJ 835.
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However, since then, there is a paucity of Malaysian jurisprudence on 
the applicability of the PDPA. On December 23, 2015, the Personal Data 
Protection Commissioner (Commissioner) issued the “Personal Data Protection 
Standard 2015”.17 The first ever prosecution under the PDPA was reported 
in May 2017.18 Two other enforcement actions have been taken so far.19 The 
Department of Personal Data, operating under the purview of the Ministry of 
Communications and Multimedia, has issued minimal reports and guidelines 
to the general public.20 Until today, unlike other regulatory bodies such as the 
Securities Commission, no official governmental statement has been made on 
blockchain in the context of personal data. Hence, this chapter will delve into 
the EU jurisprudence as guidance to map out the contours of the Malaysian 
legal landscape, especially in areas where the GDPR converges with the PDPA.

4C.3 Compatibility of Blockchain Technology with Data 
Protection Laws

4C.3.1 what is the Rationale behind Data Protection?

Data protection is rooted in the concept of data sovereignty – that every 
individual is entitled to have control over their personal information.21 Whenever 
a person (data subject) freely shares their personal information with another 
person (data controller), the latter recipient may only use such information 

17 The standard, only 9 pages long, briefly sets out the minimum requirements for 3 out of 7 data 
protection principles (i.e. security, retention and data integrity). Most of its provisions relate to 
the management of employee personal data.

18 “College Operator First to be Hauled to Court under PDP Act,” The Star, May 4 2017, available 
at: https://www.thestar.com.my/news/nation/2017/05/04/college-operator-first-to-be-hauled-to-
court-under-pdp-act/.

19 “Going Full Force to Enforce Act,” The Star, November 26, 2017, available at: https://www.
thestar.com.my/news/nation/2017/11/26/going-full-force-to-enforce-act-most-malaysian-mobile-
apps-are-collecting-too-much-personal-data-unr/. The status of these two actions are unclear.

20 A cursory observation based on its official website at: http://www.pdp.gov.my/index.php/en/akta-
709/kertas-rundingan-awam. In contrast, for example, the Malaysian Competition Commission’s 
website is rich with resources, available at: http://www.mycc.gov.my/handbook. Also, in the EU, 
the Article 29 Working Party (established under the aegis of the old directive and consisting of a 
regulatory representative from each Member State) regularly issues non-binding statements and 
opinions on a myriad of contemporary issues, such as consent for cookies, Internet of Things, 
and utilization of drones – their website is available at: http://ec.europa.eu/justice/article-29/
documentation/opinion-recommendation/index_en.htm.

21 Recital 7 of the GDPR; Michelle Finck, “Blockchains and Data Protection in the European Union,” 
Max Planck Institute for Innovation & Competition Research Paper No. 18-01, February 7, 2018, 7.
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strictly for the purpose for which it was shared.22 Consent is the cornerstone of 
data protection and privacy laws.23 

Of course, just like any other fundamental freedom, the right to data 
sovereignty is not absolute. Personal information may be processed and 
disclosed without the data user’s consent under exceptional circumstances, 
such as public interest24 and administration of justice.25 A transaction being 
suspected and investigated for criminal activity is one such example. 

To reiterate, data protection laws aim to empower individuals to decide 
exactly when and with whom to share their personal information.26 In the advent 
of social media and Big Data, such laws are needed more than ever to stem 
the dilution of privacy rights. Facebook’s lackadaisical mishandling of 87 million 
users’ data in the Cambridge Analytica scandal rocked the world in early 2018, 
culminating in its CEO Mark Zuckerberg publicly testifying and apologising 
before the US Senate27 and European Parliament.28 The overarching concern is 
not just a matter of violation of individual rights, but also the large-scale abuse 
of our personal data for nefarious ends against the wider public interest, such 
as the online bombardment of propaganda subverting the political process.

It is this volatile digital environment that has increased calls for greater 
regulation over intermediaries which collect and store its user’s data. The EU’s 
response is the GDPR. Even then, question marks still hover: is the GDPR 
equipped to tackle emerging technologies such as blockchain?

At a very basic conceptual level, the answer appears to be “no”. Traditionally, 
data protection laws are formulated to regulate the conduct of centralised 
intermediaries fully empowered to collect, store, modify and delete user data. 
In contrast, blockchain is a decentralised database maintained by a consensus 
algorithm and stored on multiple nodes (computers).29 Such a bleak view is 
also shared by leading blockchain industrial experts, urging for the GDPR to be 

22 Article 6(3) of the PDPA. The PDPA describes the recipient as “data user”, whilst the GDPR uses 
the term “data controller” instead. For the purpose of this chapter, both terms will be used 
interchangeably, but the term “controller” is preferred. See fn. 88 below.

23 Recital 32 of the GDPR; Section 6(1) of the PDPA.
24 Section 39(e) of the PDPA
25 Section 6(2)(2), Ibid.
26 Primavera De Filippi, “The Interplay between Decentralization and Privacy,” Journal of Peer 

Production, 7 (2016): 4C.
27 BBC, “Zuckerberg: Facebook is in ‘arms race’ with Russia,” BBC News, April 11, 2018, available 

at: http://www.bbc.com/news/world-us-canada-43719784
28 “Zuckerberg’s European Parliament testimony criticised,” BBC News, May 22, 2018, available at: 

http://www.bbc.com/news/technology-44210800
29 Michelle Finck, “Blockchains and Data Protection in the European Union,” 1.
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reviewed.30 However, as the chapter proceeds to explore the intricate nuances 
of blockchain technology, the answer is not as clear-cut as that. 

4C.3.2 which Part of Blockchain is Personal Data?

The preliminary question is whether data processed and stored on blockchains 
qualify as “personal data”. If not, this puts blockchain out of the reach of data 
protection laws altogether.

Under the PDPA, the definition of “personal data” contains three (3) limbs:31 

First limb: 

“any information in respect of commercial transaction which…” 

Second limb: 

“(a) is being processed wholly or partly by means of equipment operating 
automatically in response to instructions given for that purpose; 
(b) is recorded with the intention that it should wholly or partly be processed 
by means of such equipment; or 
(c) is recorded as part of a relevant filing system or with the intention that it 
should form part of a relevant filing system…”

Third limb:

“…that relates directly or indirectly to a data subject, who is identified or 
identifiable from that information or from that and other information in the 
possession of a data user, including any sensitive data personal data and 
expression of opinion about the data subject…”

Under the GDPR, “personal data” is defined in much simpler terms, with only 
two (2) limbs:32 

First limb:

“any information relating to an identified natural person (‘data subject’)”

Second limb:

“an identifiable natural person is one who can be identified, directly or 
indirectly, in particular by reference to an identifier such as a name, an 

30 David Meyer, “Blockchain is on a collision course with EU privacy law,” The Next Web, March 
26, 2018, available at: https://thenextweb.com/syndication/2018/03/26/blockchain-collision-
course-eu-privacy-law/. These experts include John Mathews (chief financial officer of Bitnation) 
and Jutta Steiner (founder of Parity.io and former security chief of the Ethereum Foundation).

31 Section 4 of the PDPA.
32 Article 4(1) of the GDPR.
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identification number, location data, an online identifier to one or more 
factors specific to the physical, physiological, genetic, mental, economic, 
cultural or social identity of that natural person” 

The main essence of “personal data” under both regimes is clear – information 
related to an identifiable data subject. 

Also, such information must be processed in view of a commercial purpose, 
as opposed to purely for the purpose of personal, family and household 
activity.33 In this chapter, we shall assume that the blockchain at hand is used 
in furtherance of a commercial purpose. And whilst the other remaining limbs 
on the mode of processing and identification serve as a useful supplemental 
definition, they are not contentious in the analysis of blockchain.

Two (2) sets of data stored on the blockchain can potentially fall within the 
ambit of “personal data”: (i) transactional data; and (ii) public keys.34 

(i) Transactional Data

Whenever a new transaction is appended to the blockchain, new data is 
created in the form of the payload (block) and hash (chain). Such data is to be 
distinguished with the personal keys held by its users (private and public).

Naturally, in most blockchains, the payload is almost always encrypted for 
security. Thus, the question that arises as to whether encrypted data can qualify 
as “personal data”. This goes to the element of identification. Under the EU 
regime, a distinction is made between pseudonymisation and anonymisation.

The GDPR defines pseudonymisation as “the processing of personal data 
in such a manner that the personal data can no longer be attributed to a 
specific data subject without the use of additional information, provided that 
such additional information is kept separately and is subject to technical and 
organisational measures to ensure that the personal data are not attributed to 
an identified or identifiable person”.35 

Personal data which have undergone pseudonymisation, which could 
be attributed to a natural person by the use of additional information, is 
still considered information relating to an identifiable person.36 Put another 
way, if there exist means that are reasonably likely to be used to identify a 
person – considering factors such as costs of and amount of time required 

33 This distinction is reinforced in Section 45 of the PDPA, and stipulated in Article 2(c) of the GDPR.
34 Michelle Finck, “Blockchains and Data Protection in the European Union,” 10.
35 Article 4(5) of GDPR (emphasis added).
36 Recital 26, Ibid.; Article 4(5), Ibid.
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for identification, and available technology at the time of processing – the 
encryption technique is a form of pseudonymisation, hence the encrypted data 
still qualify as “personal data”.37 

In contrast, “personal data” excludes anonymous information – information 
which does not relate to an identified or identifiable person, or personal data 
rendered anonymous in such a manner that the data subject is not or no 
longer identifiable.38 The threshold of “anonymisation” is high. According to 
the EU GDPR Article 29 Working Party, anonymisation is only achieved “from 
processing personal data in order to irreversibly prevent identification”.39 
It further opined that both encryption and hashing are techniques of 
pseudonymisation, not anonymisation.40 

Whilst it is an open question as to whether the test of identification under the 
EU regime holds true in Malaysia, it is difficult to doubt its underlying reasoning 
and posit an alternate test. Hence, it can be safely assumed that transactional 
data stored on a blockchain constitutes “personal data” under the PDPA. 

(ii) Public Keys

Public keys are a string of letters and numbers that allows for the pseudonymous 
identification of a person for transactional or communication purposes.41 
According to Satoshi Nakamoto, privacy is secured not by the encryption 
of data but rather by “breaking the flow of information in another place: by 
keeping public keys anonymous”.42 But does such proposition hold true in law?

Again, the distinction between pseudonymisation and anonymisation comes 
into play. As explained earlier, personal data can only be rendered “anonymous” 
if its identification is irreversibly prevented.

In 2016, the Court of Justice of the European Union (CJEU) in Patrick Breyer 
v Germany held that classified dynamic IP addresses amounted to “personal 
data”, even where such IP addresses were assigned to a computing device upon 
connecting to a network by a third party (such as an Internet service provider) 

37 Ibid.
38 Ibid.
39 Article 29 Working Party, “Opinion 04/2014 on Anonymisation Techniques,” 0829/14/EN, April 

10, 2014, 5-7. This body has been previously described in fn. 20 above.
40 Ibid., 20.
41 Michelle Finck, “Blockchains and Data Protection in the European Union,” 54C. Technically, keys are always 

numbers, derived from large primes, which are however encoded alphanumerically to save space.
42 Satoshi Nakamoto, “Bitcoin: A Peer-to-Peer Electronic Cash System,” 2008, 6, available at: 

https://bitcoin.org/bitcoin.pdf.
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which holds the data that could identify an individual.43 In applying the “means 
that are likely reasonably to be used to identify a person” test, the CJEU 
explained that the situation would be different “if the identification of the data 
subject was prohibited by law or practically impossible on account of the fact 
that it requires a disproportionate effort in terms of time, cost and man-power, 
so that the risk of identification appears in reality to be insignificant”.44 

Hence, the question is whether it is practically impossible to identify data 
subjects through their public keys. Practice has shown that identification 
is indeed possible. A public key is essentially data that “can no longer be 
attributed to a specific data subject” unless it is matched with “additional 
information” such as a name or an address.45 And such additional information 
can be connected with a public key in various instances: through the data 
subject’s voluntary disclosure of information (such as to receive funds), through 
illicit means, or where such information is gathered in accordance with 
regulatory requirements (such as KYC and AML compliance for crypto-asset 
exchanges).46 

Even on the bitcoin blockchain, it has been proven that a nexus between 
transactions and users can be established.47 Academic research has shown 
that public keys can be traced back to IP addresses, a mere step away from 
identification.48 Law enforcement agencies are known to utilise forensic chain 
analysis techniques to identify suspected criminals based on public keys.49 

Since public keys can be traced back to their data subject through technical 
means, public keys are pseudonymous data caught within the ambit of data 
protection laws. 

4C.3.3 Can Blockchain Protect the Rights of Data Subjects?

The concept of data sovereignty which aims to grant individuals (data subjects) 
autonomy over their personal data carries along a bundle of “principles” and 

43 Case C-582/14, ECLI:EU:C:2016:779, October 19, 2016.
44 Ibid., para. 45-46
45 Michelle Finck, “Blockchains and Data Protection in the European Union,” 13.
46 Ibid.
47 Fergal Reid and Martin Harrigan, “An Analysis of Anonymity in the Bitcoin System,” May 7, 2012, 

available at: https://arxiv.org/abs/1107.4524
48 Alex Biryukov, Dmitry Khovratovich and Ivan Pustogarov, “Denanonymisation of Clients in Bitcoin 

P2P Network,” 2014, available at: https://arxiv.org/abs/1405.7418
49 Primavera de Filippi, “The Interplay between Decentralization and Privacy,” 12. Companies 

such as Coinanltics, Chainanalysis and Coinometrics offer blockchain forensic analysis services 
to financial institutions and governments.
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“rights”.50 Those relevant to blockchain technology will be analysed in turn. 

4C.3.3.1 Security Principle

Ask any random stranger off the street to describe what they briefly understand 
by “data protection”, chances are terms to the effect of “keeping my data 
secure and confidential” will crop up the most. True enough, the PDPA requires 
the “data user, when processing personal data, to take practical steps to 
protect the personal data from any loss, misuse, modification, unauthorised 
or accidental access or disclosure, alteration or destruction”. This is known 
as the “security principle”.51 In closely identical terms, the “integrity and 
confidentiality” principle under the GDPA mandates personal data to be 
“processed in a manner that appropriate security of the personal data, including 
protection against unauthorised or unlawful processing and against accidental 
loss, destruction or damage”.52 

When do data leakage and loss occur? Typically when the trusted central 
intermediary storing such data fails. Aside from the Facebook-Cambridge 
Analytica scandal, infamous incidents of data loss include search engine Yahoo! 
(3 billion people), credit referencing agency Equifax (140 million people), 
and retailer Hope Depot (50 million people).53 And as governments such as 
Singapore, India and China strive towards building a national identification 
system that spans across public and private transactions, digital powerhouse 
Estonia leads the pack by using blockchain technology to support its ID-kaarts.54

Indeed, a blockchain system may prove far more superior than a conventional 
centralised system in terms of security and confidentiality. Firstly, all transactions 
are verified and secured by way of the consensus of all nodes of the network, 
and not just a single central authority, hence any attempt to tamper with the 
data would be rejected by the network.55 Secondly, even if all transactions are 
publicly viewable by every node in the network, confidentiality of the data is 

50 Although the PDPA and GDPR uses different terminologies to describe some of these 
“principles” and “rights”, such differences are mostly semantic and not substantive.

51 Section 9(1) of the PDPA.
52 Article 5(1)(f) of the GDPR.
53 Michael Mainelli, “Blockchain Could Help Us Reclaim Control of Our Personal Data,” Harvard 

Business Review, October 5, 2017, available at: https://hbr.org/2017/10/smart-ledgers-can-help-
us-reclaim-control-of-our-personal-data.

54 Ibid.
55 Primavera Filippi, “The Interplay between Decentralization and Privacy,” 6-7. Tampering is only 

possible if the attacker has majority control of the nodes, which is highly unlikely in an ever-
expanding blockchain network.
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maintained through the usage of end-to-end encryption.56 

Hence, regardless of the superiority of either system, it is undoubted that 
blockchain technology provides an effective alternative way of securing personal 
data.

4C.3.3.2 Retention Principle

Another core tenet of data protection is that personal data may not be 
processed and retained longer than necessary for the fulfilment of that 
purpose.57 Corollary to this is the duty of data users to erase all personal data 
if it is no longer required for the purpose of its processing.58 The PDPA refers 
this simply as the “retention principle”. Under the GDPR, this relates to the 
principles of purpose limitation,59 data minimisation60 and storage limitation.61 

Such a principle is clearly at odds with the immutable state of blockchains. 
Normal databases are programmed to execute CRUD functions (Create-Read-
Update-Delete) for their persistent storage operations. In contrast, storage 
operations on blockchains follow an entirely different functional model: CRAB 
(Create-Read-Append-Burn).62 The first two common functions are self-
explanatory. The “append” function replaces the “update” function, as new 
transactions can only be inserted into a blockchain to change the “world state” 
(sum of all transactions up until now).63 The “burn” function refers to the act of 
“throwing away the encryption keys”, which essentially locks out both the data 
subject and everyone else from accessing the encrypted data.64 

Simply put, a blockchain is an append-only database that continuously 
expands, and any data appended to the chain will perpetually remain on it.65 
Hence, by virtue of its inherent design, blockchains are seemingly incompatible 
with the retention principle.

56 Ibid., 10; Andy Greenberg, “Hacker Lexicon: What Is End-to-End Encryption?,” Wired, November 
25, 2016, available at: https://www.wired.com/2014/11/hacker-lexicon-end-to-end-encryption/. 
This cryptographic technique is commonly used by major tech companies, such as Apple and 
Whatsaspp.

57 Section 10(1) of the PDPA.
58 Section 10(2), Ibid.
59 Article 5(1)(b) of GDPR.
60 Article 5(1)(c), Ibid.
61 Article 5(1)(e), Ibid.
62 A term coined by BigchainDB: https://tutorials.bigchaindb.com/crab/
63 Van Humbeeck, “The Blockchain-GDPR Paradox,” Medium, November 21, 2017, available at: 

https://medium.com/wearetheledger/the-blockchain-gdpr-paradox-fc51e663d047_
64 Ibid.
65 Michelle Finck, “Blockchains and Data Protection in the European Union,” 20-21.
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4C.3.3.3 Right to be Forgotten

Arguably the trendiest jargon in data protection currently is the “right to be 
forgotten”.66 This right originates from the wider concept of privacy itself.67 The 
term attained international acclaim in 2014 when the CJEU ruled that Google 
Spain had to de-list links to old media reports from appearing on search results 
returned upon a search on the data subject’s name, on the basis that such data 
was “inadequate, irrelevant or excessive”.68 

The “right to be forgotten” or “right to erasure”69 is explicitly stipulated in 
the GDPR. Such a right can be invoked on several grounds, including: where 
the personal data is no longer necessary for the purposes which they were 
collected or processed (necessity ground),70 the data subject withdraws consent 
on the processing of its data (consent ground),71 or the personal data have been 
unlawfully processed.72 

Quite surprisingly, the PDPA makes no express mention of such a right. 
Nevertheless, recognition can be implicitly found. Firstly, as alluded earlier, the 
second limb to the “retention principle” places a duty on data users “to take all 
reasonable steps to ensure that all personal data is destroyed or permanently 
deleted if it is no longer required for the purpose for which it was to be 
processed” (necessity ground).73 Secondly, the data user is also obliged to cease 
processing personal data upon the withdrawal of consent from the data subject 
(consent ground).74 Hence, it can be assumed that the “right to be forgotten” 
forms an integral part of Malaysian data protection law as well.

Yet again, the inherent design of blockchain poses complications to the 
fulfilment of the “right to be forgotten”. Blockchains are unable to forget as 
they are specifically designed to be censorship-resistant. Hence, any request by 
a data subject for their personal data stored on the blockchain to be removed 

66 Article 17 of the GDPR.
67 The right of privacy has often been judicially referred as the “right to be let alone”: Time Inc v 

Hill (1967) 385 US 374, p. 383.
68 Google Spain v AEPD and Mario Costeja González, Case C-131/12, ECLI: EU:C:2014:317, 12 

May 2014, para. 92-94.
69 Article 17 of GDPR. The “right to erasure” is the formal title, hence the more legally appropriate 

terminology. The “right to be forgotten” – framed in brackets subsequently – is more of a 
colloquial term.

70 Article 17(1)(a) of the GDPR.
71 Article 17(1)(b), Ibid.
72 Article 17(1)(d), Ibid.
73 Section 10(2) of the PDPA.
74 Section 38, Ibid.
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would be an exercise of futility.75 

Alternatively, there is still some wriggle room to narrow the scope of the 
“right to be forgotten”. Nowhere in the GDPR clarifies the term “erasure”. Can 
it therefore be assumed that erasure need not amount to “absolute deletion” 
under the EU regime?76 Whilst the PDPA uses stronger terms such as “destroy” 
and “delete permanently”, the relevant limb is prefaced with the words “take 
reasonable steps”. Further, under the PDPA, withdrawal of consent merely entails 
the ceasing of processing of personal data.77 Can it therefore be argued that the 
Malaysian position likewise does not strictly require “absolute deletion”?

Statutory construction aside, it is worth noting that certain EU countries have 
indeed adopted a “softer approach” to protect the “right to be forgotten”.78 
For instance, German law accepts that data is not deleted where the specific 
mode of storage makes it impossible.79 Further, the CJEU in the Google Spain 
case merely ruled for the de-listing of specific links when a search on the data 
subject’s name is performed, leaving such links still accessible if different search 
terms are used – this throws doubt as to whether the ruling truly stands for the 
authority that the “right to be forgotten” must always entail a complete erasure 
of data.80 

However, in the absence of a strong authority, any liberal interpretation of 
the “right to be forgotten” remains speculative at this point. Hence, the safer 
assumption is that the immutability characteristic of blockchain technology 
renders it incompatible with the “right to be forgotten”.

4C.3.3.4 Right to Rectification

Another core tenet of data protection enshrined in the PDPA is the data 

75 Satoshi Nakamoto, “Bitcoin: A Peer-to-Peer Electronic Cash System,” 6. The exceptional situation 
would be where someone manages to harness more than half of the computing power of the 
blockchain network.

76 Michelle Finck, “Blockchains and Data Protection in the European Union,” 25.
77 Section 38 of the PDPA.
78 Ibid.
79 Article 35 of the Gesetz zur Anpassung des Datenschutzrechts an die Verordnung (EU) 2016/679 

und zur Umsetzung der Richtlinie (EU) 2016/680.
80 NT1 & NT2 v Google LLC [2018] EWHC 799 (QB), para. 36-38; Article 29 Working Party, 

“Guidelines on the implementation of the Court of Justice of the European Union judgment on 
‘Google Spain and inc v. Agencia Española de Protección de Datos (AEPD) and Mario Costeja 
González’,” c-131/121, November 26, 2014, 6 & 9. However, the comparison with blockchain 
is less than perfect – Google’s search engine is more of a directory that stores “metadata” that 
links to content hosted elsewhere, and not a database that stores actual content itself as a typical 
blockchain does.
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integrity principle – that a data user shall take reasonable steps to ensure that 
the personal data is accurate, complete, not misleading and kept up-to-date.81 
Under the GDPR, this is known as the “accuracy principle”.82 

Corollary to this principle is the right to rectification.83 This right arises upon 
the data subject knowing the personal data stored is inaccurate, incomplete, 
misleading or not kept up-to-date.84 The data subject is then entitled to make 
a “data correction request” in writing to the data user, to which the data user 
has a corresponding duty to comply to the extent provided by law.85 

Similar to “erasure”, the immutability of the blockchain makes any “editing” 
of any personal data stored within it technically impossible.86 As explained 
earlier in the CRUD-CRAB dichotomy, blockchain as a storage database only 
allows for new data to be “appended”, and not existing data to be “updated”.

Alternatively, it may be argued that the appendage of new data which 
effectively changes the “sum of all transactions” and “world state” may qualify 
as “rectification”, even without deletion of the original entry.87 Nevertheless, 
such an ingenious interpretation lacks strong authority thus far. The safer 
assumption is that blockchain technology is incompatible with the “right to 
rectification”.

4C.3.4 Can Remedial Measures be taken on Blockchain?

As a common legal rhetoric goes: what good is a right without a remedy? 
Hence, an analysis on whether blockchain technology can sufficiently protect the 
rights of data subject is incomplete without ascertaining the parties responsible 
and able to execute remedial measures under data protection laws.

4C.3.4.1 Who are Data Controllers and Data Processors in a Blockchain?

The primary duty of protecting the personal data fall upon the data controller 

81 Section 11 of the PDPA.
82 Article 5(1)(d) of the GDPR. The GDPR instead uses the term “integrity” in the context of 

“security” (see fn. 52 above).
83 Section 34 of the PDPA; Article 16 of the GDPR.
84 Typically, such knowledge is obtained after the data subject has first exercised the right of access 

to personal data (Section 30 of the PDPA).
85 Section 35 of the PDPA. The circumstances exempting compliance are found in Section 36.
86 Primavera De Filippi, “The Interplay between Decentralization and Privacy,” 6.
87 Michelle Finck, “Blockchains and Data Protection in the European Union,” 22.
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or data user.88 Under the PDPA, a “data user” refers to a “person who either 
alone or jointly in common with other persons processes any personal data or 
has control over or authorises the processing of any personal data, but does 
not include a data processor”.89 Under the GDPR, a “controller” refers to a 
person or body “which, alone or jointly with others, determines the purposes 
and means of processing of personal data”.90 

The secondary duty falls upon the data processor. Under both the PDPA and 
GDPR, it simply refers to a person who processes personal data on behalf of the 
data user or data controller.91 

A blockchain is essentially a decentralised distributed ledger system. This 
means that, unlike a typical database, there is no singular central point of 
authority that operates as a “controller”. 

The closest candidate that could be deemed as a “controller” would be the 
individual nodes (computers). At first blush, the proposition seems justifiable. 
The common term “alone or jointly” in the definition of “controllers” under 
both the PDPA and GDPR clearly allows for multiple controllers over the same 
set of personal data. The GDPR even provides for a special provision on “joint 
controllers”.92 However, a closer reading of such provisions would suggest that 
the “joint controllers” in contemplation here refer to multiple controllers working 
together to “jointly determine the purpose and means of processing”.93 In 
contrast, nodes are essentially individual computers operating independently 
and separately. Put another way, the data protection framework envisions a 
group of controllers consciously forming a system, and not a system shaped 
by the unrestrained behaviour of individual controllers as how a blockchain 
operates.94 

Serious practical complications also arise. The exact number, location and 
identity of every node in a blockchain is hard to ascertain.95 And most crucially, 

88 Semantics aside, they essentially refer to the same party. Both terms are used interchangeably 
in a generic sense throughout this chapter’s analysis (except when direct references are made to 
the PDPA and GDPR). However, despite the PDPA being the primary source of Malaysian law, 
the author prefers to use the term “controller” – simply because the term “user” is colloquially 
used and understood to refer to consumers of a digital product (e.g. username and user ID), 
hence may be confusing for certain readers.

89 Section 4 of the PDPA.
90 Article 4(7) of the GDPR.
91 Section 4 of the PDPA; Article 4(8) of the GDPR. Both regimes use the same terminology here.
92 Article 26 of the GDPR.
93 Recital 79, Ibid.
94 Michelle Finck, “Blockchains and Data Protection in the European Union,” 17.
95 Ibid.
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nodes can only view hashed and encrypted versions of the data; they cannot 
access, modify and delete any data.96 

Could blockchain developers be considered “controllers” then? The answer 
is also highly unlikely. Firstly, once a blockchain is created, it is the nodes that 
create the blocks, and the blockchain runs on the combined operations of the 
nodes free from the developer’s control. Secondly, there is usually lack of any 
nexus, commercial or otherwise, between the developer and its users.97 

Thirdly, blockchains are secured by end-to-end encryption through the use 
of private and public keys, hence only the sender and recipient can access the 
transactional data, and not even the developer.98 Fourthly, whilst it is legally 
possible to compel the developer to create a “back-door” into blocks that 
bypasses its encryption (as the FBI had done to Apple in its infamous attempt to 
access the iPhone of the San Bernardino shooter), such an intrusive enforcement 
action is highly controversial and justifiable only in extreme cases of national 
security and preserving public order.99 

In short, both nodes and developers lack the very functions required of 
a controller to carry out their duties under data protection laws. It would be 
impracticable and unfair to characterise them as “controllers” – especially for 
the purpose of providing remedial actions to data subjects.

4C.3.4.2 What is the Scope of Regulatory Enforcement?

In the event a data controller fails to sufficiently respond or address the request 
of a data subject, the data subject would then be entitled to apply for regulatory 
enforcement.

However, this is where the PDPA falls short. The PDPA is a purely penal 

96 Primavera De Filippi, “The Interplay between Decentralization and Privacy,” 8.
97 Whilst it is true that users usually are required to agree to a “Terms of Service” and “Privacy 

Policy” with the developer before being able to access and use a blockchain, such terms are 
drawn up precisely to exclude the developer from any third party liability flowing from activities 
between users (save if it was caused by the developer’s fault or negligence). In any event, the 
current discussion presupposes a public and permissionless blockchain made freely available to 
users without consideration.

98 See fn. 56 above.
99 Jim Stavridis and Dave Weinstein, “Apple vs. FBI Is Not About Privacy vs. Security – It’s 

About How To Achieve Both,” Huffington Post, December 6, 2017, available at: https://www.
huffingtonpost.com/admiral-jim-stavridis-ret/apple-fbi-privacy-security_b_9404314C.html
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statute.100 Any non-compliance by the data controller only gives rise to a 
criminal offence (punishable by fine of RM100,000 to RM500,000 and/or 
imprisonment term of 1 to 3 years).101 In contrast, the GDPR provides for both 
criminal and civil liability.102 

Civil remedies are more effective and flexible. Firstly, the burden of proof 
in civil trials is on the balance of probabilities, much lower than criminal trials 
which require proof beyond reasonable doubt. Secondly, in civil actions, the 
claimant is able to seek for injunctive relief (rectification, blocking, erasure or 
destruction).103 Thirdly, criminal conviction, whilst serving the goals of retribution 
and deterrence well, brings scant relief to the victims of breaches of privacy – 
what they usually long for is to be left alone and forgotten (to which criminal 
prosecution, ironically, may prolong their spotlight and suffering). 

Fourthly, enforcement officers and prosecutors usually do not view privacy 
breaches as serious offences, hence may lack vigour and urgency in pursuing 
prosecution, further frustrating the plight of victims. Fifthly, it is a universal rule 
of statutory construction that penal statutes are to be restrictively interpreted,104 
hence any ambiguities would be ruled in favour of the defendant (controllers). 
Sixthly, criminal jurisdiction is strictly territorial, and this makes it difficult for 
authorities to investigate and prosecute cross-border infringements that are 
likely to occur in respect of blockchains due to their unfettered geographical 
sprawl.105 

100 This is confirmed in the FAQ Section of the Department of Personal Data Protection’s official 
website (“The Act does not provide for a specific right to claim for damages” and “Remedies 
under the Personal Data Protection Act is in the form of a criminal offense”), available at: http://
www.pdp.gov.my/index.php/en/soalan-lazim. Contrast can be made with the Competition Act 
2010, whereby Section 64(1) provides for the right of private action (“Any person who suffers loss 
or damage directly as a result of an infringement of any prohibition under Part II shall have a right 
of action for relief in civil proceedings in a court under this section against any enterprise which 
is or which has at the material time been a party to such infringement”). Although the PDPA can 
still provide a jurisprudential basis for civil liability, the courts are generally slow and reluctant to 
create new causes of action (breach of privacy is a prime example, as previously explained: see 
also notes 9 to 16 above).

101 Sections 5(2), 16(4), 18(4), 19(2), 29, 37(4), 38(4), 40(3), 42(6), 43(4) and 108(8) of the PDPA.
102 Articles 82 and 84 of the GDPR. An administrative fine is the recommended criminal penalty.
103 See, for example, Section 14 of the UK Data Protection Act 1998 (entered into force March 2000), c. 29.
104 The classic Latin maxims “nullum crimen sine lege” and “nulla poena sine lege” loosely mean 

“crimes should be defined with clarify, precision and specificity”. For instance, see Articles 22 
and 23 of the Rome Statute of the International Criminal Court (adopted July 17, 1998, entered 
into force July 1, 2002), 2187 UNTS 90.

105 Section 50(b) of the GDPR mandates EU Member States to afford each other mutual legal 
assistance in enforcement actions. A regional data protection regime is clearly in a better position 
to overcome such jurisdictional obstacles.
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The last point deserves further analysis. The limited territorial scope of the 
PDPA is self-evident. The PDPA only applies to any person who processes, 
controls or authorises the processing of any personal data in respect of 
commercial transactions.106 Such a person has to be either established in 
Malaysia,107 or use equipment in Malaysia for processing the personal data.108 
The PDPA does not apply to any personal data processed outside Malaysia.109 

In contrast, the GDPR casts a wider net. The GDPA applies to the 
“processing of personal data in the context of the activities of an establishment 
of a controller or processor in the European Union, regardless whether the 
processing takes place in the Union or not”.110 This is to prevent firms from 
evading their obligations by outsourcing their data processing outside the EU.111 
The GDPR also applies even if a controller or processor is not established in 
the EU, where processing activities relate to the offering of goods or services 
to a data subject based in the EU.112 Such end-to-end coverage ensures that its 
residents are adequately protected from non-EU controllers as well.

The jurisdictional and enforcement limitations under the PDPA (coupled with 
the apparent non-existence of a data controller in a blockchain) point towards an 
uncomfortable truth – that it is highly impracticable for Malaysian authorities to 
enforce effective remedial measures to blockchains. Hence, regulatory rethinking 
is much required.

4C.4 Technical Solutions 

As the previous section has shown, blockchain technology is seemingly 
incompatible with data protection laws on multiple fronts. However, this is true 
only for blockchain technology in its purest sense (public and permissionless). 
This section will proceed to set out the possible technical solutions that can be 
employed in a blockchain to address the three critical areas of incompatibility: 
identification issue, rights issue and controller issue.

106 Section 2(1) of the PDPA.
107 Section 2(2)(a), Ibid. Such persons include inter alia Malaysian residents, Malaysian-registered 

companies and any other persons having an office, branch, agency or regular practice in Malaysia 
Section 2(4), Ibid.

108 Section 2(2)(b), Ibid.
109 Section 3(2), Ibid.
110 Article 3(1) of the GDPR.
111 Michelle Finck, “Blockchains and Data Protection in the European Union,” 19.
112 Article 3(2)(a) of the GDPR.
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4C.4.1 Public and Permissioned Blockchain

The most orthodox solution is simply to keep the blockchain private and 
permissioned. This means introducing trusted intermediaries to operate the 
blockchain as “gatekeepers”. Any node wishing to access the blockchain must 
obtain their permission. 

The benefits of such a model directly addresses all incompatibility issues. 
These intermediaries can function as “controllers”. They can easily maintain 
majority control over the nodes, and modify and erase data on the blockchain 
where necessary. As they can now fulfil their duties as controller under data 
protection laws without much impediment, anonymisation of data is no longer 
necessary so long as they can securely store the personal data of their data 
subjects through encryption and pseudonymisation.113 

However, such a solution clearly compromises the core features of what 
makes blockchain technology attractive in the first place – transparency, security 
and immutability. Hence, whilst a private and permissioned blockchain would be 
compatible with the data protection regime, its reduced form may not be the 
commercial solution that the market is looking for. 

4C.4.2 Off-chain

Perhaps the most widely touted solution in current literature is to incorporate 
a secondary storage database to the blockchain, called the “off-chain”.114 All 
transactional data will be stored on this off-chain, and merely linked to the 
blockchain through a hash pointer.115 The off-chain will be managed by a trusted 
third party possessing full CRUD capabilities to modify and delete such data. 
This way, the off-chain solution sidesteps the identification issue (no identifiable 
transactional data is stored on the blockchain) and resolves the rights issue (data 
can be rectified and erased on the off-chain).

Again, the drawback to this solution is obvious – it effectively requires a 
centralised system to work, and blunts the very purpose of resorting to the 
blockchain. The added layer of complexity increases the risk of errors.116 
Transactions may slow to an unacceptable rate. The off-chain would be 
vulnerable to cyber-attacks and data thefts.

113 Section 9 of the PDPA; Article 32 of the GDPR.
114 Guy Zyskind, “Decentralizing Privacy: Using Blockchain To Protect Personal Data,” Conference 

Paper, IEEE Security and Privacy Workshops (SPW), 2015.
115 Michelle Finck, “Blockchains and Data Protection in the European Union,” 11.
116 Van Humbeeck, “The Blockchain-GDPR Paradox”.
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Mindful of this, many developers are fine-tuning the off-chain. For instance, 
Eberhardt and Tai designed a series of off-chain storage solutions that do not 
require the reintroduction of a trusted third party (e.g. challenge response 
patters, off-chain signature patterns, delegated computing patterns, low 
contract footprint patterns, and content addressable storage patterns).117 If such 
is possible, the good news (but bad news, from a data protection compliance 
perspective) is that the off-chain would remain decentralised (and lacking any 
controller). 

The other drawback is that there are still residual data left on the blockchain 
– public and private keys (keys), hashes, claims and permissions (metadata).118 
Such data are inextricable components to the functioning of the blockchain in 
validating transactions. Even with the transactional data safely stored on the 
off-chain, such keys and metadata can be pieced together to reveal personal 
information.119 Their immutability would fall afoul with the retention principle.

This has led to various techniques being developed to anonymise the keys 
and metadata bound along the blockchain (identification issue), which will be 
explored in turn. 

4C.4.3 Zero knowledge Proofs

A promising solution to lower the risk of identification of the data subject 
through metadata on the blockchain is “zero knowledge proofs” (ZKP). The 
Zcash cryptocurrency which uses a ZKP variant known as “zk-SNARKs” is one 
such prime example.120 

ZKP is essentially a cryptographic technique that provides a binary true/
false answer without providing access to the underlying data.121 The blockchain 
merely reveals whether a transaction has occurred, not which public key was 
used or what value was transferred.122 In other words, even though transactions 
are published on a blockchain, its details including the amount, source and 
destination remain hidden.

117 Jacob Eberhardt and Stefan Tai, “On or Off the Blockchain: Insights on Off-Chaining 
Computation and Data,” Conference Paper, European Conference on Service-Oriented and 
Cloud Computing, September 27, 2017, available at: http://www.ise.tu-berlin.de/fileadmin/fg308/
publications/2017/2017-eberhardt-tai-offchaining-patterns.pdf

118 Van Humbeeck, “The Blockchain-GDPR Paradox”.
119 James Smith, “Applying Blockchain Technology in Global Data Infrastructure,” Technical Report, 

ODI-TR-2016-001, Presented at DataIQ Future 2016, October 26, 2016, Open Data Institute.
120 See https://z.cash/technology/zksnarks.html
121 Ibid.
122 Ibid.
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Hence, ZKP comes in handy to “hide” potentially identifiable data such as 
public keys, and may render such data as anonymous, hence falling outside the 
ambit of data protection laws.

4C.4.4 Stealth Address

Stealth address refers to the usage of a one-time address for each new 
transaction. For instance, the Monero cryptocurrency uses this technique as part 
of its “inherent privacy” value proposition.123 This technique – also so-called 
“merged avoidance”124 – involves the use of one-time accounts for transactions, 
which foresee that every transaction must completely empty one or more 
accounts and create one or more new accounts.125 

Nakamoto himself recommends that “a new key pair should be used for 
each transaction to keep them from being linked to a common owner”.126 
However, he goes on to concede that “linking is still unavoidable with multi-
input transactions, which necessarily reveal that their inputs were owned by the 
same owner” and the “risk is that if the owner of a key is revealed, linking could 
reveal all other transactions that belonged to the same owner”.127 

Hence, it is uncertain if a stealth address is secure enough to constitute an 
anonymisation technique.

4C.4.5 Noise

The EU GDPR Article 29 Working Party has recognised that the addition 
of noise, coupled with the necessary safeguards, may be an acceptable 
anonymisation technique.128 In the blockchain context, this could involve 
grouping several transactions together to the extent that from the outside it is 
impossible to discern the identity of the respective senders and recipients of a 
transaction.129 Algorithms giving such effect have already been developed on 
the Bitcoin and Ethereum blockchains.130 

123 See, https://getmonero.org/resources/moneropedia/stealthaddress.html.
124 Hearn, Mike, “Merge Avoidance?,” Medium, December 11, 2013, available at: https://medium.

com/@octskyward/merge-avoidance-7f95a386692f.
125 Vitalik Buterin, “Privacy on the Blockchain,” Ethereum Blog, January 15, 2016, available at: 

https://blog.ethereum.org/2016/01/15/privacy-on-the-blockchain/
126 Nakamoto, Satoshi, “Bitcoin: A Peer-to-Peer Electronic Cash System,” 6.
127 Ibid.
128 Article 29 Working Party, “Opinion 04/2014 on Anonymisation Techniques,” 12-13 (a general 

discussion on the technique of noise, but not on blockchain in particular).
129 Michelle Finck, “Blockchains and Data Protection in the European Union,” 15.
130 For example, see: https://gist.github.com/gavofyork/dee1f3b727f691b381dc.
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If such algorithms can be perfected, it is quite possible that the addition of 
noise may render data on blockchains as anonymous, hence exempted from 
data protection laws.

4C.4.6 Ring Signatures

Ring signatures are becoming increasingly common in blockchains.131 For 
instance, the Monero cyptocurrency relies on them. Ring signatures are 
essentially digital signatures that can be performed by any member of a group 
of users that each have individual keys.132 A message sent by a member will be 
stamped by the group’s ring signature, and any outsider will only see the ring 
signature but not know whose key was used to send the message.133 Hence, 
the specific identity of the sender remains unknown.

Admittedly, ring signatures function somewhat like adding “noise”, and will 
not render transactions totally untraceable. Still, if they can be further refined, it 
may similarly be regarded as a legitimate anonymisation technique.

4C.4.7 Pruning

One radical solution is to delete obsolete data further down the blockchain. In 
fact, the concept of “pruning” was mooted by Nakamoto himself to address the 
concerns of insufficient disc space and over-growth of the blockchain.134 This 
neatly accords with the retention principle. 

However, the technique still remains controversial and untested in practice.135 
In theory, pruning could be automated, such as by setting a lifespan to blocks 
or assessing their value.136 A recent experimental initiative is the Cryptonite 
blockchain which keeps two separate blockchains – the mini-blockchain keeps 
a limited transaction history, whilst the proof chain keeps a complete history of 
transaction block hashes.137 

Hence, although still rough around the edges, “pruning” could be regarded 
as a potential solution to tackle the rights issue.

131 Primavera De Filippi, “The Interplay between Decentralization and Privacy,” 14C.
132 See https://getmonero.org/resources/moneropedia/ringsignatures.html
133 Ibid.
134 Satoshi Nakamoto, “Bitcoin: A Peer-to-Peer Electronic Cash System,” 4C.
135 Michelle Finck, “Blockchains and Data Protection in the European Union,” 24C.
136 Emanuel Palm, “Implications and Impact of Blockchain Transaction Pruning,” Master’s Thesis, 

Luleå University of Technology, July 13, 2017, 51-52.
137 J.D. Bruce, “The mini-blockchain scheme,” March 2017, available at: http://cryptonite.info/files/

mbc-scheme-rev3.pdf.
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4C.4.8 Integrated Solutions

This chapter does not profess to set out an exhaustive list of technical solutions, 
nor critically evaluate the potency of each solution. A summary that matches 
each solution with the issue it seeks to resolve is set out below:

Table 4C.1 – Solutions to Data Protection Issues

Solutions Identification Issue Rights Issue Controller Issue

Private and permissioned Yes Yes

Off-chain Yes Yes

Zero Knowledge Proof Yes

Stealth Address Yes

Noise Yes

Ring Signatures Yes

Pruning Yes

 

It must be pointed out that most of these solutions (and those unmentioned) 
can be deployed together.138 Hence, whilst no single solution on its own may 
make a blockchain compatible with data protection laws, it may be that a 
combination of two or more may achieve that goal. 

4C.5 Regulatory Recommendations

The apparent incompatibility between blockchain technology and the PDPA 
is a cause for concern not just for blockchain developers and users, but also 
Malaysian regulators and enforcement officers. 

On one hand, the inherent inability of blockchains to comply with the data 
protection principles under the PDPA (retention principle) may amount to 
illegality. But on the other hand, the jurisdictional and enforcement limitations 
of the PDPA (narrow territorial scope and lack of data controller) effectively 
shield blockchains from criminal prosecution – and perhaps even reinforce the 
compelling counterpoint that the PDPA is unsuited to regulate blockchains at all. 

Hence, in order to plug this legal loophole, this chapter recommends that the 
Malaysian government implement appropriate regulatory measures that align 
with their legal position.

138 For instance, the Monero cryptocurrency utilizes both stealth address and ring signatures.
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4C.5.1 Exemption

If the government acknowledges that all or certain types of blockchain 
technology should not fall within the ambit of the PDPA, then the prudent action 
is exemption.

The PDPA provides the Minister of Communications and Multimedia, acting 
on advice of the Commissioner, the authority to make an order in the Gazette 
to exempt the application of the PDPA to any class of data controllers.139 

Issuance of an exemption order for blockchain developers and users would 
offer them much relief by sparing them from unnecessary compliance headache. 
Ideally, only purely public and permissionless blockchains should be exempted 
by law, whilst private and permissioned blockchains should remain covered 
under the PDPA.

4C.5.2 Code of Practice

If the government instead wishes to impose data protection laws onto 
blockchain, then the prudent action is to formulate a code of practice.

Under the PDPA, the Commissioner may designate a body known as the 
“data user forum” in respect of any class of data users.140 Such a body would 
then prepare a “code of practice”, incorporating the views of data subjects 
and regulatory authorities.141 Alternatively, the Commissioner may on its own 
accord issue the code for any class of data users.142 Once registered by the 
Commissioner, the code is deemed binding in law.143 Any violation of the code 
entails criminal sanction.144 The Commissioner retains the authority to revoke or 
revise the code on its own accord or upon the request of the data user forum.145 

The GDPR also allows the formulation of “codes of conduct”146 For 
instance, the Cloud Infrastructure Service Providers in Europe (CISPE) is a trade 
association of companies operating in 16 EU States which has adopted a code 
of conduct to regulate their cloud computing technology in accordance to the 
GDPR.147 

139 Section 46 of the PDPA.
140 Section 21, Ibid.
141 Section 23, Ibid.
142 Section 24, Ibid.
143 Sections 23(4), 24(5) and 28, Ibid.
144 Section 29, Ibid.
145 Section 26, Ibid.
146 Article 40 of the GDPR.
147 Their website is available at: https://cispe.cloud/.
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The benefits of formulating a “code of practice” for blockchains operating 
in Malaysia are manifold. Firstly, it provides much-needed certainty for its 
developers and users to regulate their conduct. Secondly, through collaboration 
with the data user forum, such a code draws valuable input from experienced 
industrial experts. Thirdly, unlike a wholesale amendment of the PDPA, such 
codes are easy to review and revise according to changing circumstances. 
Fourthly, even if amendment is ultimately the end-goal, the code can still 
function as an interim stop-gap measure and testing ground for proposed 
amendments.

4C.5.3 Amendment 

If the government wishes to impose data protection laws onto blockchain and 
also strongly feels that the existing regime is outdated and ill-suited to tackle 
new dynamic technologies such as blockchain, then the long-term solution 
would be to amend the PDPA altogether.

Amendment is a meticulous and tedious process. The redrafting of the 
PDPA can be done incrementally, in two phases. The first phase is simply to 
replicate the GDPR regime as the foundational base, with localised adjustments. 
Alternatively, a more “ready-made” template could be the UK’s Data Protection 
Act 1998 which incorporates the GDPR substantially. 

The second phase is to update the draft legislation to cover distributed 
ledger technology (DLT) systems as a whole. This not only covers blockchains, 
but possibly also other related applications such as cloud computing and Big 
Data analytics. This phase is not an easy task. Extensive references have to be 
drawn from secondary sources, such as the EU GDPR Article 29 Working Party 
opinions. It may be more manageable to keep this part separate from the main 
Act, and instead publish it as a Regulation later on.

Ultimately, it is best for the PDPA to be continually reviewed, and revised 
if necessary, to stay abreast with technological evolution. Otherwise, the 
PDPA risks being plagued by uncertainties, or worse, rendered redundant and 
toothless.

4C.6 Conclusion

There is no escaping the cold hard truth that there is a gaping disconnect 
between blockchain technology and data protection laws in Malaysia. To be 
fair, blockchain is a revolutionary shift away from the conventional closed and 
centralised setup of digital storage databases. Even the latest GDPR of the EU 
struggles to cope with the peculiar features of blockchain technology.
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On a conceptual level, blockchain technology boldly challenges the 
presupposition that a closed and centralised system is the best model to protect 
the privacy of users. Distrust against Internet intermediaries – especially giants 
such as Google and Facebook – is peaking. Instead of placing our precious 
personal data into their tainted hands, blockchain proponents will argue, is it 
not safer to store our data on an open network free from anyone’s control? 

Then again, by narrowing on one facet of privacy – the security principle – 
such an argument misses the woods for the trees. Data protection is more than 
just about protecting data in the literal sense. Data protection stems from the 
wider concept of privacy. And the right of privacy is synonymous to the “right 
to be let alone” and the “right to be forgotten”. Data protection is about data 
sovereignty – giving individuals full control over their personal data. But in its 
current form, blockchains fail abjectly to satisfy the retention principle. In short, 
blockchain technology does not yet tick all the boxes on protecting privacy.

That does not mean that blockchain technology is a lost cause. In time, 
technical solutions can solidify into legal positions. Encryption techniques such 
as ZRP and stealth address may prove robust enough to anonymise data on 
the blockchain. Reducing the function of a blockchain to a public record that 
only keeps track of the flow of transactions (whilst actual transactional data is 
kept off-chain in a separate centralised storage database) is still a good value 
proposition. 

And ultimately, disruption need not lead to displacement. Blockchain 
databases can co-exist with existing decentralised databases. Information is 
akin to money. Just as how it would not be prudent to keep all our money in a 
single bank or under the mattress, there is no reason why we must choose to 
keep our personal data in only a single system. Both systems have their own 
strengths and weaknesses. Data sovereignty entails leaving it to individuals to 
make an informed choice on where their personal data should reside and who 
(if anyone at all) should guard over them.

And that is why governmental regulators need to quickly step up to fill the 
legal vacuum that blockchain technology currently floats in. Data protection 
regimes worldwide, not just in Malaysia, call for rethinking and refinement. The 
absence of data controllers in public and permissionless blockchains and the 
penal-centric nature of the PDPA poses a serious conundrum. If the manner 
in which such blockchains process and store data flouts its data protection 
principles, is there a violation? If yes, what remedial action can be taken when 
no perpetrator (controller) can be found? If not, does it then mean that all 
transactions performed on such blockchains – even if vulnerable to data loss and 
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theft – are not protected by the PDPA? Whilst the latter is the more plausible 
position in law, this would leave its users at risk without remedy. 

It is also true that legislative reforms turn heavily on political will, and may 
take years to crystalise. Hence, in the interim, regulators should issue codes 
of practice on how blockchains should operate to stay compliant with data 
protection laws. Alternatively, an exemption order could be issued to explicitly 
clarify which types of blockchains are not governed and protected by the PDPA 
(such as public and permissionless blockchains), hence letting the Malaysian 
public know that they transact on such unregulated blockchains at their own 
peril.

Is it safe and lawful to transfer our personal data through blockchains in 
Malaysia? Maybe yes, maybe not, maybe it greatly depends on the specific 
blockchain architecture. Whatever the answer is, it is only fair that Malaysians 
face this cutting-edge technology with eyes wide open and a clear mind. 
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Chapter 4D

CONSUMER PROTECTION 

4D.1 Introduction

Consumers are one of the most important components in any commercial 
activity for it is they who consume the goods and services, either manufactured 
or supplied, in the market. Since they are the prime users of products and 
services and their needs and demands assist the entrepreneurs in continuing 
their commercial activities, the optimum benefits to consumers should be of the 
highest importance. Consumer behavior, understanding and perception about 
any innovation or innovation-driven services and solutions should be considered 
seriously by entrepreneurs during the cradle-to-grave product life-cycle i.e. from 
the R&D stage to the use-end disposal stage. Modern entrepreneurs in a duly 
regulated environment are usually concerned with protecting and safeguarding 
the consumers’ interests. Within the state mechanism, various regulators have 
been working both to promote innovations that promise to provide better services 
to consumers and to work as a watchdog to protect the interests of consumers so 
that they do not suffer adverse effects resulting from such innovations. 

Theoretically, blockchain technology promises to provide better services 
to consumers. For example, blockchain technology can ensure better logistics 
and product management, ensuring consumers get the right product. This 
can empower consumers by allowing them to make more informed choices. 
Blockchain technology also promises to benefit consumers as it may enable an 
individual to enter into a commercial activity directly with another trader without 
the assistance of middlemen or intermediaries, e.g. banks. 

Yet alongside these projected benefits, there are some technical, legal, 
regulatory and human resource related challenges which appear in conflict with 
some of the provisions of existing consumer protection laws, which bestow some 
rights to consumers and provide for avenues for redress. These challenges may be 
due to the fact that the technology is still in the nascent stage of development. 
Therefore, technopreneurs will have to take the initiative to overcome these 
challenges in order to motivate consumers interested in using these technology-
driven goods and services and to convince regulators to allow the introduction of 
this technology on a massive scale in the local market. 
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This chapter is an attempt to evaluate existing Malaysian legal provisions 
on consumer protection with an aim to assess whether these provisions are 
adequate to protect the interests of consumers in relation to blockchain-based 
services, solutions, goods and products. This chapter will also highlight some 
issues that blockchain-based entrepreneurs should keep in consideration even 
though the technology is still in the development stage. Consumer protection 
has also been touched on in other chapters in this Report. Therefore, this 
chapter will primarily focus on consumer protection issues when blockchain 
technology will be used to provide various goods and services online. In doing 
so, this chapter will first define the word “consumer”, followed by the history, 
importance of and international movement on consumer protection. After that, 
various consumer rights in the Malaysian context will be discussed and initiatives 
will be taken to relate such rights within the context of blockchain technology. 
Finally, some suggestions, based on the existing knowledge, will be shared. 

4D.2 Defining a Consumer

A consumer is usually a person who buys goods and services for his personal, 
domestic or household use. In Malaysia, a consumer is defined in the same way.1 
Thus, a consumer does not buy goods2 or services3 for commercial use. Besides, 
in some sector-specific literature in the Malaysian context, e.g. banking,4 energy,5 

1 Section 3(1), the Consumer Protection Act 1999.
2 Goods are those things which are primarily purchased, used or consumed for personal, domestic or 

household purposes, and includes — a) goods attached to, or incorporated in, any real or personal 
property; b) animals, including fish; c) vessels and vehicles; d) utilities; and e) trees, plants and crops 
whether on, under or attached to land or not, but does not include choses in action, including 
negotiable instruments, shares, debentures and money. See, Section 3, Ibid.

3 “Services” include any rights, benefits, privileges or facilities that are or are to be provided, 
granted or conferred under any contract but do not include rights, benefits or privileges in the 
form of the supply of goods or the performance of work under a contract of service. See, Section 
3, Ibid.

4 Under the Financial Services Act 2013 and the Islamic Financial Services Act 2013, financial 
consumers are any persons who use, have used or may be intending to use any financial service 
or product offered by Financial Service Providers: a) for personal, domestic or household 
purposes; or b) in connection with a small business. Bank Negara Malaysia, “Prohibited Business 
Conduct,” November 17, 2014, available at: http://www.bnm.gov.my/guidelines/10_business_
conduct/07_Prohibited_Business_Conduct.pdf

5 Tenaga Nasional, without defining precisely a consumer, has listed a few sectors as “commercial 
consumer”. See: https://www.tnb.com.my/commercial-industrial/for-commercial. The same 
organisation has also classified consumers into various categories – “industrial consumer”, 
“mining consumer” and “specific agriculture consumer”. See: https://www.tnb.com.my/
commercial-industrial/for-industrial.
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the communication and multimedia industry,6 one may get a similar definition 
of a consumer. Therefore, in simple terms, a consumer usually buys goods and 
services for their personal, domestic or household use without any intention to 
use these for commercial purposes with the exception of small and medium 
enterprises (SMEs) in banking matters.7 Consumers are also referred to as 
customers, patients, subscribers, clients, investors etc. in various laws and 
contexts.

4D.3 Emergence of the International Movement on Consumer 
Protection

An indirect reference to consumer protection can be found in the Code of 
Hammurabi, one of the oldest comprehensive legal codes proclaimed by the 
Babylonian king Hammurabi. Amongst the Hittites of Anatolia, in modern-day 
Turkey, some 3,500 years ago, there was a Consumer Food Code containing 
provisions on food safety and a prohibition on cheating and misleading 
activities. Nevertheless, after the advent of capitalism, consumer protection in its 
modern form is an idea developed from the mid-19th century onwards, initially 
in Western countries but later expanding to Asia.8 

It was appreciated that the consumers were usually weaker than the 
manufacturers or suppliers and had very limited bargaining power. As a result, 
on March 15, 1962, the American president, John F. Kennedy outlined the 
“Consumer Bill of Rights”, which stated that a consumer should have four 
basic rights, i.e. the right to safety, right to information, right to choose, and 
right to be heard. The Consumer International, formerly known as International 

6 According to the Malaysian Communications and Multimedia Commission, A consumer is a 
person who receives, acquires, uses or subscribes to services relating to communications and 
multimedia within the meaning of the Communications and Multimedia Act 1998. This person 
may or may not yet enter a contract with any service provider. See: “General Consumer Code 
of Practice for the Communications and Multimedia Industry Malaysia,” Communications and 
Multimedia Consumer Forum of Malaysia, October 2003, available at: https://www.mcmc.gov.
my/skmmgovmy/files/attachments/GeneralConsumerCode.pdf.

7 The National SME Development Council (NSDC) has revised the definition of SMEs based 
on sales turnover and number of full-time employees. To be treated as an SME, a company 
should have turnover not exceeding RM20 million (service and other sectors) and RM50 
million (manufacturing sectors), and employees should not exceed 70 and 200 respectively in 
service and manufacturing sector. See: SME Corp. Malaysia Secretariat to the National SME 
Development Council, “Guideline for New SME Definition”, October 2013, available at: http://
www.smecorp.gov.my/images/pdf/Guideline_New_SME_Definition_updated.pdf

8 For an authoritative history on consumer protection related legal movements, see: Anwar Fazal, “A 
Vision for Consumer Empowerment,” Consumers’ International Blog, March 17, 2011, available at: 
https://consumersinternational.blogspot.my/2011/03/vision-for-consumer-empowerment.html.
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Organisation of Consumers Unions, proposed another four rights i.e. the right 
to redress or remedy, right to environmental health, right to service and right to 
consumer education. The General Assembly of the United Nations encapsulated 
all of these eight rights and adopted the United Nations Guidelines for 
Consumer Protection (UNGCP) through Resolution 39/248 of April 16, 1985. The 
UNGCP are a valuable set of principles that set out the main characteristics of 
effective consumer protection legislation, enforcement institutions and redress 
systems. These Guidelines were later expanded by the Economic and Social 
Council through Resolution 1999/7 of July 26, 1999, and subsequently revised 
and adopted by the General Assembly through Resolution 70/186 of December 
22, 2015. 

The UNGCP have identified the legitimate needs of consumers. These are, 
inter alia, access to essential goods and services, protection of vulnerable 
and disadvantaged consumers, promotion and protection of the economic 
interests of consumers, access by consumers to adequate information to enable 
them to make informed choices according to individual wishes and needs, 
consumer education on the social and economic consequences of consumer 
choices, availability of effective consumer dispute resolution and redress, a 
level of protection for consumers using electronic commerce, and protection of 
consumer privacy. 

The UNGCP have stipulated a number of principles for good business 
practices in conducting online and offline commercial activities. These 
include, inter alia, a) fair, honest and equitable treatment of all consumers 
and an avoidance of practices that harm consumers including vulnerable 
and disadvantaged consumers, b) provision of complete, accurate and 
not misleading information regarding the goods and services, terms and 
conditions to enable consumers to take informed decisions, c) development 
of programmes and mechanisms to assist consumers to develop the 
knowledge and skills necessary to understand risks, including financial risks, 
to take informed decisions, d) protection of privacy, and e) availability of 
complaints-handling mechanisms that provide consumers with expeditious, fair, 
transparent, inexpensive, accessible, speedy and effective dispute resolution 
without unnecessary cost or burden. These principles are encapsulated in 
the municipal laws, and regulators across the world are there to monitor their 
implementation. Therefore, for better functioning and success of their business, 
the entrepreneurs should take these issues into consideration. 

It is pertinent to mention here that the UNGCP are mere guidelines and 
therefore, are not legally binding. Nevertheless, they are of high persuasive 
value since they are accepted as the international benchmark for good practice 
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on consumer protection and were adopted by the UN General Assembly. 
Most of the countries in the world have considered adopting the principles 
incorporated in the UNGCP while legislating their municipal laws on consumer 
protection. The United Nations Conference on Trade and Development (UNCTAD) 
has subsequently developed the “Manual on Consumer Protection” to assist 
countries in implementing the revised UNGCP. A significant contribution of this 
UNGCP is the formation of the standing body i.e. Intergovernmental Group of 
Experts on Consumer Protection Law and Policy, which is empowered to monitor 
the application and implementation of the guidelines.

Historically, the consumer protection movement in Malaysia was started 
alongside the establishment of an international consumer protection movement 
and the first regional office of the Consumer International was established in 
Penang. A small group of urban middle-class professionals formed the Selangor 
Consumers’ Association on January 23, 1965 and protested over the price of 
newspapers. The Consumer Association of Penang (CAP) was established after 
the 1969 General Election. Thus, it is evident that historically the people of this 
part of the world were really concerned about their rights as consumers and gave 
similar importance to these rights as did consumers in developed countries.

4D.4 Consumers in the Internet Age

As already stated, the issue of consumer protection is a relatively new 
phenomenon in the legal arena. Under the doctrine of the “inequality of 
bargaining power”, consumers enjoy very limited bargaining power as 
compared to the business community. The parties in any trade were simply 
treated as buyers and sellers and their rights and responsibilities were governed 
under general laws such as the Sale of Goods Act, the Price Control Act, the 
Control of Supplies Act or the Penal Code. With the spread of the internet in 
the early 1990s, the whole idea of consumer protection has been transformed. 
Whilst the popularity of e-Commerce has enabled consumers to receive 
various services faster, it has created many challenges for them due to their 
weaker bargaining power. The stakeholders, including national regulators, and 
international organisations such as the OECD have correctly understood the 
situation and have pursued a number of initiatives to protect consumers in the 
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internet age.9 

4D.5 Malaysian Consumers: An Overview

Malaysian consumers are often portrayed as expert consumers and some of the 
Malaysian consumer activists are the most prominent in the Global South, with 
Malaysia being instrumental in the push to include basic needs as fundamental 
consumer rights.10 Nevertheless, the fact is that Malaysian consumers were 
found to be easy targets after the emergence of the internet and its widespread 
use in Malaysia.11 

Malaysia’s “National Consumer Protection Policy”, 2002, was formulated, 
inter alia, to increase the effectiveness of consumer protection. This Policy has 
made it clear that “effective consumer protection should be the responsibility 
of all parties. Government plays a role in coordinating enforcement and overall 
welfare of consumers and merchants.” The Policy was developed to focus on 
a culture of self-protection practices by consumers and self-regulation by the 
dealer or manufacturer. It is further stated that in order to achieve this objective 
of developing a culture of self-protection practices by consumers, a few things 
are to be done - a) enhance the quality, quantity and accessibility of information, 
b) develop an ethically responsible consumer, c) develop an effective consumer 
movement and d) improve the ability of consumers who are vulnerable in terms 
of resources and protection. This stand i.e. “self-protection practices by the 

9 The OECD is the pioneer organisation in taking various initiatives to protect the consumers in 
digital economy. The organisation has set the “e-Commerce Recommendation” in 1999. After 
that the OECD has adopted a number of guidelines and recommendations. Very recently, while 
revising the “Recommendation on Consumer Protection for E-Commerce” on March 24, 2016, 
the OECD has recommended the member countries and emerging economies to modernise 
their consumer protection laws to address new risks posed by online commerce and peer-
to-peer internet transactions. The OECD further recommended that “businesses should not 
misrepresent or hide terms and conditions likely to affect a decision to buy or try to conceal 
their identity or location. Nor should they engage in deceptive practices related to the collection 
or use of personal data. They should take special care in marketing targeted at children or 
other vulnerable consumers. Provisions should be made to ensure consumers understand the 
terms and conditions relating to the acquisition and use of digital content like online music and 
movies – the fastest growing e-Commerce category and often sold with legal or technical usage 
limitations. Consumers should also have access to easy-to-use mechanisms to resolve domestic 
and cross-border e-Commerce disputes in a timely manner.”

10 Matthew Hilton, “The Organised Consumer Movement since 1945,” in Alain Chatriot, Marie-
Emmanuelle Chessel, and Matthew Hilton (eds.), The Expert Consumer: Associations and 
Professionals in Consumer Society (London: Ashgate Publishing, 2006), 197.

11 “Malaysia is the Most Vulnerable Country to Internet Scams in this Region,” The Star, March 11, 
2016, available at: https://www.thestar.com.my/business/business-news/2016/03/11/malaysia-is-
the-most-vulnerable-country-to-internet-scams-in-this-region/.
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consumers” may be effective in various sectors, but it will be challenging with 
regard to blockchain, at least for the time being, as the technology may be 
found to be complex to many consumers though the hype is already widely 
circulated. Consumer protection by way of responsibility to customers is 
included in the “Federation of Malaysian Manufacturers’ Generic Handbook on 
Code of Ethics” and also in the “Malaysian Business Code of Ethics”. 

It has been shown that Malaysian consumers are concerned about misleading 
claims, insufficient information on the products or instructions of use, absence 
of contact details of manufacturers for consumers to get more information, 
counterfeit goods and infiltration of banned products through the “black 
market” or smuggling, etc.12 Malaysian consumers mainly complain about - (a) 
non-compliance with implied guarantees, (b) poor quality, lack of after sales 
service, (c) non-compliance with description, (d) delay in repairing products, (e) 
unsafe or unreliable products, and (f) unavailability of spare parts. Since 2009, 
scams or direct sales are recorded as having increased.13 After a close look at 
these claims and concerns of Malaysian consumers, and placing them within the 
landscape of blockchain technology, it can be confidently said that blockchain 
technology, with its trustworthy, transparent and immutable features, may help 
ensure consumer protection by way of binding the manufacturers or dealers to 
abide by the terms and conditions of the products and services. 

The Ministry of Domestic Trade, Co-operatives & Consumerism (MDTCC), 
the regulatory watchdog, has been working hard to protect consumers. 
Nevertheless, with the popularity of the internet in Malaysia, consumers 
have been subject to various forms of scams. The MDTCC has received 700 
complaints regarding internet transactions in 2013, 1215 complaints in 2014, 
532 complaints in 2015 and 687 complaints from January until May 2016. These 
complaints were related to - a) goods ordered not delivered, b) different goods 
supplied, c) fake goods, and d) inferior quality goods.14

The National Consumer Complaints Centre, Malaysia (NCCC), formed in July 
2004 through the Federation of Malaysian Consumer Associations (FOMCA), 

12 Consumers International, “Road Mapping Capacity Building Needs in Consumer Protection 
in ASEAN, Country Report: Malaysia,” ASEAN Australia Development Cooperation Program 
Phase II (AADCP II), June 3, 2011, 10, available at: http://www.asean.org/storage/images/2015/
february/Consumer_protections_information/MALAYSIA%20FINAL%20REPORT%20-%20rev%20
4Aug14.pdf.

13 Ibid.
14 Othman Nawang, Ministry of Domestic Trade, Co-Operatives & Consumerism (MDTCC), 

“Regulatory Framework & Governance on E-Commerce”, available at: http://www.miti.gov.my/
miti/resources/4._Regulatory_Framework_Governance_on_E-Commerce_.pdf.
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has been receiving consumer complaints to mediate and assist consumers to 
reach an amicable settlement to their claims. Since 2006, the NCCC has been 
publishing Annual Reports outlining the types of complaints it has received.

Table 4D.1 – Types of Complaints Received by the NCCC

#
Sector of 

Complaints

Number of Complaints (Yearly)

2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016

1. E-Commerce 684 917 - 2,713 1002 - 874 5763 7641 7,692 7,371

2.
General Consumer 
Products

1499 1933 2339 2,120 2523 9349 5764 8798 6318 6,324 6,578

3. Telecommunication 1297 1721 2136 2,512 3102 8181 5985 5950 5868 5,928 5,681

4.
Automobile & 
Auto-workshops

- - - 1,314 2244 5292 2984 4915 3492 3,816 3,874

5. Travel & Leisure 382 587 648 1613 1065 1764 2034 2313 3240 3,468 3,458

6. Wellness - - - 1,478 - 2470 1839 2013 1359 1,848 2,197

7. Housing 1578 2076 2316 2,686 2108 1676 1734 1975 2034 1,704 2,665

8. Postal & Courier - - - - - - - - 927 1,512 2,340

9.
Banking / Financial 
Sector

809 1044 1354 1,941 2376 1147 5555 1625 1494 1,500 1,664

10. Retail Service 703 1739 2021 1,168 2506 441 196 - 1233 1,476 2,158

11.
Food & Food 
Services

441 664 727 474 432 860 300 812 1230 1,416 2,340

12.
Utilities Service 
(Electricity, Water 
and Sanitation)

350 550 926 949 1422 2382 5568 1606 1315 1,306 1,724

13. Public Transport 925 1254 1493 2,024 2108 750 822 725 612 1,080 1,001

14.
Media and 
Broadcasting

331 407 445 - - - 1213 600 898 1,020 1,417

15.
Government 
service tax (GST)

- - - - - - - - - 946 -

16. Insurance 488 686 809 1360 1491 838 1004 713 684 744 1,053

17.
Non-Conventional 
Financial services

547 - - 2347 1542 485 274 201 576 708 637

18.
ICT Equipment 
services (repair)

- - - - - - - - 792 624 572

19. Government sector - - - 1563 1386 375 574 66 216 408 286

20. Healthcare Service - - 385 265 468 882 391 788 504 324 637

21. Education Services 1453 1856 - - 262 1279 743 925 450 324 442

22. Maid Agencies 570 805 1022 832 1363 1169 - 396 378 288 351

23.
Legal Professional 
service

442 642 763 704 1138 529 339 165 270 84 117

Total 18,345 24,873 28,080 32,369 34,381 40,637 41,963 41,249 41,531 44,540 48,563

Sources: National Consumer Complaints Centre, Malaysia, Annual Reports 2006-2016.15 

15 The annual report for 2016 is not available online yet. Annual Reports for 2006-2015 are available 
at: http://www.konsumerkini.net.my/medialib/index.php/nccc-annual-report. 
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It is evident that since 2014, the NCCC has been receiving the most complaints 
in the e-Commerce or online shopping category. In 2016, consumers have 
incurred potential losses of RM255.62 million in the 48,563 complaints which 
was 4,113 more than the number of complaints received in 2015 (where the 
loss was 233.76 million). Out of the 7,371 e-Commerce related consumer 
complaints in 2016, 34.4% were related to the delivery of purchased goods, 
where the vendors failed to live up to their promises and deliver products within 
the stipulated time. A refund was denied on the ground that the delays were 
beyond the seller’s control. 25.7% complaints were regarding scams and 11.3% 
were related to product quality.16 

It is a fact that many consumers are not as smart as the scammers and as a 
result, the findings of a study conducted by the telecom giant Telenor confirmed 
that Malaysia is the most vulnerable country to internet scams in this region.17 
Scammers are very active and utilise multidimensional techniques in cyber-
space to bait their targets. As a result, regulators have very limited options as 
scammers shift their techniques frequently and adopt new ones. In 2015, the 
Commercial Crime Investigations Department (CCID) of the Royal Malaysian 
Police received 14,627 cases of online scams involving the loss of RM1.09 billion 
and in 2014, the police recorded 11,931 cases involving RM816 million. In all 
these scams, 90% of the victims were women.18 In 2016-2017, the MDTCC 
received more than 3,000 complaints and asked the Malaysian Communications 
and Multimedia Commission (MCMC) to take down around 50 products on 
various online market places which were scams.19 

4D.6 Consumers within the Malaysian Legal Framework

Though the consumer protection movement in Malaysia was started at almost 
the same time as in Western countries, the consideration of this issue within the 
formal legal framework is relatively new in this part of the world. Nevertheless, 

16 Federation of Malaysian Consumer Association, “Online Shopping Tops Number of Consumer 
Complaints in 2016,” available at: http://www.fomca.org.my/v1/index.php/2-uncategorised/254-
online-shopping-tops-number-of-consumer-complaints-in-2016.

17 “Malaysia is the Most Vulnerable Country to Internet Scams in This Region,” The Star, March 11, 
2016, available at: https://www.thestar.com.my/business/business-news/2016/03/11/malaysia-is-
the-most-vulnerable-country-to-internet-scams-in-this-region/.

18 “RM1bil Lost to Online Scammers,” The Star, March 26, 2016, available at: https://www.thestar.
com.my/news/nation/2016/03/26/rm1bil-lost-to-online-scammers-love-is-a-pain-for-victims-
romanced-by-conmen/.

19 “Trade Ministry Battles with Online Scams, 3,000 Complaints Received since Last Year,” New 
Straits Times, July 14, 2017, available at: https://www.nst.com.my/news/nation/2017/07/257144/
trade-ministry-battles-online-scams-3000-complaints-received-last-year#cxrecs_s.
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there are more than thirty (30) laws in Malaysia which deal with various aspects 
of consumer protection, based on the responsibility of consumers not to be 
cheated. Some aspects on consumer protection are covered under general laws 
like the Penal Code,20 the Sale of Goods Act 1957, the Price Control Act 1946 
and the Control of Supplies Act 1961, etc. Moreover, consumer protection issues 
are included in the Consumer Protection Act 1999. Since consumers consume 
“goods” and “services” and because the definition of “goods” and “services” 
is very wide, one may include consumer related laws in diversified sectors e.g. 
banking or food. A closer look at the provisions of these laws will reveal that 
they have incorporated most of the best practices and provisions of the UNGCP 
even though some of these laws were enacted much earlier than the UNGCP.

As there are more than thirty (30) laws containing provisions on consumer 
protection, it is neither possible nor desirable to cover all these laws in this 
segment; rather only relevant laws will be covered. After the Internet was 
introduced in Malaysia in 1995, the Communications and Multimedia Act 1998 
and the Consumer Protection Act 1999 were enacted almost immediately. 
Part 8 of the Communications and Multimedia Act 1998 contains, though in 
a limited scale, some provisions on consumer protection. The law makes it an 
obligation on all the licensed service providers i.e. internet service providers to 
deal reasonably with consumers and adequately address consumer complaints.21 
The law further contains provisions on the handling of consumer complaints.22 

An industry code i.e. the “General Consumer Code of Practice for the 
Communications and Multimedia Industry” was also accepted in October 2003, 
in accordance with the provisions of the Act. This Code, which is primarily meant 
for internet service providers and non-service providers who are members of the 
Communications and Multimedia Forum of Malaysia, deals with issues such as 
customer obligations, right of redress, protection of personal information and 
complaints handling. Blockchain technology has theoretical potential to ensure 
the protection of copyrights and related rights. In the future when blockchain 
technology will be used in managing such rights, entrepreneurs should then take 
into consideration provisions to help consumers get genuine products. 

The specific Malaysian law on consumer protection is the Consumer 
Protection Act 1999 and thus, it is imperative to have some basic understanding 
of this law. The Consumer Protection Act was enacted in 1999 as e-Commerce 

20 See, for example, Chapter XIV of the Penal Code (Malaysia). This chapter deals with offences 
affecting the public health, safety, convenience, decency and morals. Under this chapter, there 
are some provisions which contain some provisions on product safety.

21 Section 188(1), the Communications and Multimedia Act 1998.
22 Part 8, Ibid.
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started to evolve dramatically. Some of the salient features of the law are shared 
below,

(a) The provisions of this Act apply to all kinds of goods and services offered or 
supplied in trade or trade transactions both offline and online.23 

(b) The application of the Act shall be supplemental in nature and without 
prejudice to any other law regulating contractual relations.24 In other words, 
if those other laws provide consumers with better rights and remedies those 
provisions shall have the application over this Act, but if the provisions 
of those other laws are found less favourable for the consumers then the 
provisions of this Act shall have application.25 

(c) The Act shall have effect notwithstanding any contract term which applies 
or purports to apply the law of another country where the term appears 
to the court to have been imposed wholly or mainly for enabling the party 
imposing it to evade the operation of this Act.26 

(d) The provisions of this Act shall have effect even if there is something to the 
contrary in any agreement. It will be a punishable offence if any supplier or 
manufacturer by contract excludes any provision of the law. However, the 
consumer can agree to settlement or compromises in case there is any issue 
of claim. 

The Consumer Protection Act has bestowed upon consumers various rights. The 
consumers have the right to:

(a) receive or demand the product for which the payment was made. It is 
prohibited to demand for or accept any payment or other consideration for 
goods or services without the intention to supply the goods or services;27 

(b) get the goods or services within a specified or reasonable time;28 

(c) get reasonably safe products which are in compliance with the safety 
standards prescribed by the minister;29 

(d) cancel future service contracts i.e. contracts to provide consumer services on 
a continuous basis, though the supplier may charge 5% of the full contract 

23 Section 2(1), the Consumer Protection Act 1999.
24 Section 2(4), Ibid.
25 Section 5, Ibid.
26 Section 4, Ibid.
27 Section 16, Ibid.
28 Section 16, Ibid.
29 Part III of ibid. provides that no person shall supply, or offer to or advertise for supply, any goods 

or services which do not comply with the safety standards as may be prescribed by the Minister.
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price, the cost of the goods consumed or retained, portion of the full 
contract price for the service received;30 

(e) receive correct information that will assist consumers to make informed 
decisions.31 

In 2010, the Consumer Protection Act was amended to include Part IIIA 
(sections 24A-24J) on “Unfair Contract Terms” and it is provided that a 
consumer cannot be made a part of a contract with unfair contract terms, either 
procedural or substantive. Using unfair contract terms, excluding or restricting 
the liabilities for negligence or breach or expression, a supplier can get unjust 
advantage. Thus, a supplier or manufacturer cannot incorporate any terms that 
exclude or restrict their liabilities, rights and duties. Nevertheless, in the decision 
of Fairview International School Subang Sdn Bhd v. Tribunal Tuntutan Pengguna 
Malaysia & Anor,32 the Malaysian court did not interpret the procedural and 
substantive unfairness broadly.

These rights of consumers are, on the other hand, responsibilities on the 
business communities i.e. traders, manufacturers, dealers and suppliers. The 
Trade Description Act 2011, was also enacted to promote good trade practices 
by prohibiting false trade descriptions and false or misleading statements, 
conduct and practices in relation to the supply of goods and services, and 
prohibited the application of a false trade description to any goods and supply 
or in any offer to supply any goods. Thus, it is prohibited to include a misleading 
trade description in any goods and the application of such description is a 
punishable offence under the law.33 Nevertheless, an offence under this law shall 
not make the contract of supply void.34 

It might here be pertinent to share that a Federal Court in Missouri, US in 
2014 granted the Federal Trade Commission (FTC) permission to freeze the 

30 Section 17 (2), the Consumer Protection Act 1999.
31 Under the law it is prohibited to make false or misleading representation i.e. anything that may 

lead the consumer into error regarding, inter alia, the particular kind, standard, quality, grade, 
quantity, composition, style or model of any goods and services. Furthermore, it is prohibited 
to make false or misleading representation that the goods or services have any endorsement, 
performance characteristics, uses or benefits, etc. See, section 10 (1)(a) and (c), the Consumer 
Protection Act 1999.

32 [2015] 1 CLJ 224 [HC].
33 The law provides for punishment by a fine of up to RM250,000 for the first offence and 

RM500,000 for subsequent offences in the case that it is a body corporate. For others, including 
individuals, the law provides for both a fine of up to RM100,000 or imprisonment for up to three 
years or both for the first offence and a fine up to RM250,000 or imprisonment up to five years 
or both for a subsequent offence. See, Section 5, the Trade Description Act 2011.

34 Section 57, the Trade Description Act 2011.
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assets of Butterfly Labs that marketed its products and services mainly through 
online advertisements.35 This company was accused of marketing specialised 
computers deceptively to produce Bitcoins. The company charged consumers 
large amounts for its Bitcoin computers but failed to provide the goods.36 A 
class action suit was also filed against the same company in 2014. In February 
2016, Butterfly Labs agreed to settle the FTC charges. This case is a reminder 
to companies to not transmit misleading or deceptive advertisements. 

Using Woods’ “Consumer Law Matrix”, which is based on the eight (8) 
consumer rights, the Consumer Protection Act 1999 was evaluated and it was 
found that the Act contains strong provisions protecting consumers on their 
rights to safety, to be informed, to choose and to seek redress. However, 
provisions relating to protecting consumers on their rights to consumer 
education, to a healthy environment and to the satisfaction of basic needs 
seems to be lacking.37 When the UN Guidelines were in the process of revision 
by UNCTAD, the Malaysian government also replied in the same manner that 
“the Malaysian consumer protection framework is fairly robust with adequate 
laws and regulations emphasising consumer rights, protection, education and 
redress mechanism.”38 Nevertheless, all the statistics shared above suggest that 
Malaysian consumers have been suffering, and goods and services offered by 
the internet, mostly by scammers, have made the situation worse.

4D.7 Consumer Protection in Electronic Commerce

In the available literature on blockchain, it is claimed that the technology has 
various potentials to ensure decentralised and transparent services. It is further 
claimed that this technology will eventually enable an individual trader to trade 
his goods and services with another individual. Since such activities may take the 
shape of e-Commerce, and e-Commerce has the prospect to promote consumer 
welfare,39 it is imperative to have a discussion on e-Commerce in the Malaysian 
context. 

35 Federal Trade Commission v. BF Labs, Inc., et al., Case No. 4:14-cv-00815-BCW (United States 
District Court Western District of Missouri Western Division).

36 Federal Trade Commission, “At FTC’s Request, Court Halts Bogus Bitcoin Mining Operation,” 
September 23, 2014, available at: https://www.ftc.gov/news-events/press-releases/2014/09/ftcs-
request-court-halts-bogus-bitcoin-mining-operation.

37 Consumers International, “Road mapping Capacity Building Needs in Consumer Protection in 
ASEAN, Country Report: Malaysia,” 33.

38 “Comments on the United Nations Guidelines For Consumer Protection (1985-2013) by 
Malaysia,” available at: http://unctad.org/Sections/ditc_ccpb/docs/UNGCPCont_Malaysia_en.pdf.

39 United Nations General Assembly Resolution no. 70/186 of December 22, 2015.
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In the latest Economic Census 2016, the Department of Statistics attempted 
to explore the usage of ICT and e-Commerce in agriculture, mining & quarrying, 
manufacturing, construction and services. 73.5% of the total of 920,624 
businesses used ICT in 2015 and 61.5% used the internet, but only 28.4% 
have an online presence in their business. Only 5.2% of the total businesses 
(43,294) conducted e-Commerce transactions. Of this 5.2% of the businesses, 
91% were from the service sectors. E-Commerce in Malaysia, mainly from the 
manufacturing sector, earned 89.6% of the income from the local market and 
the rest from the foreign market. B2B was the main type of customer (79.2%), 
followed by B2C (18.5%) and B2G (2.3%).40 Even though only a small number 
of establishments currently have an online presence, it can be seen that once 
a blockchain-based regulatory framework is developed, it will assist these 
companies to adopt this with limited cost as these businesses will not incur the 
cost of replacing old technology with new.

The MCMC conducted the Internet Users Survey 2017 and found that 58.1% 
of the respondents do not use the internet due to a “lack of confidence or skill” 
and 48.8% of the respondents purchased products online. For the respondents 
who did not prefer online shopping for them security, trust and confidence in 
the service were the main concerns.41 Subsequently it was disclosed that 67% 
of the Malaysians prefer online shopping over traditional ways of shopping and 
this rate will grow in coming years. Simultaneously, NCCC has been receiving 
the highest number of complaints relating to e-Commerce/online shopping 
since 2014.42 

Though the Internet became available for public use in 1995, the 
e-Commerce law, the Electronic Commerce Act 2006, was only enacted a 
decade later with the aim to, inter alia, enable and facilitate commercial 
transactions using electronic means.43 This law is complemented by the 
Electronic Government Activities Act 2007. 

40 Department of Statistics Malaysia, “Economic Census 2016: Usage of ICT By Businesses and 
e-Commerce,” Press Release, November 6, 2017, available at: https://www.dosm.gov.my/v1/
index.php?r=column/pdfPrev&id=Z3d0cXF3Q051T3BTeEp0UElIUlkvQT09.

41 Malaysian Communications and Multimedia Commission, “Internet Users Survey 2017,” Statistical 
Brief 21, available at: https://www.mcmc.gov.my/skmmgovmy/media/General/pdf/MCMC-
Internet-Users-Survey-2017.pdf.

42 National Consumer Complaints Centre, “World Consumer Rights Day,” March 20, 2018, available 
at: http://www.nccc.org.my/v2/.

43 “Commercial transactions” means a single communication or multiple communications of a 
commercial nature, whether contractual or not, which includes any matters relating to the supply 
or exchange of goods or services, agency, investments, financing, banking and insurance. See, 
Section 5, the Electronic Commerce Act 2006.
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For the online goods and services providers, the provisions of the Consumer 
Protection Law 1999 will be applicable and the traders will have to respect 
the rights of consumers included in that law. In order to protect the online 
consumers, the Malaysian regulators have enacted the “Consumer Protection 
(Electronic Trade Transactions) Regulations 2012” which require e-Commerce 
service providers i.e. any person who operates a business for the purpose of 
supplying goods or services through a website or in an online marketplace to 
mandatorily disclose some information on the website. Under this Regulation, 
information that needs to be disclosed is: a) name of the person, business or 
company, b) registration number of business/company c) e-mail and telephone 
number/address, d) a description of the main characteristics of the goods/
services, e) the full price including transportation costs, taxes and any other 
costs, f) method of payment, g) terms of conditions, and h) estimated time of 
delivery.44 

The Regulation further provides that such a person who operates a business 
for the purpose of supplying goods or services through a website or in an online 
marketplace: a) shall provide the appropriate means to enable the buyer to 
rectify any errors prior to the confirmation of the order made by the buyer; and 
b) shall acknowledge receipt of the order to the buyer without undue delay.45 An 
online marketplace operator has to keep and maintain a record of the names, 
telephone numbers and the address of the suppliers of goods or services 
in the online marketplace for a period of two years.46 Failing to provide the 
information and/or false or misleading information, they are liable to commit an 
offence,47 which can extend to a fine of up to RM50,000 and/or imprisonment 
for a term not exceeding 3 years for individuals, and fine up to RM100,000 for 
corporate bodies. When it is said that using blockchain technology individuals 
can deal directly with each other, they need to consider this provision. Again, 
as per the law, all online business must be registered with CCM. This is another 
issue that the blockchain service providers must consider.

The Malaysian government has been trying hard to make the online 
shopping safe for consumers and therefore, the government has been 
undertaking numerous initiatives to make consumers aware of their rights and 
responsibilities and encourage the business community to develop e-Commerce 
enabled websites by including the provisions of the “Consumer Protection 

44 Regulation 3 & Schedule, the “Consumer Protection (Electronic Trade Transactions) Regulations 
2012”.

45 Regulation 4, the “Consumer Protection (Electronic Trade Transactions) Regulations 2012”.
46 Ibid.
47 Ibid.
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(Electronic Trade Transactions) Regulations 2012”. The government has been even 
providing tax incentives to such traders through the “Income Tax (Deduction for 
Cost of Developing Website) Rules 2003”. If traders develop their websites by 
following such requirements, it will be easier for the regulators to monitor their 
activities and track locally registered websites. However, it is a matter of fact 
that in the age of internet, even though an e-Commerce website is developed 
by including all these requirements, it will be difficult for the regulators to do 
anything against the websites if they are not registered locally. If the website is 
hosted outside of Malaysia, the regulator, MCMC, or police will come up against 
jurisdictional issues, although the regulator does retain the authority to block the 
website in some instances, such as in the case of pornography.48 

As it is understood that the blockchain-based services will be provided online 
using blockchain networks like bitcoin or Ethereum, they too will have to follow 
the same provisions and inform the regulators. Business communities that have 
taken certificates from the MCMC already, before starting to use blockchain 
technology, may consider updating the regulators.49 

4D.8 Remedies Available for Malaysian Consumers

There are number of avenues through which Malaysian consumers can seek 
remedies based on the amount claimed for the breach of consumer rights. 
These include Small Claim Courts, Tribunals for Consumer Claims in Malaysia 
and civil courts. The Small Claims Courts established in every state of Malaysia 
can hear claims not exceeding RM5,000. The Tribunal for Consumer Claims 
Malaysia is an alternative remedy that can be used if the claimed amount is not 
more than RM25,000. However, the claim must be made within three years. It 
may also be relevant to note that it is very troublesome for consumers to claim 
remedies in the court of law due to factors such as the production of evidence 
and competence/ability of the consumers to follow up claims. As a result, one 
may identify only a very few court cases in Malaysia, even though the consumer 
complaints received by various bodies are very high.

4D.9 Blockchain and Consumer Protection

Consumer behavior has taken a radical shift in recent times and consumers 
are now more concerned to purchase quality products. Blockchain technology 

48 Malaysian Communications and Multimedia Commission, “Frequently Asked Questions,” 
available at: https://www.skmm.gov.my/skmmgovmy/media/General/pdf/Online_Content_
Problems.pdf

49 See: https://www.skmm.gov.my/skmmgovmy/media/General/pdf/e_commerce_application.pdf.
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is particularly useful in situations where it is important to know the ownership 
histories or supply chain of any product,50 allowing consumers to make more 
informed purchase decisions as they know every segment in the supply chain 
of the goods. Existing literature and some of the use cases shared in Chapter 
2 suggest that entrepreneurs have already been experimenting with this 
technology in the luxury goods industry like diamond and cars, agricultural 
products, fish, dairy product, pharmaceutical products, in managing health care 
data and records. 

Blockchain technology used in the insurance sector or the music industry, 
will help consumers to save a good amount of money allocated for the 
intermediaries in the form of commissions or fees. If this technology is used 
in these sectors, consumers will get better services at a lower price and the 
service providers such as musicians will get a greater share of the revenue. 
Nevertheless, it cannot be ignored that such a service i.e. the elimination of all 
intermediaries can only be considered once consumers are properly educated 
and can evaluate the overall situation. 

To this date, most of the blockchain related consumer protection issues are 
discussed with regards to virtual or digital currencies and ICOs. Nevertheless, 
the protection of consumers is identified as a serious concern of regulators. 
As the technology is still in a nascent stage, international organisations like 
the World Bank do not have any general recommendation regarding its use 
in international development, instead the World Bank is of the opinion that 
the countries need to review and resolve various issues including consumer 
protection.51 A study commissioned by the European Parliament has identified 
some of the challenges regarding blockchain in the following terms:

Consumer protection will also be a key concern of regulators, as the 
contractual clauses and redress measures may not be clear to consumers and, 
given their automated character, not easily adjustable to a possible change 
of circumstances. Furthermore, there are security concerns of a regulatory 
nature, as it could be possible to trace or deduce a party’s identity from 
transactions. Finally, blockchain may lead to questions about the choice of 
law and jurisdiction for the adjudication of the relevant disputes.” Identifying 

50 European Parliament, “How Blockchain Technology Could Change Our Lives,” February 
2017, available at: http://www.europarl.europa.eu/RegData/etudes/IDAN/2017/581948/EPRS_
IDA(2017)581948_EN.pdf.

51 The World Bank, “Brief on Blockchain & Distributed Ledger Technology (DLT),” January 23, 2018, 
available at: http://www.worldbank.org/en/topic/financialsector/brief/blockchain-dlt.
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these challenges, the research suggested for anticipatory policy-making.52 

In Chapter 1 of this Report, it has been stated that most of the development 
on blockchain for the time being is based on Blockchain 1.0 i.e. on 
cryptocurrencies. The Vice President of the European Commission at the 
roundtable on cryptocurrencies remarked that “cryptocurrencies expose 
consumers and investors to substantial risk including the risk to lose their 
investment” and therefore, consumers and investors should receive the warnings 
about these risks frequently in clear manner.53 

The most important initial challenge for digital currencies is the loss of 
private keys, because either the consumer forgets the key or loses it. Because 
of the loss of private keys, consumers around the world have been losing huge 
amounts. Since digital currency exchanges are not regulated, anyone, even 
with a criminal record, can own or operate a digital currency exchange. If the 
exchange is hacked, consumers will lose money and if they forget or lose the 
private key it will make the exchanges unjustly rich as they are not required to 
hold the unclaimed funds in a trust or with the central bank.54 

One important feature of blockchain is that it is immutable and therefore, any 
business enthusiast must consider various consumer rights before embarking on 
ventures as regulators can trace transactions, even after many years. While this 
may be a concern for consumers as most municipal laws on consumer protection 
allow a consumer to change their mind and to rectify their order, technically this 
can be solved by creating a new block as there is nothing in blockchain which 
is perfectly immutable, rather conditions can be set by which it can be decided 
whether or not a blockchain can or cannot be changed.55 The blockchain's 
behavior depends on a network of corporeal computer systems, which may be 
vulnerable to destruction or corruption.

After a series of blockchain hacks, the security of blockchain is a serious 
concern for consumers. Fund security, verifiability, honesty and fairness, along 

52 European Parliament, “How blockchain technology could change our lives,” February 2017, 
23, available at: http://www.europarl.europa.eu/RegData/etudes/IDAN/2017/581948/EPRS_
IDA(2017)581948_EN.pdf.

53 European Commission, “Remarks by Vice-President Dombrovskis at the Roundtable on Crypto-
currencies,” Brussels, February 26, 2018, available at: http://europa.eu/rapid/press-release_
SPEECH-18-1242_en.htm.

54 Christine Duh, “Harmonizing the Law of New Technology: Digital Currencies, the Blockchain, 
Distributed Ledger Technology and the Law,” available at: https://www.victoria.ac.nz/__data/
assets/pdf_file/0008/1187009/Duhaime.pdf.

55 “The Blockchain Immutability Myth,” Coindesk, May 9, 2017, available at: https://www.coindesk.
com/blockchain-immutability-myth/.
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with efficient reporting tools are all badly lacking in the current crypto-exchange 
ecosystem according to industry protagonists. Opaque and sometimes 
dishonest exchanges have undermined crypto-community trust.56 

It was understood that the anonymity or privacy of consumers may not be 
ensured forever. Whatever kind of security technique is used, the Malaysian 
industry is of the opinion that due to the very nature of ICT the system is 
capable of being hacked in some point in the future with the introduction of 
new technology and thus, nobody can guarantee that the anonymity or privacy 
of consumers can be maintained forever. Therefore, blockchain entrepreneurs 
should also consider this aspect i.e. how they can proceed with regard to the 
privacy and personal data of the consumers.

Transparency and trust are two of the main reason behind the success of 
any industry, including blockchain technology. Theoretically, both these can 
be achieved using blockchain technology. While existing ledgers maintained 
by the intermediaries e.g. banks, are centralised and private, blockchain is 
decentralised and information, including sensitive information, is visible to 
everyone. Therefore, regulators and entrepreneurs should consider that though 
transparency is good for regulatory purposes, it involves significant privacy and 
sensitive data protection issues for the consumers. Hence, the entrepreneurs 
should also consider if they can offer customised services which will ensure 
privacy of consumers.57 

It is believed that for effective functioning, modern day consumers need 
to trust their money and information to third parties and they are ill-equipped 
to assess the trustworthiness of these third parties. Consumers’ Research, the 
USA’s oldest consumer organisation, established in 1929, attempted to produce 
guiding principles for consumer protection best practice for businesses working 
with digital currencies and other blockchain-derived digital assets.58 

Recently, the Deutsche Bundesbank has been skeptical regarding the 
prospects of blockchain technology in the field of individual and retail payments 

56 “In Blockchain We Trust? Not Yet, Say Consumers,” Forbes, September 23, 2017, available 
at: https://www.forbes.com/sites/rogeraitken/2017/09/23/in-blockchain-we-trust-not-yet-say-
consumers/.

57 For further discussion on privacy and data protection see Chapter 4C.
58 Consumers’ Research, “Bretton Woods 2016: Consumer Protection in the Digital Currency 

Economy,” available at: http://consumersresearch.org/research/white-papers/bretton-woods-
2016-protecting-consumers-in-the-digital-currency-economy/.
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within the Euro area as the existing system is fast enough.59 This technology 
may, however, be particularly useful in a situation where trust is inevitable but 
difficult to establish. Thus, even though the proponents of blockchain claim 
that this technology can be a wonderful solution in providing banking services 
to undocumented migrant workers who do not have bank accounts, it can 
also raise some serious concerns. These migrant workers, documented or 
undocumented, are already in a disadvantaged situation and mostly are without 
a proper level of education. Thus, they can easily be the victims of further 
misfortune if sufficient and adequate precautions are not taken. Therefore, a 
concerted effort and holistic approach will be required.

Some of the regulators seem to be in the process of considering the 
development of their own cryptocurrencies e.g. countries like China, Japan, Iran 
and Sweden have been working to develop their national cryptocurrencies. Even 
a neighboring country like Cambodia has declared their intent to develop their 
own national cryptocurrency. However, the blockchain nation, Estonia’s central 
bank is still hesitant to issue Estcoin, as proposed by Estonia’s e-Residency 
program, as it is not sure what additional societal benefits it will offer.

It is certain that blockchain can both be public and private. It is a matter of 
fact that as most of the regulators across the world are concerned about the 
status and legality of virtual currencies developed using the blockchain protocol, 
their initiatives for the time being, though very minimal, are also related to 
consumer protection with regard to transactions of virtual currencies. 

Consumer protection in the name of investor protection is a serious 
concern for the regulators. If the regulators can take a stand like the New York 
authorities, it may be easy for them to monitor the activities of the exchanges. 
The regulators can ask for information on consumer protection the way the New 
York authority has done so. Recently, the authority asked 22 exchanges to share 
the initiatives taken by these exchanges to protect the consumers and to stop 
money laundering. 

A principles based approach60 to cyber-security regulation, as suggested 

59 Bundesbank, “Monthly Report: Bundesbank sees benefits in blockchain technology,” September 
20, 2017, available at: https://www.bundesbank.de/Redaktion/EN/Topics/2017/2017_09_20_
monthly_report_dlt.html.

60 Principles are general rules that enjoy higher status than the detailed rules in the hierarchy of 
norms. Principles based regulation means moving away from reliance on detailed, prescriptive 
rules and relying more on high-level, broadly stated rules or principles to set the standards by 
which regulated firms must conduct business. See: Black, Julia, Hopper, Martyn, and Band, 
Christa, “Making a Success of Principles-based Regulation,” Law and Financial Markets Review, 
1, 3 (2007): 191-206.
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by Microsoft’s research team, will do well in mitigating cyber-security risks in 
permissioned blockchains while allowing the technology to continue to evolve 
through innovation.61 In the principle based regulation, one of the three 
strategies used solely or together i.e. broad-based standards are preferred 
over detailed rules, outcome or performance-based regulations are set and the 
responsibility of the senior management is increased. 

For the purpose of consumer protection in the permissioned blockchain, 
outcome based or performance-based regulation may be more desirable where 
some outcomes can be set.62 Such outcomes should include that the consumers 
are confidently dealing with companies that fairly treat their customers as a part 
of their corporate culture, products and services supplied in the market are able 
to meet the needs of the consumers, consumers should get clear information 
or advice to make their preferred choice at every stage of product use, and 
consumers remain free from unreasonable post-sale barriers.

In relation to blockchain, consumers, according to Consumers’ Research, 
have rights regarding security (i.e. a right to secure the storage of funds and 
data entrusted to third parties; secured user accounts free from intrusion; 
security against extensive damage in case their accounts are compromised), 
privacy (i.e. non-collection of excessive data; erasure or revocation of use and 
hold of data when the purpose of collection or use is served; scope to withdraw 
consent before disclosure of data to third parties, use of techniques to make 
data difficult to use by bad actors), usability (i.e. simple, well designed and user 
friendly platforms; reasonably brief and readily understandable information on 
the platform’s terms and conditions, disclosure of personal information to third 
parties and regulators; right to interoperability among the various platforms) and 
disclosure and liability (i.e. right to have complete, time-stamped disclosures of 
information in concise, plain language regarding: legal entity status, applicable 
legal jurisdictions, institutional solvency, asset insurance, availability of funds 
or assets, privacy policy, timing of payments, receipts, loan/credit terms, and 
fees; access to and transfer of funds or assets at any time; audit of compliance 
with disclosure policies; timely and unencumbered transaction processing of 

61 Microsoft, “Advancing Blockchain Cybersecurity: Technical and Policy Considerations for the 
Financial Services Industry,” Chamber of Digital Commerce, 2018, available at: https://query.
prod.cms.rt.microsoft.com/cms/api/am/binary/RE1TH5G.

62 “Performance-based Regulation, Glossary of Regulatory Review,” Malaysia Productivity 
Corporation, 2012, 42.
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payments falling below certain legal requirements for reporting or monitoring).63

4D.10 Blockchain and Consumer Protection in the Malaysian 
Context

As already outlined, Malaysian consumers have been suffering and have 
lodged complaints as reflected in the successive Annual Reports of the NCCC. 
Blockchain technology can be used to provide better services to the consumers 
in some of these areas. This will be important as the technology can assist the 
business entities to ensure the regulatory compliance and simultaneously, the 
regulators will have proper track on the activities of the business entities. With 
so many potentials for blockchain, it is apparent that it is very much possible 
to apply this technology to all of the sectors where NCCC has been receiving 
complaints and some of the use cases are already discussed in Chapter 2 of this 
Report. It is a matter of fact that the Malaysian regulators are quite in favour 
of using the blockchain technology and have started experimenting with this 
technology.

Various countries have been exploring the potential of blockchain technology 
in the energy sector. In New York in April 2016, de-centrally generated energy 
was sold directly between neighbours using a blockchain system, through 
which using the energy supply contracts can be entered into between the 
energy producers and energy consumers without involving a central body or 
third party intermediary. Such a model in the energy sector can be lucrative 
in the Malaysian context, at least in the renewable energy sector, where the 
government has been encouraging the promotion of renewable energy through 
the feed-in-tariff (FiTs) mechanism even though Malaysia generates sufficient 
energy which was acknowledged by the World Bank’s latest “Doing Business” 
report. Nevertheless, it should be borne in mind that for regulators the total 
exclusion of such bodies in the Malaysian context may neither be possible nor 
desirable to avoid various future challenges in terms of dispute or damages.

Even though the “Consumer Protection Policy” in Malaysia was developed 
based on a culture of self-protection practices by the consumers, Malaysian 
regulators have already issued some alerts to make the local consumers aware 
of cryptocurrency scams. For example, BNM has been continuously uploading 

63 Consumers’ Research, “Guiding Principles on Consumer Protection Best Practices for Businesses 
Working with Digital Currencies and other Blockchain-Derived Distributed Technology Assets,” 
7, available at: http://consumersresearch.org/wp-content/uploads/2016/12/BW_2016_consumer-
protection-guiding-principles_draft-for-comment.pdf.
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information on scams in the “Tips on Financial Issues” section of their website.64 
Such alerts are in line with what other regulators like the European Supervisory 
Authorities,65 Australian Securities and Investments Commission’s (ASIC) or the 
Canadian Government66 have been doing. However, as suggested by other 
regulators, Malaysian regulators can consider to provide such warnings more 
frequently using different media. 

It is very welcome that the relevant regulators like BNM and the SC have 
issued “alert notices” on their websites. Nevertheless, regulators must do a lot 
more than just posting such “alert notice” since the issue is technical and not 
very well known to ordinary consumers. The regulators may invite the industry 
players to join in the awareness campaign program. The business community, in 
conjunction with the government and other stakeholders, should take initiatives 
to make the consumers aware of different aspects of blockchain technology. Yet 
such activities will only be meaningful if the regulators can make their position 
clear about the regulation of blockchain in Malaysia. 

Malaysian laws have given consumers the rights incorporated in the UNGCP. 
These rights are supplemented by responsibilities on the part of consumers. 
Consumers are only be able to behave responsibly once they are properly 
educated. Therefore, the regulators and stakeholders should come forward. 
Entrepreneurs can consider it part of their corporate social responsibility (CSR) to 
educate the consumers for their own business and to make people aware of scams.

In blockchain, mechanisms are in place so that the actual transactions are 
effected by way of “smart contracts” which are the individually defined rules 
which enable an autonomous matching of distributed providers and their 
prospective clients.67 The business community or anyone willing to provide 
services online using smart contracts on the blockchain platform should consider 

64 BNM, “Tips on Financial Issues,” available at: http://www.bnm.gov.my/index.php?lang=en&ch=en_
tipsforconsumers&pg=en_consumer_tips_list&ac=70.

65 Recently on February 12, 2018, the European Supervisory Authorities (ESAs) i.e. European 
Securities and Markets Authority (ESMA), European Banking Authority (EBA) and European 
Insurance and Occupational Pensions Authority (EIOPA) have issued the warning notice on 
investment in virtual currencies for the second time, the first one being issued on December 12, 
2013. See, “ESAs warn consumers of risks in buying virtual currencies,” available at: https://www.
eba.europa.eu/-/esas-warn-consumers-of-risks-in-buying-virtual-currencies.

66 The Canadian government has posted the entry the website of the Financial Consumer Agency 
of Canada. See: “Digital Currency,” available at: https://www.canada.ca/en/financial-consumer-
agency/services/payment/digital-currency.html.

67 PwC, “Blockchain – an Opportunity for Energy Producers and Consumers?,” available at: https://
www.pwc.com/gx/en/industries/assets/pwc-blockchain-opportunity-for-energy-producers-and-
consumers.pdf.
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that the effect of both online and offline contracts are same in Malaysian 
context. Therefore, the business communities should consider a few things 
to include in the smart contract such as the details of the party to ensure that 
the consumer is of a “legal age” of majority to enter into the contract, detail 
description of the goods and services, the price for the goods and the mode 
of payment, mode of delivery, rights and liabilities of both the parties, dispute 
settlement mechanisms and the jurisdiction with regard to the application of 
law in case there is any dispute, limitation, exception and exemption clauses. 

It is the responsibility of the e-Commerce platform to ensure the details of 
the goods and service providers listed in their platform. However, the question 
will remain regarding the goods and services provided through websites 
registered outside of Malaysia as the Malaysian regulators can hardly do 
anything in case there arises any dispute. Hence emerges the importance of 
making consumers aware of such technologies. 

Awareness campaigns are a must to help consumers understand in plain 
language about the various terminologies used in blockchain. Such a campaign 
should include information regarding consumer’s virtual wallets, disclaimers 
presented before opening accounts and on the technical aspects of Bitcoin 
transactions such as the finality of a transaction, effect of lost or stolen funds or 
evolution of regulation concerning cryptocurrency, and the creation of internal 
compliance rules and committees governing the company's actions relating to 
its involvement in the cryptocurrency industry.

The government has been running a number of programs to make the 
consumers aware. Some such programs include the student consumer 
movement, which is targeted for university level students and school’s Consumer 
Club which was established in 1992 by the MDTCC in collaboration with the 
Ministry of Education. These forums can also be utilised to make the students 
aware of blockchain technology. It is also evident that the state level regulators 
have also taken initiatives to make consumers aware. For example, on March 
19, 2010, the Malaysian Remote Sensing Agency, in collaboration with the 
Sabah State Economic Planning Unit (UPEN), organised a “Consumer Awareness 
Seminar on Remote Sensing and Related Technologies”. The Communications 
and Multimedia Consumer Forum of Malaysia (CFM) has taken an initiative 
“CFM Gags and Coffee: Smart Consumer Sketch” to make the consumer aware. 
Simultaneously, the FOMCA and NCCC have also been running various activities 
and participating in various fora to make the local consumers aware of their 
rights and responsibilities. 
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Regulators such as MCMC have a great role to play as it is reported in other 
parts of the world that consumers have been scammed through blockchain-
based URLs. In Australia, it was reported that Scamwatch, the body operated 
by the Australian Competition and Consumer Commission (ACCC) has received 
77 bitcoin-related scam reports in the last week of October, 2017 which was 
126% higher than the previous week. In such events, Australians lost AUD1.7 
million in January 2017, AUD2.9 million in December 2017 and AUD4.63 million 
in January 2018. The Australian authorities received the biggest number of 
reports from people aged 25-34, whereas the people of age group 45-54 lost 
the biggest amount.68 

Since cryptocurrencies are traded and ICOs are offered online international 
coordination is required. Consumer protection issues are important as criminals 
and fraudsters target potential investors without disclosing basic information. 
To some extent, the individual miners can also be regulated because of their 
role in issuing new units of currency and in addressing the risk of a 51% Attack 
on the network.69 For miners working as employees, the doctrine of vicarious 
liability shall be applicable. 

Companies need to make significant initial investment in this technology 
and provide training to employees. Thus, the blockchain entrepreneurs 
should consider these provisions before attempting to offer any goods and 
services through a blockchain-driven platform. Even though such provisions 
are incorporated it will be difficult to implement and it will be difficult for 
the consumers with their competence, ability and weaker bargaining powers 
compared to their counterparts i.e. manufacturers or suppliers. 

Because of the initial costs and technical difficulties, it may not be feasible 
for the time being but in the long run, individuals will hopefully be exchanging 
goods and services using blockchain. The regulators need to intervene and 
make their position clear regarding the implications of using such platforms by 
individuals. Blockchain technology based services will face the same problems 
of overlapping jurisdictions as there are number of regulators involved in its 
different stages such as the police, BNM or MCMC. In addition, regulators 
should also consider the fact that when individual traders offer their services 
and goods on e-commerce platforms developed using blockchain technology, 
they should share detailed information, as required by municipal laws. If such 

68 “Victoria’s Consumer Regulator Voices Concerns about Bitcoin Scams,” Financefeeds, available 
at: https://financefeeds.com/victorias-consumer-regulator-voices-concerns-bitcoin-scams/.

69 HM Treasury, “Digital currencies: response to the call for information,” March 2015, 16, available 
at: https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_
data/file/414040/digital_currencies_response_to_call_for_information_final_changes.pdf
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details are not included, consumers are liable to suffer in terms of refund claims, 
consumer rights claims or receipt of incorrect products.

All Malaysian regulators involved in various aspects of consumer protection 
can post warning notices on scams continuously and regularly. Whereas, the 
blockchain-based industries can start working with SIRIM to develop voluntary 
standards for consumer protection. The blockchain-based entrepreneurs 
should make it clear regarding the various protections and dispute resolution 
procedures available, if any. If blockchain is considered as a program which is 
again recognised as a product, the Malaysian regulators can promote the “Buy 
Malaysia Products” scheme and include blockchain-based solution under this so 
that the public receive Malaysian products and services that are on a par with 
international standards.70

When blockchain technology is still in the development stage, any claim 
which is not proven conclusively may be treated as false or misleading in the 
long run. The challenge for blockchain entrepreneurs again is that the records 
will be in the blockchain forever due to its immutable nature.71 The entrepreneur 
may use the defence that the state of scientific and technical knowledge at the 
relevant time was not such that he may reasonably be expected to discover 
the defect if it had existed in his product while it was under his control. That 
means that the entrepreneurs have taken the best care of the product. This 
will again be very challenging for the regulators to prove and they should do 
so objectively. A defense based on ignorance of the risks a product poses to 
consumers is likely to be a weak one, especially where it is shown that a basic 
level of diligence would have made those risks apparent or that the product was 
based on technology sufficiently complex that to offer it for sale was reckless.

Any kinds of excitement like that introduced by the advent of blockchain 
will lure people with little-understanding of the product to invest and allows 
scammers to trap general consumers. Therefore, it is imperative to undertake a 
massive awareness campaign to make Malaysians aware of scams driven by this 
technology. Increasing the awareness of consumer rights and avenues to redress 
is also identified as crucial under the National e-Commerce Strategic Roadmap.

Malaysia can be considered as a wonderful seedbed to make consumers 
aware of blockchain technology as there are many bodies and programs 
available here. There are programs like Rural Consumerism Programmes, 
District Consumer Movements, State Consumer Movements, the National 
Consumer Movement Council, Consumer Squads (formerly known as Price 

70 See: https://www.kpdnkk.gov.my/kpdnkk/campains/?lang=en.
71 Section 10 (1)(h), the Consumer Protection Act 1999.
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Monitor Volunteers) and a National Consumer Advisory Council and there are 
also officials like District Assistants of Consumer Affairs, leading a nationwide 
spread of consumer associations and organisations, like FOMCA, the Muslim 
Consumers Association of Malaysia, CAP etc. There is also the student consumer 
movement, school consumer clubs. Though it may be argued that this is not yet 
the right time to consider the consumer protection issue, this will in fact help the 
startups to grow with confidence. The FOMCA has been doing wonderful job 
by publishing and disseminating information on issues of public importance,72 
though a random search on the database using keywords like “blockchain”, 
“Bitcoin” or “cryptocurrency” did not reveal any results.

Though blockchain offers a better security it is not immune to all cyber-risks, 
yet there are unique cyber-security capabilities not present in traditional ledger 
technologies.73 In the Malaysian context, it is evident that the Government takes 
the cyber-security issue seriously in adopting the Digital Signature Act 1997, 
the Computer Crimes Act 1997 and the Communications and Multimedia Act 
1998 almost immediately after the introduction of the internet in the country. 
Besides, the government has also adopted the “National Cyber Security Policy” 
through which ten critical sectors were identified as part of the “Critical National 
Information Infrastructure” to protect them from risks. Nevertheless, there 
remain security risk incidents. 

Malaysia’s regulatory framework in relation to e-Commerce and internet 
banking are recognised to be one of the most comprehensive in the region. 
Development of easier reference guides about consumer protection in 
blockchain will be beneficial for all types of e-Commerce platforms. While 
reaching a consensus on developing supportive materials on blockchain, 
such as voluntary standards, it may require time as the ISO and International 
Telecommunication Union (ITU) are still in the process of developing technical 
documents and standards. 

Once the government decides to regulate cryptocurrencies, the government 
will be able regulate the exchanges by way of licensing. Once these exchanges 
are regulated and registered with the regulators, they can be made responsible 
for depositing a significant part of their investment to avoid future risks and 
to protect the investors as consumers. Goods and services providers using 
blockchain can form an association or if there is already an association can come 
up with a resolution to form a fund so that the consumers can be indemnified 

72 Available at: http://www.konsumerkini.net.my/medialib/index.php/publications.
73 Microsoft, “Advancing Blockchain Cybersecurity: Technical and Policy Considerations for the 

Financial Services Industry”.
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in case of any adverse effect. This is what Japan has done after the recent hack. 

4D.11 Conclusion

To some extent, blockchain technology will not change things dramatically. 
However, it is capable of empowering the government to monitor compliance 
issues more competently once companies begin to use this technology. 
Blockchain may not be the killer app but surely it is a game changer. There 
should not be any doubt that for the business community it is imperative to 
attain the trust and confidence of consumers for the survival of their business. 
Empowering consumers by way of providing various services propelled by 
blockchain technology will again protect the consumer. Blockchain technology, 
if intended, can make sure consumers can benefit from their data collected by 
various organisations. 

The Government has launched the Digital Free Trade Zone (DFTZ) 
and National e-Commerce Strategic Roadmap (NeSR) initiatives to boost 
e-Commerce’s contribution to Malaysia’s GDP. The government has set a target 
to achieve 21% e-Commerce growth by 2020. As of February 8, 2018, there 
are 58,824 online business registered with the Companies Commission of 
Malaysia.74 9 out of 10 business establishments in Malaysia are SMEs and 28% 
of these have an online presence where only 15% already use that presence for 
export purposes.75 

In the UNCTAD “Business-to-Consumer e-Commerce Index 2017”, Malaysia 
ranked 5th among the developing economies after Korea, Hong Kong, 
Singapore and United Arab Emirates. Consumer trust is the decisive factor in 
the success of an e-Commerce business. Consumer surveys in OECD countries 
revealed that though around 75% of the consumers use the internet, only half 
of them do so for e-Commerce activities. Besides, secure payment and data 
security, only half of the consumers had good or full confidence regarding their 
rights and less than half of the consumers read the terms and conditions or 
privacy policy of the platforms. Unfortunately, less than half of the disputes were 
dissolved to the satisfaction of the consumers. When all of these findings come 
from the consumers of developed countries, the fate of Malaysian consumers 
can be anticipated to some extent. Therefore, it is crucial to make people aware 
of their rights available under the Malaysian consumer protection law.

74 Malaysia Digital Economy Corporation, “Malaysia On Track To Achieve 21% e-Commerce Growth 
By 2020,” available at: https://www.mdec.com.my/news/malaysia-on-track-to-achieve-21-e-
Commerce-growth-by-2020.

75 Ibid.
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Blockchain-based digital currency industry entities such as exchanges, 
hosted wallets, payment processors or DAOs need to ensure consumer 
protection issues. Effective consumer protection must be a cornerstone of any 
policy approach that aspires to foster a trusted e-Commerce marketplace for 
consumers, whose interactions with businesses are typically at a distance, and 
often across borders.

It is a matter of fact that co-operation and co-ordination among the 
stakeholders at home and abroad have a serious impact in protecting consumers 
in the age of e-Commerce. It has already been discussed that while revising 
the “e-Commerce Recommendation” in 2016, the OECD has rightly identified 
a few things that the business community should and should not do. Business 
communities should consider those for their own sake and to gain the trust 
and confidence of the consumers as there are other technologies like quantum 
computing, IOT, Hashgraph, Web 3.0 and new versions of DLT that will have 
a big impact on blockchain technology. International organisations such as 
ISO have taken the initiative to consider the issue of consumer protection in 
blockchain. Nevertheless, it is believed that it will be useful if the standing 
body, the Intergovernmental Group of Experts on Consumer Protection Law and 
Policy, formed under the UNGCP, can be involved in this regard. Since this is 
a Committee of the Intergovernmental Group of Experts, it may represent the 
voice of all consumers as compared to ISO, which mainly focuses on standards. 

Blockchain-driven industries should endeavor to protect consumers for their 
own sake. In doing so, they should implement industry best practices such 
as, “employing effective multi-layer protocols such as full encryption, (non-
automated) multi-signature and multi-factor authentication and deterministically 
random key generation, coupled with the use of cold storage (for a majority of 
the assets being stored) and other security mechanisms (including federated 
networks, ‘programmable money/tokens’).”76 Blockchain-driven industries should 
take initiative to provide robust, user-friendly key management solutions able to 
generate a recovery key, in case of loss or theft and provide robust mechanisms 
to ensure the intended amount and the recipient account are verified before 
value is transferred.77 

From various studies, the Deputy Governor of BNM has identified three 
main characteristics of Malaysian consumers. These are, 1) Malaysians tend 

76 Consumers’ Research, “Guiding Principles on Consumer Protection Best Practices for Businesses 
Working with Digital Currencies and other Blockchain-Derived Distributed Technology Assets,” 
10-11, available at: http://consumersresearch.org/wp-content/uploads/2016/12/BW_2016_
consumer-protection-guiding-principles_draft-for-comment.pdf.

77 Ibid., 12.
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to have low financial resilience and are vulnerable to financial risks, 2) a 
significant number of Malaysians like to “live for the moment” and display short-
sighted tendencies - focusing on “instant gratification”, and 3) the majority of 
Malaysians do not practice long term financial planning. 

Malaysians still lack understanding on risk and return and are not able to 
make rational financial decisions. They remain prone to financial fraud and 
abuse. According to the police, the number of financial scams reported in 
Malaysia has risen to an alarming 1,883 cases between 2015 up to the first-
quarter of 2017, accumulating a total loss of RM379 million. This suggests 
that greed and ignorance can supersede rational financial decisions for 
many victims.78 Because of these, the government is formulating a 5-year 
National Strategy to Elevate Financial Literacy where strong collaboration 
of all stakeholders has been listed as one of the three thrusts. While this is 
a wonderful and timely initiative, it will be desirable to have a discussion 
on important issues regarding blockchain technology, e.g. digital or virtual 
currencies.

Finally, it is evident that the government of Malaysia is very much in favour 
of technological innovations and innovation-driven solutions that may make 
the life of the consumer smoother. Blockchain technology can be a solution to 
many of the problems that consumers have been facing. Yet to ensure proper 
consumer protection all of the stakeholders need to play their role. Regulators 
may consider taking a principle based or outcome based regulatory approach,79 
entrepreneurs should assist the government in making the consumers aware 
of various scams and traps for mutual benefits and the consumers should act 
responsibly and wisely. 

78 BNM, “Deputy Governor’s Address at the FOMCA Conference 2017 - ‘Towards an Effective 
Financial Education Strategy for Malaysia’ ‘Realising Financial Well-Being’,” available at: https://
www.bnm.gov.my/index.php?ch=en_speech&pg=en_speech&ac=759&lang=en.

79 It is relevant to note that Consumers’ Research has suggested some guiding principles that the 
entrepreneurs of digital currency industry entities can consider. These principles are relating 
to security, privacy, usability and disclosure and liability. See: Consumers’ Research, “Bretton 
Woods 2016: Consumer Protection in the Digital Currency Economy,” available at: http://
consumersresearch.org/research/white-papers/bretton-woods-2016-protecting-consumers-in-
the-digital-currency-economy/.
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Chapter 5

kEY TAkEAwAYS  

5.1 Introduction

Chapter 1 of this Report provides an overview of blockchain technology and its 
relationship with legal and regulatory frameworks.

5.1.1 Overview of the Technology 

Blockchain technology, an important technological breakthrough in the age of 
the “Fourth Industrial Revolution”, has the transformative potential to solve 
many of the existing problems that the global community has been facing. 
Though discussion on this technology has been receiving more coverage in the 
popular literature, it is actually not a new technology, but rather a combination 
of three proven technologies, private key cryptography, P2P networking and 
a consensus protocol. Some experts have considered this technology as the 
next big thing, after the advent of the Internet, and have predicted that this 
technology has the potential to transform trusted transactions in the same way 
that the Internet did for communication.

There is no universally accepted definition of blockchain even though the 
definition of anything is crucial in a legal and regulatory context. Hopefully, ISO’s 
Technical Committee on Blockchain and Distributed Ledger Technologies (ISO/
TC 307) will come up with such a definition. In such a vacuum, this technology 
is mostly defined by an identification of some of its key attributes. In particular 
a blockchain is a decentralised and distributed ledger where the history and 
records of the transactions can be stored in a secure and trusted manner without 
engaging any intermediaries such as banks or other regulators. 

Blockchain enabled applications have a theoretically transformative potential. 
As a result, both researchers and entrepreneurs have been working relentlessly 
to make these predicted potentials true. Since the technology is still in the 
nascent stage, these technology-enabled applications raise a number of legal 
and regulatory concerns along with their inherent trust and security concerns.

5.1.2 Blockchain Stages 

The development of blockchain is understood in three (3) stages, Blockchain 1.0 



222

(cryptocurrency), 2.0 (contracts) and 3.0 (applications). Although these stages 
are not theoretically significant and only serve to help readers understand 
the development of blockchain, these different stages do in fact pose their 
own legal and regulatory challenges. Some of these challenges include – the 
legal status of digital or cryptocurrencies, the regulation of digital currency 
exchanges, the legal status of ICOs, DAOs and smart contracts, the applicable 
jurisdiction in case of any dispute, the protection of investor’s privacy and 
personal data, and other rights. Some of these issues, mostly relating to the 
regulation of digital currencies or cryptocurrencies, are covered in different 
parts of this Report by sharing various steps taken by regulators across the 
world. Such discussions on the various activities of the regulators will reveal 
that the regulators are divided in terms of the regulation of blockchain enabled 
applications. 

5.1.3 Overview of the Regulations

“Regulations” are the rules or directives that governments use to oversee 
market activity and the behavior of the private sector in the economy. The 
relationship between innovation and regulation is complex and dynamic. 
Regulations have both positive and negative direct effects on the innovation 
process. Conversely, technological change and innovation has a significant 
impact on regulation and compliance. From amongst the various types of 
regulation e.g. self-regulation, quasi-regulation, co-regulation and explicit 
government regulation, principle based or outcome based regulation, 
prescriptive and restrictive regulation, it is evident that some countries in the 
world prefer industry self-regulation and principle based or outcome based 
regulation while regulating blockchain enabled applications. Only when 
regulations are spelled out can the stakeholders establish their compliance 
mechanisms using various administrative and technological tools.

In the Malaysian government’s Vision 2020, regulation was identified as 
an essential part of governance and limited regulation was preferred above 
overregulation, which may hinder social objectives. Successive Malaysian 
governments have favoured the introduction of technological solutions to make 
development activities sustainable and inclusive. The country has a favourable 
business atmosphere and quality infrastructure, as acknowledged by the global 
community. Policymakers should take this into account to avoid sending mixed 
messages to entrepreneurs who may assume that the silence of government 
regulation implies permission. Rather they should make their position clear on 
the regulation of blockchain enabled applications. Malaysian regulators have 
made their position clear on digital currency, but blockchain goes beyond this. 
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Finally, it should be appreciated that blockchain technology is still in a 
nascent stage and other technologies like quantum computing, IOT, Hashgraph, 
Web 3.0 and new versions of DLT will have a big impact on blockchain 
technology. Thus, this cannot be considered as a solution to all problems, 
rather it can initially be utilised as a “regulatory technology” since it may assist 
the regulators and the regulatory subjects to oversee and perform compliance 
related activities more professionally, comprehensively, and precisely, at a lower 
cost. Hence, Malaysian policymakers can take the initiative to employ blockchain 
technology in some sectors on a pilot basis.

5.2 Prospects and Challenges 

Chapter 2 of the Report outlines the prospects and challenges of blockchain 
technology based on its key attributes.

5.2.1 Prospects

The prospects of blockchain technology transcend cryptocurrencies. Malaysia 
can leverage the following four main attributes of blockchain technology:

• Decentralisation 

 Blockchain is decentralised as there is no single controlling entity and no 
central point of failure. This respective governance and architectural aspect 
of the technology eliminates the costly and dilatory intermediaries of 
conventional systems and markets. These benefits can transform both private 
and public sectors which customarily rely heavily on layers of trust for their 
operation. 

 In the private sector, supply chain management systems in Malaysia can 
be enhanced with the decentralisation offered by blockchain technology 
as the entities in the chain can concurrently agree that each transaction is 
valid and are able to trace the origin of all transactions. In the public sector, 
the Malaysian government can improve the efficiency, transparency and 
accountability of our governmental systems by taking initiatives similar to 
the Smart Dubai initiative by the Dubai government, which aims for Dubai 
to be a blockchain-powered nation by 2020. 

• Immutability 

 Blockchain is immutable as data stored on blockchain is unalterable unless 
a “51% Attack” occurs. This immutability allows records of any operational 
systems, be it in the public or private sectors (where central databases, 
records or registries are being used), to be updated without the likelihood 
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of being tampered with by unscrupulous parties. 

 From private data such as financial and healthcare information to public 
data such as land ownership records and intellectual property rights, the 
immutability feature of blockchain technology protects the storage and 
processing of data as blockchain creates a time-stamped transparent ledger. 
Estonia’s e-government system, which enables almost instant tax-filing and 
vote-casting, can be followed by the Malaysian government to produce 
tax-filing and voting systems which are more trustworthy and contain 
independent verification and a proper audit trail.

• Security

 Blockchain is considered secure as the technology applies an asymmetrical 
encryption method referred to as “public” and “private” keys in which 
the user’s private key is private to the user and the public key is known to 
everyone, allowing a user to remain anonymous whilst enabling third parties 
to verify the transaction. This method enhances the degree of protection 
afforded to any transfer and storage of personal and sensitive information.

 This particular feature of blockchain technology is useful in identity 
authentication and the management of the KYC procedure in an increasingly 
digitised global economy. Phishing attacks on financial assets due to the 
submission of private information by customers can be reduced in Malaysia 
through blockchain, as information needs to be given only once and third 
parties do not need to hold such information.

• Anonymity 

 Blockchain is pseudonymous as it provides a degree of anonymity to users, 
particularly with regards to financial transactions that use cryptocurrencies. 
Though this pseudonymous nature means that they could be used for 
money laundering activities, cryptocurrencies could actually enhance 
identity tracking capabilities for anti-money laundering regulations as each 
transaction is supervised, validated and recorded as part of a complete 
transaction history as compared to an existing fiat paper trail.

5.2.2 Challenges 

In terms of the challenges, three key attributes of blockchain-based currencies 
namely, immutability, pseudonymity, and decentralisation, coupled with its 
acceptance as a medium of exchange, enable blockchain-based currencies to 
be used for a number of illegal activities. Cases of risky ventures and illegal 
activities using cryptocurrencies - money laundering, illegal trading, investor 
scams, extortion (where computer systems have been hijacked through 
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ransomware), online gambling and terrorist financing - are discussed in Chapter 
2. While these activities also occur with real cash, virtual currencies pose their 
own unique threats as the transactions are swifter, are not under the radar of 
regulating bodies and take place within a borderless virtual environment. 

There are certain technical limitations of blockchain: blockchains are not 
currently suitable for storing large amounts of data; public blockchains cannot 
be used as a ledger for all types of data since the transaction history is available 
on the blockchain for anyone to view and trace; uncertainty on regulatory 
approaches and on the future stance of regulators in various jurisdictions may 
affect the adoption of blockchain technology; and public blockchains like 
bitcoins require high energy consumption to be sustainable.

The risks associated with blockchain technology are mostly related to 
cryptocurrencies. Some countries around the world have decided to ban the 
usage of cryptocurrencies. However, the Internet is borderless, and banning 
cryptocurrencies may not be effective; instead measures to mitigate risks are 
necessary. In Malaysia, digital currencies are not recognised as legal tender, 
while at the same time they have not been made illegal either. Malaysia has 
issued regulations to mitigate risks associated with cryptocurrencies in relation 
to money laundering and terrorist financing. 

5.3 Global Regulatory Approaches 

Chapter 3 of the Report provides an overview of the approaches to blockchain 
technology adopted by regulators from around the world. 

5.3.1 A Summary of the Approaches

Given the increasingly digitised global economy which results in the world 
becoming more interconnected than ever before, it is inevitable that the 
regulatory approaches to blockchain technology adopted by jurisdictions 
from one part of the world would have an impact on the development of this 
technology in other parts thereby rendering it necessary for any evaluation of 
such approaches to be evaluated in a contextual manner based on the global 
scheme of regulation of the technology. Accordingly, Chapter 3 of the Report 
provides a contextual background for the discussions contained in this Report 
as a whole with the following:

• The historical background of blockchain technology and the legal context of 
its regulation;

• Regulatory approaches of selected jurisdictions from four continents namely:
• Africa
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• America
• Asia
• Europe

• The details of the guidelines, policies and regulations relating to blockchain 
technology issued by the regulators from selected jurisdictions of the above 
mentioned continents; and

• The viability and consequences of the regulatory approaches adopted by the 
regulators of the selected jurisdictions in the general context of the continent 
in which the relevant jurisdictions are located and the jurisdiction itself in 
particular.

The discussions commence by setting out the historical development of 
blockchain technology from the initial version 1.0 up to the current version 3.0 
before moving on to highlight the different features of civil and common law 
systems. In this regard, the suitability, or lack thereof, of adopting the approaches 
of civil and common law systems for the regulation of blockchain technology are 
evaluated with particular emphasis on the role of judges, as well as the legislative 
approaches of the respective systems. The discussion then proceeds to the 
approaches adopted by the regulators of the selected jurisdictions.

5.3.2 Africa

Beginning with Africa, the discussion focusses upon administrative governance 
and social policy issues plaguing the countries located on this continent. The 
discussion then identifies and highlights the manners in which blockchain 
technology has been deployed by certain African countries to rectify issues 
of public maladministration and social mismanagement so as to enhance the 
confidence of foreign investors and to attract more foreign direct investment. 

5.3.3 America

In relation to North America, the discussion focusses upon the approach 
adopted by the US as the forerunner of blockchain technology regulation, and 
in particular the initiatives undertaken by states such as Arizona and Vermont in 
recognising the legal validity of blockchain-based smart contracts. Additionally, 
the legislative efforts of Canadian regulators to stem the use of blockchain 
technology as an instrument for the purposes of money laundering and terrorist 
financing is also discussed. Turning to South America, the discussion revolves 
around the unorthodox manner in which the Venezuelan government has 
attempted to use its blockchain-based cryptocurrency known as “El Petro” to 
circumvent the effects of politically motivated economic sanctions imposed on 
it by the international community, in particular the US.
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5.3.4 Asia

Moving to Asia, the discussion then turns to the enhancement of financial 
inclusion for the masses particularly those in developing economies. In this 
regard, the discussion includes the situation in China where the trading of virtual 
currencies and ICOs has been banned, as well as the blockchain-related policies 
adopted by the Chinese government in non-financial matters. 

Besides China, the approaches adopted by regulators in other leading 
economies such as Singapore, South Korea, Japan and Vietnam are discussed 
with a particular emphasis on the financial aspect of the use blockchain 
technology in these jurisdictions. As for the Middle East, the policy-based 
approach adopted by the regulators in countries such as Dubai, UAE and Qatar 
have been evaluated with particular emphasis on the wide-ranging uses of 
blockchain technology. 

5.3.5 Europe 

The fourth and last continent is Europe where the common approach adopted 
by the EU has been discussed in the particular context of preventing the misuse 
of blockchain technology for the purposes of terrorist financing and taxation 
fraud. Besides that, the domestic approaches adopted by EU countries, in 
particular those of France and Germany are discussed, whereby the recognition 
of virtual currencies by Germany’s BaFin as legal tender is particularly notable. 

The discussion then moves on to the futuristic manner in which Estonia 
has adopted blockchain technology as part of its administrative governance 
system before proceeding to highlight the flexible self-regulatory approach 
adopted by the Swiss government for the local blockchain market particularly 
the “Crypto Valley of Zug”. The discussion relating to the European continent 
ends with the United Kingdom, with particular emphasis on the importance of its 
offshore jurisdictions adopting an appropriate regulatory approach to blockchain 
technology so as to enable them to retain their competitiveness as offshore 
financial investment centers.

5.3.6 final Remarks

Chapter 3 concludes by calling on Malaysian regulators to emphasise an 
optimally-balanced approach to blockchain technology, allowing the regulators 
to properly leverage the functional utility of the technology as an economic and 
financial tool in order to propel Malaysia to a new threshold of unprecedented 
global standing and recognition.
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5.4 Selected Topics 

Chapter 4 of the Report sets out a discussion of four selected topics namely:

• Chapter 4A   -  ICOs

• Chapter 4B   -  Money service businesses

• Chapter 4C   -  Data protection 

• Chapter 4D   -  Consumer protection 

5.4A.1 Overview on ICOs and Digital Tokens 

An ICO is an alternative form of funding, akin to an IPO, organised through the 
issuance of digital tokens to fund the development of a product or service. It is 
typically a worldwide public offering. The vast majority of ICOs today adopt the 
well-known standard token contracts ERC20 on the Ethereum network. 

Based on the functionality approach, there are three main classes of digital 
tokens that have emerged, each broadly described below: 

• Currencies

 Digital tokens with a currency component such as Bitcoin and ether can be 
used by whoever presents the right combination of public and private keys 
to cryptographically unlock them as a medium of exchange. 

• Utilities 

 Digital tokens with a utility function allow token holders to access a product 
or service that the development team has created on the issuer’s platform 
which is generally not with the aim of generating future profit based on 
investment, but to permit the use of the blockchain product or service. 

• Securities

 Digital tokens that resemble “securities” within the context of the securities 
legal framework occurs when the underlying legal entity to the ICO or the 
created investment vehicle of the project promises investors future returns. 

• Hybrid 

 Many digital tokens however exhibit more than one component as described 
above. Ether, the native digital token of the Ethereum platform, is one of 
the best examples of a hybrid form of digital token with currency and utility 
components and arguably fits within the ambit of a securities digital token.
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Given the complexity of the various designs of digital tokens and the 
unavailability of a fit-for-all test to ascertain the exact category of digital tokens 
for legal compliance purposes, each digital token would need to be examined 
carefully by the issuer, investors and regulators.

5.4A.2 Digital Tokens and ICOs under the Ambit of “Securities” in 
Malaysian Law

“Securities” are defined under the CMSA as any right, option or interest 
in (a) debentures, stocks or bonds issued or proposed to be issued by 
any government; (b) shares in or debentures of, a body corporate or an 
unincorporated body; or (c) units in a unit trust scheme or prescribed 
investments. Chapter 4A suggests that some digital tokens may fall within 
the ambit of “securities” under the CMSA particularly as shares or prescribed 
investments. In that case, ICO activities within Malaysia may need to comply 
with the requisite approval process and disclosure requirements. 

As an example, an ICO can fall within the ambit of a collective investment 
scheme (CIS) which falls under the prescribed investment category. A scheme 
embedded with the features of (i) facilitation for participation in profit from an 
investment, (ii) pooling of contributions and profit, (iii) reliance on a third party 
for management of the scheme and (iv) absence of day-to-day control over the 
management, may be classified as a CIS. For element (i), in the context of ICOs, 
a reasonable expectation of profits must be those generated by the underlying 
projects which are being funded by the investment of the token holders, not 
those likely to result merely from intense speculation by traders willing to profit 
from its rising value at the secondary trading platform. Pooling under element (ii) 
means the binding of the participants in unison by mixing the contributions and 
combining the proceeds into a common account and contribution covers any 
contribution which has value including in the form of tradeable cryptocurrencies 
like Bitcoin or ether which can be exchanged with fiat money. For element (iii), 
the relevant circumstances must show that expectation of profits stemmed not 
from the investors’ sole effort but is at least partially attributable to the efforts of 
a third party. Under element (iv), assessment beyond the external structure and 
design of the digital tokens is required to see whether in actual fact the issuer 
does exert effective control over the scheme arrangement.

5.4A.3 viability of Regulating ICOs under the Existing Securities 
Regulatory framework 

It is acknowledged that given the diverse manners in which the functions and 
features of ICO tokens can be structured, reviewing the existing regulatory 
framework for ICOs may be challenging. Chapter 4A explores the viability 
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of regulating ICOs based on the three (3) broad components of a securities 
regulatory framework: a pre-offering approval framework, disclosure regime and 
enforcement power. 

• Pre-offering approval framework

 The approval framework in securities regulations is a regulatory model where 
a case for admission to the capital market is submitted by a firm for its 
capital market product to regulators who then assess and exercise discretion 
in granting entry to such a firm and product. 

 Advantage – Investor protection with the presumption that there are 
fraudsters and manipulators in the market hence the vetting is important to 
prevent the bad investment product from entering the market.

 Disadvantage – In the ICO market, innovation is key and competition is 
strong. Lengthy complex processes and high compliance costs to obtain 
regulatory approval present real barriers to innovation and competition. 

• Disclosure regime

 A disclosure regime is crucial to ascribe value to an investment instrument 
as relevant information is crucial for one to predict the prospect of the 
investment instrument over time.

 Advantage – Resolves the information asymmetry between the issuer and 
investors in the market and a standardisation of disclosure can help filter 
relevant and material information that could assist rational projections on the 
value of the investment. Standardisation of disclosure can make it easier for 
investors in making choices and provide a benchmark in the ICO market by 
ensuring that issuers would be on the same level playing field.

 Disadvantage – The novel, complex and technical nature of some ICO 
tokens may cause difficulty in delivering the beneficial effects on investment 
decision-making that the disclosure is trying to achieve. Disclosing too much 
sensitive confidential information and trade secrets into the market is also 
unwise for the issuer. 

• Enforcement power

 Enforcement is crucial as regulation without enforcement will be toothless. 

 Advantage – As an ICO is typically a global offering effected through online 
networks, having enforcement power without extra-territorial application but 
covering any cross-border offering of securities through the Internet which is 
accessible by the Malaysian public is important. 
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 Disadvantage – Enforcement powers may be hindered by practical 
limitations arising from the cross-border nature of such activities. Even when 
enforcement is practicably possible, the lack of resources and high cost of 
such enforcement can deter enforcement action, especially when regulators 
from other jurisdictions also have an interest due to the effect on their 
respective markets.  

5.4A.4 Recommendations 

Chapter 4A provides five (5) recommendations in relation to the regulatory 
framework on ICOs for Malaysia. 

• Clarity and certainty on the legal status of ICO tokens that would be 
regulated under the securities regulations   

 There are two approaches in assisting the market with clarity and certainty 
on the legal nature of ICO tokens. The first is by providing clear guidance 
as to how the ICO tokens may fall within the ambit of various capital market 
products. The existing defined categories may catch some digital tokens but 
there may be a need to expand. The second and more advanced approach 
is to prescribe ICO tokens which have the features of a regulated investment 
instrument. 

• Application of existing securities regulatory framework with certain 
exemptions

 A regulatory approval scheme of an ICO is designed with three main 
assessment components: value of the project underlying the ICO, capacity 
of the issuer and the effects of the ICO and project. The first component 
is for the ICO issuer to provide sufficient information backed by evidence 
of the financial, commercial and social utility of their project. The second 
component is the review of the ability of the issuer to execute and manage 
the project for a sustainable period of time through a reliable undertaking 
statement. The third component is for the issuer to make full disclosure 
on any risks attached to the project to ensure that regulators can evaluate 
whether the project poses any significant threats to the market and public. 
For the disclosure regime, the modification of the contents of disclosure 
can be guided by best practice developed over time by a number of 
market participants. At the very least, disclosure of the following five broad 
categories are recommended: the issuer, digital tokens, the underlying 
project, risks and prospects. 

• A new specific regulatory framework modelled upon the crowdfunding 
regulatory framework 
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 The new framework may be modelled after the regulatory framework of 
equity crowdfunding. There are broadly three parts that reflect the flexibility 
features of the equity crowdfunding regulatory framework that can be 
explored: recognition of the platform and operator, requirements on the 
issuer and limitations on the investor. First, acknowledgement to ICO trading 
platforms in the guise of a recognised market similar to that provided 
to equity crowdfunding must be given. Second, minimal compliance 
requirements, particularly disclosure obligations through the operator of 
the ICO trading platform without the prerequisite of having a physical 
presence in Malaysia, and a minimum capital requirement or the cap on 
offering amount (that exist in the current regulations on equity crowdfunding 
in Malaysia) so as not to hinder start-up seeking early-stage capital. Third, 
limiting the amount that an investor may invest depending on the risk 
portfolio, with a limit on investment tailored according to the risk inherent 
in the particular digital tokens. 

• Enforcement through cooperative international effort

 Leveraging on the IOSCO framework would enable the SC to overcome the 
practical limitations so as to properly exercise its regulatory powers to deal 
with cross-border offerings of ICO tokens where offerings are accessible by 
the Malaysian public.

• An interim regulatory response by implementing several stop-gap measures

 Adopting stop-gap measures as part of an interim regulation by embarking 
on investors education programs so as to equip the Malaysian public, in 
particular those who are interested in investing in ICO tokens, with the 
necessary know-how. The SC may also collaborate with BNM so as to put 
in place a monitoring mechanism where any payment instruction made by a 
Malaysian investor in connection with subscription of ICO tokens would not 
be processed by the relevant payment gateway if the size of holdings of the 
investor subsequent to the completion of the subscription in question would 
exceed the threshold imposed by the SC.

5.4B.1 Introduction

Chapter 4B surveys and examines regulatory requirements for businesses which 
are built on a blockchain platform and/or deals in blockchain-based currencies 
that perform functions similar to money services businesses. The term “money 
services business” is a term used by regulators to describe businesses that 
convert one currency to another, transfer money or cash cheques or other 
money related instruments. 



233

Chapter 4B examines the Money Services Businesses Act 2011 of Malaysia 
and concludes that digital currency exchanges do not fall within its purview 
because the Act only applies to businesses that deal with legal tender. Digital 
currency is not legal tender. 

5.4B.2 Latest Regulations in Malaysia

Chapter 4B then reviews two of the latest regulations issued by BNM on 
digital currency and remittances. The first regulation namely the “Anti-Money 
Laundering and Counter Financing of Terrorism (AML/CFT) – Digital Currencies 
(Sector 6)” focuses on issues relating to anti-money laundering and terrorist 
financing, and from 2018, all parties acting as digital exchanges in digital 
currency are deemed as “reporting institutions” under Anti-Money Laundering 
and Counter Financing of Terrorism 2009. This means that businesses involved 
in converting digital currencies to fiat money, fiat money to digital currencies 
and from one digital currency to another are required to provide detailed 
information on buyers and sellers of such currencies. These digital currency 
exchanges are not licensed or regulated by BNM. Nor are digital currencies 
recognised as legal tender under the “Policy Document on Digital Currencies”.

 The second regulation BNM issued outlines the minimum requirements that 
must be observed in implementing e-KYC - the “Anti-Money Laundering and 
Counter Financing of Terrorism (AML/CFT) - Money Services Business (Sector 3) 
(Supplementary Document No. 1)”.

E-KYC enables a remittance provider to verify the identity of the customer 
electronically, without having to establish the identity of the customer face to 
face. The purpose of the “Policy Document on e-KYC” is to ensure that AML/
CFT control measures and systems that safeguard the safety for the provision 
of online and mobile remittance services are in place.

Chapter 4B also explains the introduction in 2016 of the regulatory sandbox 
approach by BNM to encourage innovation through FinTech in the financial 
sector. 

5.4B.3 Approaches of Other Jurisdictions

Chapter 4B also overviews the approaches and regulations of other jurisdictions 
on virtual currency exchanges and digital currency exchanges, namely Australia, 
Gibraltar, Japan, Philippines and the State of New York. Each jurisdiction 
monitors, inter alia, CDD and KYC requirements and AML and TF threats, 
by requiring virtual currency exchanges to be licensed or registered by their 
respective regulatory bodies.
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Issues surrounding taxation facing transactions and the trading of 
cryptocurrencies are also raised in Chapter 4B. Some jurisdictions require taxes 
to be paid in the trading of virtual currencies, and the purchasing of goods and 
services with cryptocurrency. In Malaysia trading in digital currency is currently 
not taxed. While the “Policy Document on Digital Currency” defines “digital 
currency”, it has not been established whether this definition will be sufficient 
for digital currency to be regarded as “currency” for the purposes of income tax 
and thus subject to taxes when there is revenue when traded.    

5.4B.4 Recommendations

Four (4) recommendations are proposed in Chapter 4B for improving the 
financial industry in relation to money services businesses which are built on a 
blockchain platform and/or deal in blockchain-based currencies 

• The need to have a governing body overseeing digital currency exchanges

 BNM or another governing body should assume the role of regulating or 
overseeing digital currency exchanges in Malaysia. Currently digital currency 
exchanges in Malaysia fall into the category of self-regulated bodies as 
they provide their own rules and procedures for their consumers with no 
oversight from an external governing body. The fact that digital currency 
exchanges are “reporting institutions” under the “Policy Document on 
Digital Currencies” does not make them regulated by BNM but merely 
responsible for AML and CFT risks. Registration of digital currency exchanges 
would provide better consumer protection for investors.

• The need to clarify who a “Reporting Institution” is under the Policy 
Document on Digital Currencies 

 According to the “Policy Document on Digital Currencies”, “Reporting 
Institutions” are any persons who provide exchange services of digital 
currency for fiat money; fiat money for digital currency; or exchange one 
digital currency for another digital currency, while carrying on a digital 
currency exchange business or otherwise. The use of the term “or otherwise” 
makes the provision very broad. It is recommended that this definition of 
who exactly constitutes a reporting institution should be further clarified so 
there is no uncertainty in the industry as to whether a body is a “reporting 
institution” and subject to the regulation.

• Ensure that the two regulators in the financial industry in Malaysia, BNM 
and SC, work hand-in-hand when defining and classifying tokens and 
cryptocurrency
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 BNM has, for the purposes of the “Policy Document on Digital Currency”, 
taken the step of defining “digital currency”. However the SC of Malaysia 
has not yet defined or classified tokens. While it is true that in the financial 
industry tokens and cryptocurrencies can be classified either as an asset, 
security or currency, if the two regulating bodies do not work in tandem 
there will be a lot of uncertainty in the industry as to how to deal with digital 
currencies and tokens. This in turn would not be favourable to investors, 
consumers and businesses. It is therefore recommended that the two 
regulators collaborate on the definition and classification of tokens and 
cryptocurrencies.

• The need to clarify tax treatment of digital currency transactions and their 
exchange

 It is recommended that the taxes to be paid by digital currency exchanges, 
and the question of whether or not customers who trade cryptocurrencies 
are subject to taxation, should be clarified to ensure certainty for businesses 
and individuals.

5.4C.1 The Current Legal Landscape on Data Protection

In an era where our everyday communications and transactions are inevitably 
digitised, there is growing concern that we are ceding away too much of our 
privacy. The Cambridge Analytica scandal has renewed skepticism against 
the very gatekeepers whom we entrust to harvest and hold our personal 
information. Are they safe enough? Do they put our interests first?

In recent years, data protection laws have been introduced worldwide to 
stem the tide of personal data loss and misuse. On May 25, 2018, GDPR came 
into force in the EU, completing the cycle started by its previous directive back 
in 1995 which has incrementally crystallised into law in jurisdictions within and 
outside the EU.

In Malaysia, the PDPA came into force on November 15, 2013. It closely 
mirrors the GDPR in substance. Both regimes aim to strengthen the notion 
of data sovereignty – i.e. that every individual should have control over their 
personal information. 

5.4C.2 The Incompatibility between Blockchain Technology and Data 
Protection

Enter blockchain – a game-changing technology that promises to provide 
greater security for our personal information, whilst simultaneously threatening 
to upset the balance of data protection laws. 
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It is undoubted that blockchain excels at security. Without a centralised 
system, there is no single point of vulnerability. Since all transactions are 
validated by the consensus of nodes, any unauthorised attempt to tamper with 
the data would be rejected by the network and fail. Further, the confidentiality 
of data is maintained through the usage of end-to-end encryption.

However, there are three (3) key areas where blockchain technology struggles 
to stay compliant with the PDPA:

• Data stored on the blockchain is personal data – Both transactional data 
and public keys can still be attributed to users through the use of additional 
information, hence they both merely qualify as pseudonymous data. Data is 
only anonymised if its processing irreversibly prevents identification. Since 
pseudonymous data is still deemed as personal data, the PDPA would apply 
to blockchains.

• The immutability of blockchains – The PDPA mandates that personal data 
may not be processed and retained longer than necessary for the fulfillment 
of the purpose it was processed. However, blockchain by its very design is 
an append-only storage database, hence any data stored on it becomes 
immutable. Since blockchain users are prevented from modifying or 
deleting any data that they share and store on the blockchain, their right of 
rectification and right to be forgotten would be violated.

• Lack of effective remedies – The principal actor responsible for protecting 
personal data is the “data controller” or “data user”. However, a blockchain 
being a decentralized system operates through the consensus of all nodes 
(computers) in the network, hence no entity possesses “control” over the 
system. Moreover, the PDPA is a purely penal statute with a limited national 
and territorial jurisdictional scope, which leaves data subjects shorn of 
effective remedies to protect their personal data.

5.4C.3 Technical Solutions

Mindful of such legal challenges, blockchain developers are actively testing 
and refining techniques to overcome them. Amongst the most prominent and 
promising ones include:

• Private and permissioned blockchain – a blockchain maintained by a 
centralised authority acting as “data controller”.

• Off-chain – the usage of a separate database system to store the actual 
transactional data of users, whilst keeping only the keys, hashes and other 
metadata stored on the blockchain.
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• Zero knowledge proofs – a cryptographic method that merely reveals the 
proof of transaction, and not the public key used or value transferred.

• Stealth address – the usage of a one-time address for each new transaction.

• Noise – the addition of noise to mask the true identities of the sender and 
recipient.

• Ring signatures – a jointly shared digital signature stamped over the 
transactions of all users within a group which does not reveal the actual 
user’s key.

• Pruning – deletion of old and obsolete blocks of data from the blockchain.

Such techniques are not mutually exclusive, and can be deployed in 
combination to design a blockchain framework robust enough to comply with 
the PDPA.

5.4C.4 Regulatory Recommendations

The Malaysian authorities should take cognizance that blockchains do not sit 
squarely within the PDPA’s regime. Hence, in order to afford greater certainty 
to industrial actors as well as the public at large, certain steps could be taken:

• Exemption order – The Minister of Communications and Multimedia may 
issue an order in the Gazette to exempt all or certain classes of blockchains 
(particularly public and permissionless) from the application of the PDPA.

• Code of Practice – The Personal Data Protection Commissioner may form 
a “data user forum” consisting of blockchain developers and operators in 
Malaysia, and subsequently issue a code of practice to regulate their affairs.

• Legislative reform – The Malaysian Parliament may amend the PDPA to 
keep it aligned with global standards as reflected in the GDPR, as well as 
enacting Regulations specifically aimed at decentralised ledger systems such 
as blockchain that lack a conventional data controller.

It is true that technology will always stay one step ahead of the law. 
Nevertheless, governments should always strive to ensure that their legislation 
keeps apace with technology and does not lag too far behind. Otherwise, 
dynamic technologies that could be key drivers to economic growth will take 
root and flourish elsewhere.

When it comes to blockchain, closing the legal loopholes in the PDPA may 
seem like a small and insignificant step in the larger Malaysian legal landscape. 
Financial regulation arguably takes precedence. Still, data protection is an 
essential piece of the puzzle that the Malaysian government cannot ignore. 
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After all, one of blockchain’s main value propositions is ensuring greater security 
and privacy over personal data – the very same golden principles that data 
protection laws rest upon.

5.4D.1 Overview

The consumers, also known as investors, customers, clients and patients in 
different contexts, are one of the most important components in any business and 
commercial eco-system. The long-term success of any venture seriously relies on 
how consumer protection issues, which help to shape the perception of consumers, 
are addressed. This is equally true with regard to various blockchain enabled 
applications and therefore, the protection of consumers is considered as a priority 
by regulators in the discussion of regulation of blockchain enabled applications. 

The technology is still in the nascent stage and there are some serious 
concerns regarding the protection of investors in Blockchain 1.0. This is 
more evident after the occurrence of major hacking incidents targeting the 
cryptocurrency exchanges. The investors are further the target of various types 
of scams and deceptive advertisements. Yet it cannot be ignored that blockchain 
technology has the potential to provide precise information, if properly 
designed, on any product regarding every stage of its cradle-to-grave life cycle, 
ensuring that consumers receive genuine and desired products while ensuring 
various rights and redress mechanisms.

5.4D.2 Issues

The issue of investor protection is discussed in other parts of this Report. 
Though the initial high costs may prevent individuals or SMEs from adopting 
blockchain enabled applications, the cost will gradually be reduced and they 
may then wish to utilise such applications. In Blockchain 3.0, where blockchain 
technology will be explored in very different sectors such as e-Commerce, 
energy trading between individuals or the transaction of intellectual property 
rights, there will arise some unique consumer protection issues. Theoretically, 
at that stage individuals should be able to trade the additionally generated 
electricity or his/her goods and services to another individual without involving 
any intermediaries. Stakeholders will need to consider how possible disputes 
will be handled. 

Malaysia’s “National Consumer Protection Policy 2002” was developed to 
focus on a culture of self-protection practices by consumers and self-regulation 
by traders or manufacturers. Various aspects of consumer protection can 
be found in more than thirty municipal laws in Malaysia. Yet, the Malaysian 
Consumer Protection Act, 1999 was enacted and amended to include most 
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of the provisions of the UNGCP adopted by the UN General Assembly. Even 
though it is claimed that existing consumer protection law is robust and 
comprehensive enough to protect consumers, findings from the available 
literature suggest that there are still many areas of improvement to protect 
consumers in the Internet age. 

Statistics show that Malaysian regulators and non-state actors have been 
receiving the most complaints from the consumers on e-Commerce related 
activities and regarding Internet transactions. These complaints were relating 
to – (a) goods ordered not delivered, (b) different goods supplied, (c) fake 
goods, and (d) inferior quality goods. While blockchain enabled applications can 
ensure that consumers receive genuine products, blockchain entrepreneurs and 
developers need to work to identify solutions to other problems listed here and 
discussed in Chapter 4D of this Report, as under Blockchain 3.0 individuals will be 
able to trade goods and services mutually without involving any intermediaries. 
In such a context, dispute resolution will be a daunting task for all relevant 
stakeholders. There are various national regulators who are empowered to monitor 
and oversee various aspects of disputes in relation to e-Commerce. Even though 
such a legal and regulatory setting creates problems for consumers who remain 
confused in selecting the right forum to ask for redress, the situation is made 
even more difficult when the goods and services are offered to Malaysian 
consumers from outside of Malaysia. In such a case, if there is any dispute 
Malaysian regulators have limited recourse. 

5.4D.3 Regulations

The entrepreneurs and developers of blockchain enabled applications should 
keep in mind the various rights of consumers under municipal law. They should 
further consider that the Trade Description Act 2011 prohibits false trade 
descriptions and false or misleading statements, conducts and practices in 
relation to the supply of goods and services. Such activities are a punishable 
offence though the concern about jurisdiction is present. Besides this, the 
entrepreneurs and developers of blockchain enabled applications should also 
remember that under the “Consumer Protection (Electronic Trade Transactions) 
Regulations 2012”, the e-Commerce service providers i.e. any person who 
operates a business for the purpose of the supply of goods or services through 
a website or in an online marketplace should mandatorily disclose some 
information on that website. 

5.4D.4 Recommendations

Regulation of blockchain enabled applications in the context of consumer 
protection is another concern of regulators. A combination of a principle-
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based and outcome-based approach can be considered, allowing regulators 
to establish some broad regulatory principles and outcomes and will allow 
entrepreneurs to continue their activities without violating these principles or 
outcome goals.

Even though Malaysia’s “National Consumer Protection Policy” spells out 
the need to develop a culture of self-protection practices for consumers and 
self-regulation practices for traders or manufacturers, relevant stakeholders 
should take the initiative to make the consumers aware of the adverse effects 
of emerging technologies including blockchain enabled applications. Some 
of the Malaysian regulators have been proposing alert notices or scam alerts 
regarding digital currencies and ICOs. Other regulators should follow suit and 
disseminate similar kinds of alerts frequently and regularly in national languages. 
In this regard, the advantage of having consumer protection organisations and 
bodies at different levels can be considered, as Malaysia has such bodies from 
the national level to even the school level. Entrepreneurs should also join and 
create a fund for wronged consumers.  

In the absence of any direct and specific international instrument on 
cyber-crime, which also includes internet scams, mutual co-operation among 
countries is considered to be one of the most effective solutions. Even though 
the ISO has been working on various aspects of consumer protection in 
blockchain and distributed ledger technology, the immediate involvement of 
the Intergovernmental Group of Experts on Consumer Protection Law and 
Policy formed under the UNGCP seems to be a better option for the protection 
of consumers as ISO’s focus is more on the development of standards and 
consumer protection goes beyond this.

5.5 Conclusion

Blockchain technology has transformative potential while also bringing with 
it many challenges. The adoption of this technology in Malaysia is crucial as 
part of the country’s economic and technological development but the legal 
issues must be explored and addressed. This Report has outlined a few of the 
key legal issues and recommendations have been set out, but more research 
is needed to encourage healthy development of blockchain-based technology. 
Malaysia must provide a relaxed but effective regulatory environment for this 
technology to flourish. Establishing such an environment requires a concerted 
effort by all stakeholders. Going forward, there must be active collaboration 
among the stakeholders on this area. It is hoped that this Report can be the 
starting point to synthesize some of the legal viewpoints into collective practical 
solutions that will benefit Malaysia. 
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INDEX Of TERMS

TERM SECTION

Bitcoin 1.3.4

Blockchain 1.2, 2.2.2.1

Create-Read-Append-Burn (CRAB) 4C.3.3.2

Create-Read-Update-Delete (CRUD) 4C.3.3.2

Cryptocurrency 4B.2

Cryptography 1.2

Decentralised Autonomous Organisations 
(DAO) Token

1.3.7

Digital Currency 4B.2

Digital Token 4A.2.2

Distributed Denial of Service (DDoS) Attack 2.1.2.2

E-Wallet 1.3.6

Ethereum (Ether) 1.3.5

Financial Technology (Fintech) 4B.6

Hybrid Token 4A.2.3.4

Immutability of History (IoH) 2.1.3.1

Immutability of Process (IoP) 2.1.3.1

Initial Coin Offering (ICO) 4A.2.1

Internet of Things (IoT) 2.1.4.1

Mining 1.3.3

Node 1.2, 4C.3.4.1

Noise 4C.4.5

Off-Chain 4C.4.2

Private Key 1.2, 2.1.4.1

Protocol 4A.2.2

Pruning 4C.4.7
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Public and Permissioned Blockchain 4C.4.1

Public Key 1.2, 2.1.4.1, 4C.3.2

Ring Signature 4C.4.6

Smart Contract 1.3.8

Stealth Address 4C.4.4

Transactional Data 4C.3.2

Utility Token 4A.2.3.2

Virtual Currency 4B.2

Zero Knowledge Proofs (ZKP) 4C.4.3
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